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Cloud Security Alliance& (&

922X )T4DI B—/\)LIE3EE FIHHSE

> Individual Members (Y —<4 )L AT 47 LinkedIn®
[Cloud Security Alliance |17 JL—7 &%) : 205 AL L

2 Corporate Members: >500
> Affiliate Members: 28 (ASPIC, IPAET)
> Chapters worldwide: 100l E (B ARED)

2 Working Groups: >35 _ _ _ ——
The Cloud Securnity Alliance (CSA) 1s a not-for-profit organization with a
> Research Artifacts: >600 mission to promote the use of best practices for providing security assurance
within Cloud Computing, and to provide education on the uses of Cloud
Computing to help secure all other forms of computing. The Cloud Security
Alliance 1s led by a broad coalition of industry practitioners, corporations,
associations and other key stakeholders.
(https://cloudsecurityalliance.org/)
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CSA (Cloud Security Alliance)® B& &

> 2008/11 §%ir
> 2009/4 U5 FREF1)TAHARZ U RAEK
(RSA Conference 2009 in San Francisco)
> 2009/12 BARFIFEE(TGA)
> 2010/4 Cloud Control Matrix V1.0F 3%
> 2010/6 IPAEHEE R AIHEREEE - IPA Global Symposium Ti&&®
> 2010/6 CSAH AR ERE%AL
> 2010/9 RSA Conference Tokyo T:&E
> 2010/12 IPAYSOREF ) T4 UROYH LTEE
> 2011/12 STARE#R
> 2011/12 CSA EMEAHE
> 2012/1 CSA APACERE
> 2013/12 —f&#tHEABRISO X2 TATIAT 2V RERIL
(CSAHAXZ B O BAREANE)
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Security Guidance 85N A

For Ciritical Areas of Focus in Cloud baﬂ SeC u rity’ Tr.u S.t

Somm A ma & Assurance

& 1 AKX Registry

1ISO27001/HIPAA/

PR HITECH Act
5 =\ /AICPA/COBIT
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STARFAYISL (V5o FEXa) T4 25 E)

STAR™ LEVELS OVERVIEW STARt* 1) 7 ¢ BB

STAR FEHAM &5 UVREE

> LA .
dJONAFECEEM (BILTT7ERAADR) T
> LANJL2

STAR Level 2

. Level 2 + Continuous Self-Assessmen
Continuous

> E=A G/ ERAA

> CSA STAR Attestation : SOC2 + CCM

> CSA STAR Certification :  ISO/IEC 27001 + CCM
D>CSAC-STAR: GB/T+ CCM

TYPE OF AUDIT

STAR Level 2 3rd Party Certification GDPR CoC Certification

> LAJL3
DR E=F ) T /B GHEET STARREAEL )b START S 4 1\ — BB

+

> BHEEE MR ZER
LR + LARN)L2
> 40008t LA ED T O/NA B —HVNEER

ASSURANCE

TRANSPARENCY +
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STAR for Al 4
(AlZZRE L= 59 F1=8hDSTARZREHLE) = LA @

> CSASTARDILIRIZK BAIE TV SO RTEB LV I VA—T 534 RA—Y—mITERIETOT I L
> Al Controls Matrix (AICM) Z {5 FH
> R
DAITE. V5HRFTANA S, SaaSTaAnga 4, AIZT 3 —T54 X1—H—
> STARZAOSSLDLEIZ, AIDT=ODSTAREIEE
>STARD 7 L—LTD—9 %#;EFH
>STAR for AIL X)L 1 - AlI-CAIQM B 2 511 & Valid-Al-ted CAIQ
> STAR for AIL L2 - ISO/IEC 42001 D E =FERSE + Valid-Al-ted AI-CAIQ
)Eﬁ'lkﬁ‘ 5 D /—.Lx L X &*z STAR™ LEVELS OVERVIEW
> 4,000%t I;LJ:OD 55 r7 I~“ 7° ¥ w B—DEGFEE

STAR Level 2
Continuous
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> FOMDOAKRA b
DI T THL ., BEBMATOEOLNAZET) 9LV TAaRAYy a3 L, BYILEEVLNAIZENT
LW ZEAE
LX) T A DEEATEFDNSaaSH—ERZFALTEULWDNESIIDHIEHZED LS IZTTIHMDIL—ILIR
ONHE
DX TAFEEITOIHEEL. VERBICEDCEFHEZITo-%. THMNICEFHFICE DT HEE
TS5 ELPME

Cl
S~ A -I'f"‘ securityv ) ) .
S\ lliance g Copyright © 2018 Cloud Security Alliance Japan Chapter https://cloudsecurityalliance.jp/ 21
@ Jopan chapter 7T



http://www.chapters.cloudsecurityalliance.jp/
http://www.chapters.cloudsecurityalliance.jp/
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> X8
DIHUHEBEIZISIDROEZTA) T A DEMARFEET S EIFE L, SaaSH—EXDEF )
TABRENTHLTETLAEL
PZLMSaaSEHERALTHY., HEMNLGEX) T4 REHNERE,
DITEXA) T A DHBINENEF v ILHELV=H, SaaSFIAEE. LEL—FTBEHELLICA
BEib,
> IHIK
D HEGEICH L THIEITIEHBEE. EFECLICETY VI EZTVEREEEOSRDICT L THREDHE
PREITLY, WERZEES,
> 28Iz FAT 5SaaSIZ DN TIEISSPMT—IEEE,
>SSPMD T A 2 ADMERE : SSPMOFIAIZHEBEATRART 2FE 4 SaaSIZRE, {EFAHLFIA
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IT/xX) T4 BEANNLTEEBIZCAYEFEIFIZEEAZEIZFLEWE VWS AHZRMAZ LITEE
> SSPMDiEHETE 1T Z#1BH T . SSPMAEHT HAABTZ L oM YIER L THIGT A ENEE
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> SSPMTHNIL, BEIER. SaaSICxT HREDHER. S EBIZABRAINTLNDY VY DBRME EFTT
STENTES
DTV EREDMITRLEEWVNIES LTERET D, T—IDEEENEBMTETTT—IAHLZL
Dttt L DEEFYRY
DHABINE > THET—FIFLIFTLEL., Tttt EFIATLES EWVWVSHE

clot
P security _
S\ liance g Copyright © 2018 Cloud Security Alliance Japan Chapter https://cloudsecurityalliance.jp/ 24
@ s2pan chapter 1 FCE



http://www.chapters.cloudsecurityalliance.jp/
http://www.chapters.cloudsecurityalliance.jp/

(3) SaaS ED#E T —2 DELY KLY 3

>EER
D EEMRERMOFAEREZESIEL I VI RAIETITI ZEARE,
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(4) SaaStEFa U T 18ENT L—LT—H (SSCFDEHE

> SSCF (SaaStF )T 18D 7 L—LT—% ., SaaS Security Capability Framework) & [(&?
>SaaSTANA SR HABICIRBET 52X ) TAHEZTFLOHEEEER, IXTMSaaSTF v k
I+ —LTHIARRGGEELLIN X2 ) T 1 HEEZTHEIL
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—TiE LT < H D
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