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SaaS management shifting causes inconsistencies in security oversight
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Difficulties addressing Saas risks

© Copyright 2025, Cloud Security Alliance. All rights reserved. 12
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FRkD SaaS X 2 U T 4 12iE, BB N U R L — e R 2 B R L-, X0 (RRE CREMM 7T
T —FNLETT, SaaS OEANITFICEBEDOTF —20NHEET 22 LRV ETHN, X2V T 40
ELIIRVIDPOIEICER L CHBLERHV FT, SaaStx 2V 7 4 O—E LIZH—HIKEA 21T

. WA EEIC L > TAMEOX v v 7, R v—DORELE, EX a2 VT s OFRNECEITD 2

Lz E9, FRRICEZEROIF, EVRAEMEEX2 )T 4 F—LLOEELRILTH LT,

INDORERMBRE EEHTEDL = =V TEMNITDHI LT, X2 T RA v R—T 47,

F=X VT T RAGIEO T 0 ZAOMBER TOBESTFEMIIC LET, TOmBERRTIUX.
BT VEE RSNV A7 2676 LT, SaaStEx 2V T 1%, £E&F0 DD DR
TiE7e<, —BMHORWERY o—D Ry F U= 27> T LENET,

ERFEEREE 4 : SaaS IZBIT A AR ID 8, KReE
LCEGERPOIERTA X2V T 4 LOBRE

WERT AT T 4T 4T 7 2AEH (IAM) X, SaaS BEOE X = U 7 4 fMERICRAIRKTY, L7
L. IAM OFEFEIITI—EBMENR 2L, SaaS 7 7 ) r— 3 AR THEEREA TW W=D, IAM
TIARFRVERE & 2o TV ET,

ZOMEDORROBERO 1 SI3EHEEFLTH Y . 58% DRI SaasS 77V r— a V2K THEII R K
HLVOBAICERLTWET, —HLIEREMN ST e | 22— =0 EELL EORHEFR % &
FET D a[EER H Y . T —Z RPN BB O U 27 BNEED £7, ZOEEZ I LA L TWD
DL, 56%D{EEIEE D
SaaS 7 ) r—va iz E

What challenges does your organization face with Identity and Access Management

B2 —Y =T 7 EADE (IAM) for SaaS? (Select all that apply)
BIZEBLTWAZ & TY, 06 —
i, % SaaS 7Y r— = S 51%

04 — 46%

TarNMADT 7 AET
I & BB — 2 DA & o
LA, TAT T 4T 4D
AARME L R A MR D 2 &

34%

02 —

N - S No%s Ensuring proper M ing user M ing user Maintaini Adhering to N/A - No significant
MDONDICHEETH 2 EE X priviloge lovele for  accesaeross  lifecycleand tmely  consistent evolving challenges

” - each user multiple offboarding authentication pli
Ja; D L: l_/ '( vy jz —g’«o : D J: 9] applications m&ﬁ;;\éﬂl requirements

WRFIEEITAT T AT 4D
EAZIZOR D, B2 7
S F— BN ENT=R Y —ZEfE L, BE G BIOE IG5 2 & AR L TnET,

TIRZEHII, TAT T AT 4« FTAT7H A7 FTav2OBE{ERRBICE > TESITHEME L
TWET, 2B EOHERBE (54%) X, =—FT7Hho v

More than half of S35 o — 3 S35 e~
ot @@@@)  o7mao s FeET s =L RRORBIL

Ik utomation (3] MCECORNEEELCOET, ZofE, ML
. ' L
provisioning and THY Y N HROER, FET 7 EAD Y 27 5%
P STOET, ThUE, FA DY —RATR—F ATk

accounts

EVTATUTATA ~TATIA IV - TaRERADE
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BICEBLTCWA BN 5I%IC L2 —REEzonE T, BEbENT A4 79 A 7 VEBNRTN
X, BX 2 VT o F— Ak, FEHRTIARBELCT L, KET D SaaS = a v A7 ALKRITHHET
HZONKNERTFEH Vo 2HEL S 525 FEA,

What was the cause(s) of the breach(es) your organization experienced? (Select all that apply)
06 —

04 —

02 —

Overprivileged Unmonitored Failed Overly shared  Prefernotto  Other (please
or unmonitored accounts SaaS-to-SaaS offboarding of  data/ files answer specify)
Saa$ app use integrations accounts

Z 9 L IAM oKL, B 5872 ) 27 Tikd v 8 A, SaaSRED 46% ix. MEFF72 MFA £
EEI s A7 PENT-MFARE ICEELTBY ., M% ILERREET VT MERLTWY
T, MBS LEHERIE (MFA) OFElE, F/MSEOEH., 747 7 47 4 AT ZADENEIZEE
LTWAHEHE, HWBFITEX 2T TRWT Z7EX, BEI A, BRIZHER, £23tXa7 TRWT
ﬁ/%%ﬂmL(‘SwST?J&%Va/W%ﬁ@%?é ENTEET, LT —XIREOAHREM
EERODHIET TR, AT NVARVABEMEILET, WMTRHRT AT T 47 1 EETIX
ERARWENSBET DRNCAET 7 A RE L TEHLADDL ZENHLL D05 T, MFAREE
R TFETHDZ EICEDLVIEH Y THEAN, B, 778 ADTabe Y a = FOMERER S0
EARMNR T a R —BWRN o120, REETHSTEVTIERIE. TAT T AT 4 BHEDY X
TIWCHRICHUT D LI TERVWI AR AT ZENEETT,

SaaS BREEICH T 2 1AM O#EHMEIX, SaaS X = U 7 4 WAk 2 £ ERTT, kD IAM E7 /L

EIFRRYD, SaaS DT AT T 4T 48X 2 U T 013, TNENEAF OFEGE & KBRS Z FFOME S O
TV = a v EBETLIMNENDY £, —ufb ST T u—F R, AR EEEITS T
1727 7 ARIEOERIZET LT, SaaS X2 VT 4 OBV AEZHERLEIEI2 X2V T 4 F v v
TERBETZLICRDET, VA EZERET SH201C, Mk, RAORHEOFRRIZRIEKEL, 22— —F 4
THA I NVEREGBEL, TRTDSaaS 7 7Y r— a B Lz ERE 2 12§ 5 SaaS &
2074V )V a—va rERATLOHENRDD £3, 2D DOEEEZR LV IAHIZR SaaS BRI ICH AT 5 2
ENTENR, TAT T 4T ABEDY 27 ZEBT HRH 35 Wi et U7 ¢ BRIgIC X
HEEW B AR CE £,

ERERES : ABIUSANDOT A F T 45 4 & SaaS ]
AR T A EXF 2T 4 DER
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IAM OFEIZABIOT AT o T 4T 4120 TEH Y £8 A, AMLSLD ID (NHI: non-human
identities) DEMHLEH#ELEFTETHLL 2o TCWVET, BED 46 /X—k L 2, NHIDE=XY
ThHBEROBEL LTETTWET, Milkix, FHEDITHE, 7470747 4 OflL, 22—V —D T 4
THA 7 NVEBRICEE L TCNET, Zo ERUBRED, APl X—2XD#HHG, OAuth h—7 > #—F
ATHT L MIHYTIEEY, SOICEMRFEZ LD BBV ET,

What are the top 3 Saa$S security challenges facing your organization? (Select up to 3)

Distributed of
Auth Saa$ with admins outside  betwe
i /security

SaaS M EDRMEDERERIL, AKAl EaXfay MeERE=T 7Y r—va v ORETT, =
NoOY — /I UIXUIXBHRICEEL, ABIOMAZRLIZTY 7 v a v &L, 7—# 2B L, U
—r77n—%EHLET, MEKED 56 N—k2 b, — FRX—F 4 RUF— AR Al Y —VITHEET
—Z~DAPI 7 7 B R ZBRNCHFA SN TVD ERELTERY | IEBFIZRFFAT & Al & B o Ranofi
BEDENVDINIZT A7 267030 EMmfA L CWET, ZH6D0HEIE. EREIND EHESN
HENEL, RET 7 BARLT —HHHEOEOIZZ 7 A7 a A bENLAEEEOH D, BRI TW
PRV DEREIC DR £,

What are the most significant data exposure risks your organization faces in SaaS applications? (Select all that
apply)

08 —
0.6 —
04 —

02 —

2%

I
External oversharing of Sensitive data uploaded  Vhird- A Lack of centralized  Lack of enforcement of Anonymous open link  Other (please specify)
sensitive or confidential  to unauthorized SaaS a visibility into sensitive internal least privilege  sharing of data that
ata applications i gaed data across SaaS access to data doesn’t require
P a applications authentication

Al b= MAIY — VT, EX 2 U T 0 ORAE S HICEMICLTVWET, &RitE, 2
SEDOVAT LI, TFVr—va U BRTRKEOT — X EZ RV iAKR, HEEHAT DX ITHEESLTD
D12, T 74V NTIRHERT 7 B AMERPLETT, ZbOY — /ARt i) X7 LISEA
ENEHEE, BRILEHHEEZBZ THREFBRICT Z78ALEY, BELAEVTHAEEERH Y 1, &
B —E AT h o b EFRRY, ERA FEOY — L E, LIELIEABEEBROT 77 4 €7 4

© Copyright 2025, Cloud Security Alliance. All rights reserved. 15
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OB FAR A BEHIZ L, SaaS D= DORERD IAM 7 Fa—F Z2#H L CGEWRT 5 2 & ZR#EEC L Tu
9,

NHI DR BEA TR E b b, ARBOT 7 M ERU XD k& 7a 3 A H S
HZERIFEAEDLD FHA, NHIOEX =2 U T 4 &N F 2 A, MO IRH /2 SaaS B = U 7 ¢

I IZHEA SN2 T U 8 A, NHIFEHOREU L, F4 7310 7 V88 RY o —0@HAR 2T

L, BEX 27 0 F—2RMAERETE T, HERT 7 EARA VMR T = v 7 S £iEH

ENHZ LT ET, NHIANSaaS 7 7Y r—3 g VOMAAER O R OLH R RE 2 Bi-9 Lk 5122 51T
Sh, TOEHERBI L, EXa U T BESSSICKHALEN., —BEORWEENEL SR
A2, SaaS EFxF 2 U T 4 RAF ¥ Ok #g L < 720 £,

ERFERER 6 : BED SaaS tX = U 7 1 BIg~D81E
BBVETXy v

SaaS X 2 T A ODELENREE > TWDLZ EIZHLNTT R, £< Confidence in Saas
OFEFETIL, SaaSt ¥ =2V 7 1 22 RHICE T 2 72 DI ERHA security programs
ERIEOH Y — AR EERR LTV ET, SaaS k¥ 2 VT4 Fusy

BZEEEF-> T D LA LT3 79% & k5 & LTV ki

BHYETR, ZOAERERRIENF v v 7 EEOR LTS iR 79%
HOEF, LFa VT oARE, —IHEDRN Y — . o m S o
Tt A, RN AHIEOFEEDICR>TND Z L% <, SaaS

BB A R AT RHT BRENMEADR TV ET,

TAATANYIE, < OFFED SaaS X = U 7 4 HIKICHB T 2 AR F v v 7D 1oE L THK-> T
£, SaaS MELZ L TV DIZ b b 69, KD 42% 13 EiER)72 SaaS 7 1 A W N Y BERED 2\ &
HELTRBY, EO7 7V r—rarPMEAINTWDE, WET—2NBEICHEET D, 2—H—
- . o NINEDT IV r—arb P00y L
at are the biggest challenges your organization . e .

faces in identifying all Saa$S applications in use? TWAENR EOREMERRK SN TWES, T4 AL
NUIE, SaaS D x = U T 4 ZHERT B I2DICRAI K

Employees signing up for free versions of Saa$ applications iiﬂai%ﬂ@ ATy BT K2 F v %fi
Fo A AA Y ISR, AR H AOICE

Lack of tools for comprehensive Saa$S discovery HT W N %Iz“ﬁé I A %fﬁ’ﬁ L7? N *,E L7-&R D)

WA LEY . REBOYV—ABEX2YT 4 F
0 DRI 72 BB LT 0% = L 8T X £ A,

KRR D 55% A3, TEEBMNFKRIEBED Saas vV —/L LR}
D SaaS YV —NWIZHA Ty 7L TEY, BHINTWREWI RN EL, EX2 T 4 F—L20%)
FHNCEREZIZ 2 bo— L CTEARMAEBA T X v 7 —T7 2 ARTER L TWB EHREL TS
Tl BRI ZLETIEHY ERA,

© Copyright 2025, Cloud Security Alliance. All rights reserved. 16



cloud
& B security

LIM

alliance®

SaaS O AN ZGEICHES, HHL L TV DIZHE b 5T, MO 46% MMERE L TSaaS U 27 D
BHEFELCLAEEICE->TBY (W AT =307 SRPEXINNI RIS TOFEEADT
BEWMLFELE) . 2

What processes or tools does your organization use to discover and manage shadow Saa$S applications? (Select all ITE T Y E
e 0D B |7 15 S 7
VN KL D Y

— 2% HET D
FHiETT, EbIT,
KRR D 69%1%, fH <

04

03

02

0.1

o

anyisorCASE setwiy oy e “'“'h ‘:‘m::'::;“:’:&:; E'“’."f:wsi.fs e " SaaS 77 Hr—
varNTRUF—

What tools/solutions are used by your organization to protect your SaaS applications? BDRWET D224 T 14T
(select all that apply) DEF a5 MR

08 —

EELTWHWET, =0
ko7 ru—F7T

1. JA#G7 SaaS BRiR
R Ty b a—n
ML L7200 | PRI —
BN Igolz 03
s e S NSy Ol BIENELBHY E

06 —

04 —

02 —

(CASB) solution Management

(S solution T, BT D Snowflake
DREAFEHIT AT
NUF =P D 1A T ¢ TRE RIS TIURFET D 2 E R R ERR DN EENEZ S LD
TL7z, MiX, 7o 2R3 X2 7 00O LPLMEELET L THA A EIRETDE, TAT
YT AT AHNT R APIE=HX Y T FIEBRE S EORERERETE RE LT AR S Y
£, ZDOr—2A| ﬁ%héi? BHETELTa RS X ThoThH, WEORE I AREHRN A+
S TCThIVL, A EREND %%?5 LIXTEERA, THIE, BERAET VORI LS
ﬁﬁﬁ@ﬁthﬁﬁkﬂ/%ﬂ—w%ﬁ%ﬁéﬁ PEEmR L ET,

T, DAR—HPEHEIERT L7202, TATYT 4T 4744 (IdP) (48%) X° Cloud-Access
Security Broker (CASB) (43%) %2&. LV — 277 Rex2 7YV a—va lHEZM
JTWHRELDLRISHY EHAL, ZNODOY—LE, LVRFEREXF 2V T 47— 77 FxilBn
THEEREE 2872 UET2, M BRAERER L TV % SaaS [EA OFREIC LT 5 I2130# LTV 20 af
REMENH Y £4, KLaAR— k& 12024 CSA SaaS Security Survey | O TSN TWD X HI2, W
R 7 7 a—FIRIFE LT, 77 e —F OiREN 72 uX, SaaS Bl X v @M bT 5122,
ZOLEXYy y FI3HINT, L ULAIMKTDEERNH L Z & 2R/ L TWET,
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L VIRfEE LT, MBI A S DR D
Which aspects of SaaS$ security does your organization currently ZELH-STZHEIC—HT DY) 2a—
prioritize? (Select all that apply) R Ui T E S 50% A
R SaaS ZB.OBRH %, 47% 3 SaaS
Security Posture Management
(SSPM) %, 3% BT 7V r—va

05 —

04 —

03 —

02 - CORMEELELTOEST, “HbD

. BT, FERDT Ta—F . L0

. TarT T4 T IREZT. OF0,
Saa$ threat detection SaaS Security Posture  SaaS application  We don’t currently SaaS =AY AT LARKDEF 2V T 4

Management (SSPM) discovery pg%ﬁtrﬁ; aSS:\z;f %%1%_@_5 7,,: &b Glﬂi\ EJ‘?E'“C\ = \/ ]\

e e 17—, B L ORHEAEEED TR T AvE

L THIETOMNEND D Z & ik

THEZT~ETTRLTWAHZEEZRLTWET, &FELTRD L, SaaS Ot F =2 U T ¢ Hlig) b

HBIT, U725 47T, AEEREFETHHI LI FRENTVET, WRTHRE L EBROREN LD

Xx o 7 EMO LI, BEF, TV LN RERNS, R, RAFYEHE, GEOR

Hi. ROV 27 OFEFNE W o - R B IS LT D, KD AR T 7 ua—F ~ LB 5 MNER

HYVFET, SaaS X2V T 4 ODEEHRRERFEE L Cofim EE & HiZ, SaaS D& Bt &R

AF v EHEOBRIEVRAEE > TND 2 LiE, < OMBENBAEORRBICKL L, L 2EN» S
B 72 I A SR T A YE N S TWA Z AR L TNET,
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finm SaasS B = U 7 4 I ZBAEETIE

SaaSt X = U T (1T OREIEFEE L 2> TEY | PHEE DML, ZEOBRESCHRAT viFH 7
EOFRESH~OEANREE > TVET, ST, EBEA 7T AT 7 F v —ICBT 5 SaaS OEE
PEZBH L, Z0OEX2U T 4RI MATHET, LrL, SaaStF =2V T 4 70 s T AT
HIEEITENL OO, %< O CIIREA L7 JEE A fE7e SaaS % = U 7 ¢ BRIE OREE I\ Tid, F
TP CH D Z E PRI E LT,

COXIRBEAMERONTH I A7 IBEDOLOTY, WET — XM SaaS B2l U T T\ b
WZH b 5T, L OREITR/NEHET 7 2 ADE R, T — X OBRAFH AT I 15 OB S
LCWET, g2, KRBT vy 7a— K, —RKX—F s QAT 7 vRE, T—FDT7A
THA NIRRT AL 2 hr— L ORIMEB®R L ET, T RAE5E L —mi 7R
ETORTE, ZOXI 72Xy v X VBET — X IO I ALHMB B O B3 L CHigs7e
FFIZRoTLEVET,

FIFIC, SaaS DEALEFHNGEIL L THWDEZ R, X2 T 0 ~OMYMAEEHIZ L TWET,

WEBITEX 2V T A MO R LT 7 r—v a8 AL, ANERCY—FT 4 TR EOEE

T Ty N7 =T TEHMOBEE R LICEBREIICERIND Z NIV T, 207, SaaS

TV = arDEAN, BRE, KOE=X Y 7 OFECBER R BEDTF -2 N Tk A%

KIREBS 22N TERNED, EX 2 VT 4 OBMECHRAPELCTLEWE T, WAEH & BED

HEE(LIZ, VAV A RETHEODORRKOERED 1L LTE-TEY ., 20k, Furrssa47
X2 VT A RAF ¥ TR, VT 7T 4 7 hic e RE R SN T0nET,

INGOMEIX, A EANBUNDT AT T 4T 4 DM FIZETNDT AT T 47 « B#EOREIZ
FoT, SHICEHIZR>TWET, AMDIAMIZ, —BHORWFHEEIRE T AT T 4T 4 T4 7
A7 VT o AOHMEARRIZE D, KKRE L TRBORIETY, OAuth h—7 > API#i, 7
FTHEMEMICR AR A Y — 7 & NEUNOT AT 0T 47 41, SOICEMER LA Y—%2BML
FI, ZOLXIBRFHEET, KD IAM OFPHSTEA SN D Z ENE <, BER SNV IR FiHE & £
OB EERAH L, TH 7 —T 2 RERK L, BEZEREL £9,

INLORE-REERETHE, SaaStEXx 2 U 7 I TKRE LTHEBILICESN TS Z LRy £
T EERNENAT T EREICEB W THBRERD O ICE20D LT, 1T A EOREIX, TIEEC
YA AR T FeXa2 T4V ) a—var, AT 4777V L-ULOERR Y| Saas
DBEZE U THER I I TORNY — ORI IR L T ET, 1 ZE A EOMEIEL, A
FiHE —BEMHEORWERTIHIE L TWAH 2, BREIXEDiH/oREICE L, BEIT®EICHE> TV
AREMEN DV F T,

SaaS L Al DA /) R_X"—=2 g VOAE— RIZHINT A720120%, BETSTITHEEZ I XNERH D F
T, FDDIZIE, SaaS D F =2 VT 4%, BRAMOT ) r—ya OESTIEHRL, =av R
TAELTYR—=FIT D200, EOLHIRY—L, BIE, BEIOTT77 T 4 ANKENHZFFEL, 3
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WAERD D Z EMBIBORTNIERY £ A, T4 ADAN) OUGE, BHEMLENTZRAF ¥ EF, 7o
TIT 47 AR Y, KA TREZ RIEZ 77 7o —F NLETY, SaaS D& AT IE
TH—HTHY., Z0OLH 7R 2FEICKH LT 5 2D OREMIZEHICES N TETWVET,
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G — A L |
PR

In your organization, how important is SaaS security?
0.6 —

04

02

1% 1% 0%

\ \ |
Highest High priority Medium Low priority  Not a priority Unsure
priority (top 3) priority

Does your organization have a program or process for securing
SaaS applications? If yes, how confident are you in its effective...

05 —
48%
04 —
03 31%
02 —
0.1 — 12%
2% 2%
. o
[ [
Yes - very Yes - Yes - Yes - very No - no Unsure
confident somewhat somewhat unconfident program or
confident unconfident process

SaaS X =2VUTr 4 vl I A

Is SaaS Security budgeted for in your organization?
0.8 —

0.6 —
04 —

0.2 —

Yes No Unknown

© Copyright 2025, Cloud Security Alliance. All rights reserved.
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How has the budget for SaaS security changed over the past 2
years?
06 —

04 —

02 —

Significantly Increased Not changed ~ Decreased  Significantly Unsure
increased decreased

Does your organization have specific personnel focused on SaaS
security?

08 —
0.6 —
04 —

0.2 —

Which team is primarily responsible for SaaS security in your

organization?
04 —
35%
03 —| sk
02 —
0.1 — 13%
o —
Security Security Governance Risk  Identity and Other (please
Engineering or  Architecture or & Compliance Access specify)
SecOps Cloud Security (GRC) Management
(IAM)

© Copyright 2025, Cloud Security Alliance. All rights reserved. 22
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Which Saa$ applications in your organization are primarily managed outside of IT/security?

Ldentity Provider (e g Okta, _ Productivity Suite (e 2. Comemunication and T Services and Management ~ Soarce Code Management  Data Analysis Tools(eg.  CRM (eg. Salesforce,  Financial Management (e g, HR Platform (e ¢ Workday, Masketing Automsation (e £
Microsoft Entra ) Gongle Workspace, Microsaft  Messaging e g, Zoom, (e.g. i, ServiceNow) {e.g.,GitHub, GiLab, Snowlake, DataBricks, HubSpot, Micrasoft NetSuite, SAP) SAP SuccessFactors, HubSpot, Marketo)
365) Slack, Microsaft Teams) BitBucket) Tablcau) Dynamics 365) BambooHR)

[ Pisscty managed owtsice of MTiecurity (] Prisasly macagedby Misscurty [l 1A

What tools/solutions are used by your organization to protect your SaaS applications?
(select all that apply)

0.8 —

Vendor-provided Identity Provider ~ Cloud Access SaaS Security Custom-built ~ No SaaS security ~ Other (please
security tools (IdP) solution Security Broker Posture security tools tools specify)
(CASB) solution Management
(SSPM) solution

© Copyright 2025, Cloud Security Alliance. All rights reserved. 23



cloud
~ o A

VoM security

alliance®

BB SENRAL & B

Which aspects of SaaS security does your organization currently
prioritize? (Select all that apply)

05 —
04 —
03 —
02 —

0.1 —

SaaS threat detection SaaS Security Posture ~ Saa$ application ‘We don’t currently
Management (SSPM) discovery prioritize SaaS
security as a
standalone initiative

What challenges does your organization face with Identity and Access Management
(IAM) for SaaS? (Select all that apply)

06 —

Ensuring proper Managing user Managing user Maintaining Adhering to N/A - No significant
privilege levels for access across lifecycle and timely consistent evolving challenges
each user multiple offboarding authenticati pli
applications methods with requirements
MFA/SSO

What are the top 3 Saa$S security challenges facing your organization? (Select up to 3)
05

04
03
02
0.1

Monitoring non-h Distributed of © on challenges Identity and access Complesity of Saa$ Discovering Saa$ Detecting suspicious user  Limitations of lepacy Other
identities (e.g., OAuth SaaS with admins outside  between security teams and it i it adopted by behavior solutions, such as CASE, in
tokens, APIs. scrvice of IT/security business units in addressing employees without managing SaaS sccurity
accounts) and SaaS-to-5aaS Saa$ seeurity risks approval isks
integrations

© Copyright 2025, Cloud Security Alliance. All rights reserved. 24
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‘What are the primary factors contributing to these IAM challenges? (Select all that apply)
0.6 —

1%
|
Fi d admi ionof  Lack of ion in Difficulty tracking local ~ Lack of standardizationin  Difficulty identifying all ~ Complex Saa$ ecosystems Other (please specify)
Saa$ applications (e.g., IT vs. provisioning and accounts not connected to the  Saa$ security policies across  SaaS accounts linked to a with overlapping
business units) deprovisioning user accounts corporate IdP apps user responsibilities
(e.g.. joiner/mover/leaver
lifecycle)

SaaS 7 4 ALY

How confident is your organization in its ability to detect all SaaS
(sanctioned and unsanctioned) applications currently in use across the o...
0.6 —

04 —

0.2 —

Very confident confident Very

What are the biggest challenges your organization faces in identifying all SaaS applications in use? (Select all that
apply)

06 —

Employees signing up  Limited collaboration Decentralized Lack of tools for BYOD and unmanaged  Lack of centralized ~ N/A - We are aware of
for free versions of  between business units  procurement of SaaS  comprehensive SaaS devices used by network to enforce  every Saa$ application
Saa$ applications and security teams applications by discovery employees without access policies across the organization
before adopting new business users security supervision
SaaS
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What processes or tools does your organization use to discover and manage shadow Saa$ applications? (Select all

that apply)
05 —
04 —
0.3 —
0.2 —
0.1 —

0 -

Network traffic  Endpoint or browser Manual audits by IT Reports from Monitoring vendor ~ We currently do not ~ Email scanning to Other (please
analysis or CASB activity analysis or security teams business users invoices or expense  have an established  identify new SaaS specify)
solutions management systems process for adoption
managing shadow
SaaS

SaaS X =2 VT4 ATV R

What are the most significant data exposure risks your organization faces in SaaS applications? (Select all that
apply)

08 —

2%

[
External oversharing of Sensitive data uploaded  Third-party vendors Lack of centralized ~ Lack of enforcement of Anonymous open link  Other (please specify)
sensitive or confidential to unauthorized SaaS (and GenAl tools) visibility into sensitive internal least privilege sharing of data that
data applications gaining overprivileged data across SaaS access to data doesn’t require
APT access to data applications authentication

What is the largest barrier to remediating SaaS risks in your organization?

05 —
04
03
02
0.1
0
Collaboration and Understanding the ~ Detecting risks in the  Prioritizing the risks ~ Change management ~ We don’t have any
coordination risk, the required fix, SaaS applications based on potential and communicating barriers
challenges between IT, and its business severity with the business user
security, and business implications to apply the fix
units
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Has your organization been impacted by a SaaS breach the past
12-18 months?

0.8 —
0.6 —
04 —

0.2 —

Yes No Unknown

What was the cause(s) of the breach(es) your organization experienced? (Select all that apply)

06 —
59%

o4 46%
4 — 42%
s 39%

34%

26%
02 —

3%

0%

Misconfigured Weak /lack of Unauthorized Overprivileged Unmonitored Failed Overly shared  Prefer notto  Other (please
security MFA or unmonitored  accounts SaaS-to-SaaS offboarding of  data/ files answer specify)
settings exploitation ~ SaaS app use integrations accounts
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SaaS DR & InE

How does your organization’s SaaS threat detection and response
capabilities compare to those for IaaS?

04 —

Saa$ is more SaaS8 is equally SaaS is less N/A - no SaaS Unknown
mature than TaaS  mature as [aaS  mature than TaaS  specific threat
detection
capabilities

What is the biggest challenge your organization faces in detecting
and responding to SaaS-specific threats?

03 —
0.2

0.1

Limited Fragmented or Dependence Lack of We don’t have Other (please
visibility into  siloed SaaS  on vendors for  specialized any challenges specify)
Saa$ activity admin and IT  monitoring logic to detect

logs workflows  and response  Saa$ threats
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ZOFPETIE, EM, B, BRLOHIENRRD SESERMMO ITBEI xR U T 4 DHEMZE 420
NIPBIREZRE Lic, AT — 2 ONRRIE, AR RZ BT D ETHEHERERLRY, SEIF
IR PR OB ER 5 S £ SERRROREEF SV ICLET,

Select which region you are located in.

06 — Which best describes your job level?
57% 04 —
0.4 —| 03 34%
24%
02 —
02 | 21%
18%
0.1 —
0 -
Americas APAC (Asia Pacific) EMEA (Europe, Middle East, Africa) 0 —
C-Level or executive  Director Manager Staff Other
What is the size of your organization?
03 —
1-250 251 - 2500 2501 - 5000 5001 - 10000 10001+
employees employees employees employees employees
Which of the following best describes the principal industry of your organization?
04 —
03 — 33%
0.2 —
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Cloud Security Alliance (CSA) X, 7 7V Rarv Ba—7 4 7 L ITHIFICBIT2XA NS T 77 4 R
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BT o tEmaRft LET,

Valence Security #1:1%, SaaS ¥ = U7 4 IZHT 2RO, BE, BLOERZ LV LHFET S
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