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Resource (current config/state)

Events (API call(s) on that resource)

Changes (diff plus associated API calls)

Identity (who made the triggering change or API call)

Permissions (of the identity; informs the blast radius)

Entitlements (of the resource; e.g., it's IAM role or managed identity)
Public (is it public?)

IP (all API calls from that IP address)

Caller (all other API calls from the calling identity)

TracK (look for indications of a pivot; e.g., role chaining)

ForenSics (on a resource, or digging into resource logs)
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