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Appendix

CSA - Glossary
CSA - SDP Glossary
On2IT - Zero Trust Dictionary
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16.
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NSTAC - Report to the President on Zero Trust and Trusted Identity Management

CSA - Zero Trust Guiding Principles

What are SMBs?

SMB Budget for Cybersecurity

Despite Awareness SMBs Still Highly Vulnerable to Cyber Attacks
60% of Hacked SMBs are Out of Business 6 Months Later
Cybersecurity Statistics 2024

The Impact of Cybersecurity on Small Business

Verizon DBIR 2024

CISA Password Guidance

Executive Order on Improving the Nation’s Cybersecurity

CSA Zero Trust Guiding Principles

Winston Churchill - Where ldeas, Experiences, and Lessons Learned Intersect
US Government - Cybersecurity & Infrastructure Security Agency

US Government - National Institute of Standards & Technology SP 1800-35 Implementing a Zero

Trust Architecture
CISA Secure Software Development Attestation

Ry V—

CSA - ZTAC Resource Hub
CSA - Zero Trust for Critical Infrastructure Security
NIST - Small Business Cybersecurity Corner

NIST - Small Business Information Security:The Fundamentals

NIST - Cybersecurity Framework 2.0, Small Business Quick-Start Guide

CISA - Cyber Guidance for Small Businesses

SBA - Strengthen Your Cybersecurity
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https://cloudsecurityalliance.org/cloud-security-glossary/
https://cloudsecurityalliance.org/download/artifacts/software-defined-perimeter-glossary/
https://on2it.net/wp-content/uploads/2023/02/Zero-Trust-Dictionary-EN.pdf
https://www.cisa.gov/sites/default/files/publications/NSTAC%20Report%20to%20the%20President%20on%20Zero%20Trust%20and%20Trusted%20Identity%20Management.pdf
https://cloudsecurityalliance.org/artifacts/zero-trust-guiding-principles
https://www.revenue.io/inside-sales-glossary/what-are-smbs
https://www.business.com/articles/smb-budget-for-cybersecurity/
https://www.insurancebusinessmag.com/us/news/cyber/despite-awareness-small-businesses-still-highly-vulnerable-to-cyber-attacks-474678.aspx
https://blog.knowbe4.com/paychex-60-of-hacked-smbs-are-out-of-business-6-months-later#%3A~%3Atext%3DAlmost%2050%20percent%20of%20small%2Cof%20business%20after%20six%20months
https://www.cobalt.io/blog/cybersecurity-statistics-2024
https://www.sbir.gov/sites/all/themes/sbir/dawnbreaker/img/documents/Course10-Tutorial1.pdf
https://www.verizon.com/business/resources/T72f/reports/2024-dbir-data-breach-investigations-report.pdf
https://www.cisa.gov/secure-our-world/require-strong-passwords#%3A~%3Atext%3DRequire%20strong%2C%20unique%20passwords.%26text%3DStrong%20passwords%20are%3A%2Cone%20and%20only%20one%20account
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://cloudsecurityalliance.org/artifacts/zero-trust-guiding-principles
https://consultantperspective.com/2022/11/30/perfection-is-the-enemy-of-progress/
https://www.cisa.gov/
https://csrc.nist.gov/pubs/sp/1800/35/4prd
https://csrc.nist.gov/pubs/sp/1800/35/4prd
https://www.cisa.gov/secure-software-attestation-form
https://cloudsecurityalliance.org/zt/resources/
https://cloudsecurityalliance.org/artifacts/zero-trust-guidance-for-critical-infrastructure
https://www.nist.gov/itl/smallbusinesscyber
http://nvlpubs.nist.gov/nistpubs/ir/2016/NIST.IR.7621r1.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1300.pdf
https://www.cisa.gov/cyber-guidance-small-businesses
https://www.sba.gov/business-guide/manage-your-business/strengthen-your-cybersecurity

10.
1L
12,

1.
14,

FTC - Cybersecurity for Small Business

FCC - Cybersecurity for Small Businesses

CIS Center for Internet Security (cisecurity.org)
HBR - The Devastating Business Impacts of a Cyber Breach

SEC.gov - The Need for Greater Focus on the Cybersecurity Challenges Facing Small and
Midsize Businesses

Verizon DBIR

35 Alarming Small Business Cybersecurity Statistics for 2024

SMB(F/MEZEYDY V—R & ES

Gartner - Small And Midsize Business (SMB)

US Dept. of State - What is a Small Business

Census.gov - What is a Small Business?

OECD - Enterprises by Business Size

Markaaz - SMBs are the Backbone of the Economy

Computer Weekly - SMBs Leaning More Heavily on MSPs

US Chamber of Commerce - The State of Small Business Now

Techround - 60% Of SMEs That Suffer a Cyber Attack Out Of Business Within Six Months
CISA - Securing SMB Supply Chains Resource Handbook

HERSMBEX =27 44Tk

Code Spaces (2014):This startup providing code hosting services went out of business after a
cyberattack destroyed most of its data, including backups.

VerticalScope (2016):A breach exposed 45 million user accounts from this network of online
forums.The lack of multifactor authentication was a key issue.

Click2Gov (2019):A breach that exposed credit card details impacted hundreds of municipalities
using this web payment portal.

Crystal Valley (2022):This agricultural co-op shut down operations for over a week due to a
cyberattack on its systems.
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https://www.ftc.gov/business-guidance/small-businesses/cybersecurity
https://www.fcc.gov/communications-business-opportunities/cybersecurity-small-businesses
https://www.cisecurity.org/
https://hbr.org/2023/05/the-devastating-business-impacts-of-a-cyber-breach
https://www.sec.gov/news/statement/cybersecurity-challenges-small-midsize-businesses
https://www.sec.gov/news/statement/cybersecurity-challenges-small-midsize-businesses
https://www.sec.gov/news/statement/cybersecurity-challenges-small-midsize-businesses
https://www.verizon.com/business/resources/reports/dbir/?cmp=knc%3Aggl%3Aac%3Aent%3Aea%3Ana%3A8888855284_ds_cid%3D71700000082347933_ds_agid%3D58700006959920338&utm_term=verizon%20dbir&utm_medium=cpc&utm_source=google&utm_campaign=Enterprise&utm_content=Enterprise&ds_cid=71700000082347933&ds_cid&gad_source=1&gclid=CjwKCAjwrIixBhBbEiwACEqDJSB3qOdrKGHJzk8iPgn0DBGWR0k1ClQemplmrF7dS8zDYU3t5WT2qhoC3Y4QAvD_BwE&gclsrc=aw.ds
https://www.strongdm.com/blog/small-business-cyber-security-statistics
https://www.gartner.com/en/information-technology/glossary/smbs-small-and-midsize-businesses
https://www.state.gov/what-is-a-small-business/
https://www.census.gov/library/stories/2021/01/what-is-a-small-business.html
https://data.oecd.org/entrepreneur/enterprises-by-business-size.htm
https://markaaz.com/smbs-the-backbone-of-global-economy/#%3A~%3Atext%3DSMBs%20generate%20approximately%2017.4%20trillion%2Chalf%20of%20all%20global%20revenue
https://www.computerweekly.com/microscope/news/252521554/SMEs-leaning-more-heavily-on-MSPs-says-research
https://www.uschamber.com/small-business/state-of-small-business-now
https://techround.co.uk/news/60-of-smes-that-suffer-a-cyber-attack-go-out-of-business-within-six-months/#%3A~%3Atext%3DTR%20Consulting-%2C60%25%20Of%20SMEs%20That%20Suffer%20A%20Cyber%20Attack%20Go%2COf%20Business%20Within%20Six%20Months%26text%3DDespite%20the%20growing%20awareness%20of%2Cand%20can%20stay%20for%20years
https://www.cisa.gov/resources-tools/resources/securing-smb-supply-chains-resource-handbook
https://arstechnica.com/information-technology/2014/06/aws-console-breach-leads-to-demise-of-service-with-proven-backup-plan/
https://hackread.com/verticalscope-breach-45-millions-motorcyclists-affected/
https://www.wired.com/story/hackers-hit-click2gov-bill-paying-portals/
https://www.southernminnesotanews.com/crystal-valley-computer-systems-infected-by-ransomware-attack/

