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02 Complete findings
Cost of a data breach by industry
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P e — 35,57
Figure 4. Across industries, healthcare top five while the industrial sector was P s
reported the highest costs for the 13th added, showing a 5.8% increase as it . i 7S
year in a row. moved from the seventh-highest to the T —————— (4472
Healthcare continues to experience the fifth. According to IBM threat intelligence, Indusirial
highest data breach costs of all industries, manufacturing is the industry most Tochnolog, .6
increasing from USD 10.10 million in 2022 commonly targeted by cybercriminals. Y ————————— 5 5
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the US government. Since the start of the Rt Sud maSan; LSRR matan -
; ; ——
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notably higher average data breach costs. 3 . $3.58
¥ Usp 4.82 milion USD 5.01 million I §3.15
The top five most costly industries e —— 7 o
underwent some changes from last year's 4 . Energy Technology Rotail I 52.56
rankings. Technology dropped out of the USD 4.78 million USD 4.97 million A 3.2

I 5260
Esblc e IR 720

5 Industrial Energy 00 $100 $200 $300 $400 $500 $600 $700 $8.00 $900 $1000 $11.00
T USD 4.73 million USD 4.72 million = ¢ = ¢ = ¢ “ N = * ¥
m2023 W2022
Figure 4. Measured in USD millions
I < Previous section Next section > 13

(https://www.ibm.com/reports/data-breach?

I /B OG-SING L SLUG CROSS SITE SCRIPTING

ENTRY  EDIT MISTORY  O#F

CVSS Meta Temp Score Current Exploit Price (=) CTl Interest Score

3.2 S0-S1k 0.11

Summary

A vulnerability, which was classified as problematic, was found in ||} EEEEEEEE s =ffects an unknown part of the file /blog-sing/dgl The manipulation of the argument slug leads to cross site
scripting. This vulnerability is uniquely identified as_ It is possible to initiate the attack remotely. Furthermore, there is an exploit available. The vendor was contacted early about this disclosure but did not
respond in any way.

Details « =
A which was fied as has been found in Affected by this issue is an unknown functionality of the file /blog-smgl-
The of the arg! slug with an unk input leads to a cross site scripting vulnerability. Using CWE to declare the problem leads to -T he software does not neutralize or incorrectly neutralizes user-

controllable input before it is placed in output that is used as a web page that is served to other users. Impacted is integrity.

The weakness was presented 07/23/2023. This vulnerability is handled us_ Successful exploitation requires user interaction by the victim. Technical details as well as a exploit are known. The MITRE ATT&CK
project declares the attack technique as|

It is declared as proof-of-concept. The vendor was early about this but did not respond in any way. By approaching the search of inurl:blog swnq!e-l is possible to find vulnerable targets with -
There is no inf about possible known. It may be suggested to replace the affected object with an alternative product

2 M8 _ https://vuldb.com/
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NSTAC Report to the President on Zero Trust and Trusted Identity Management

o Definition of Protect Surface: Refer to Page 6
o Definition of Attack Surface: Refer to Page 16
+ Appendix A for Protect Surface Maturity Model

CSA Zero Trust Advancement Center

o CSA Zero Trust Advancement Center

John Kindervag Presentation recordings & blogs

» ZT Implementation and Guiding Principles Briefing by John Kindervag
Passcode: ZTimplement101!

o ZT Data Protection and Privacy Briefing by John Kindervag
Passcode: DataPillar7!

o  Palo Alto Blog with “The Zero Trust Learning Curve”

CISA Maturity Model V2

o CISA Zero Trust Maturity Model V2

US DoD Reference Architecture & Strategy

o Department of Defence Zero Trust Reference Architecture
¢ Department of Defence Zero Trust Strategy

NIST Special Publications

o NIST SP 800-207, Zero Trust Architecture

o A Zero Trust Architecture Model for Access Control in Cloud-Native Applications in Multi-
Cloud Environments

+ Implementing a Zero Trust Architecture figure 1 page 54, 2nd preliminary draft

o Guide for Mapping Types of Information and Information Systems to Security Categories

o NIST SP 800-60r2 initial working draft, Guide for Mapping Types of Information and
Information Systems to Security Categories (enhanced draft)

IBM Ponemon Report

o IBM Ponemon Report
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https://www.cisa.gov/sites/default/files/publications/NSTAC%20Report%20to%20the%20President%20on%20Zero%20Trust%20and%20Trusted%20Identity%20Management.pdf
https://cloudsecurityalliance.org/zt/
https://cloudsecurityalliance.zoom.us/rec/component-page?hasValidToken=false&clusterId=us06&action=play&filePlayId&componentName=recording-register&meetingId=bPNqZf3ULHTmdM2SK-wkCfaIGgQFXvoxY0zDD1wcwGlbdYvaMsRhSTeXqFh-95Hq.aVkDpDMRCFCxdaaq&originRequestUrl=https%3A%2F%2Fcloudsecurityalliance.zoom.us%2Frec%2Fshare%2F3Pak1nHIU0_SV6sUxmY7JzWBACbmNUs15KWrrLqisHw9duigYsULf8exs_6A0q9X.9dF6ha1bhkSFroF2
https://cloudsecurityalliance.zoom.us/rec/component-page?hasValidToken=false&clusterId=us06&action=play&filePlayId&componentName=recording-register&meetingId=O8loH932rZq1dLU_6yuWQa90Fj1SoiY-tXh1U-1U98oebJXoCnKJ5IFtnYQpoc2m.bMt4qFd4A0F33QOC&originRequestUrl=https%3A%2F%2Fcloudsecurityalliance.zoom.us%2Frec%2Fshare%2FykDarTQpSaqGllMRINOiVvjGrwlWaDaP7Gnp7j-0rxEmfkVdNXKYUxUalIKQKFQQ.9XnIvDQ8o9o9GhNV%3FstartTime%3D1671039231000
https://www.paloaltonetworks.com/blog/2020/04/network-zero-trust-learning-curve/
https://www.cisa.gov/sites/default/files/2023-04/zero_trust_maturity_model_v2_508.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/(U)ZT_RA_v2.0(U)_Sep22.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/DoD-ZTStrategy.pdf
https://csrc.nist.gov/pubs/sp/800/207/final
https://csrc.nist.gov/pubs/sp/800/207/a/final
https://csrc.nist.gov/pubs/sp/800/207/a/final
https://csrc.nist.gov/pubs/sp/1800/35/2prd
https://csrc.nist.gov/pubs/sp/1800/35/2prd
https://csrc.nist.gov/pubs/sp/800/60/v1/r1/final
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-60r2.iwd.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-60r2.iwd.pdf
https://www.ibm.com/reports/data-breach

Venturebeat

o Venturebeat’'s report on clouds adopting Zero Trust

Vulnerability Database owned by Pyxyp @https://pyxyp.com/

o Vulnerability Database (vulnDB)

Gartner

o  Gartner Report on Zero Trust

DHS LinkedIn Article

o Importance of defining a Protect Surface
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https://venturebeat.com/security/why-90-of-enterprises-migrating-to-the-cloud-are-adopting-zero-trust/
https://vuldb.com/
https://www.gartner.com/en/newsroom/press-releases/2023-01-23-gartner-predicts-10-percent-of-large-enterprises-will-have-a-mature-and-measurable-zero-trust-program-in-place-by-2026
https://www.linkedin.com/pulse/why-we-need-new-approach-don-yeske-e4d6f/

