cloud

P Y. ¥ Sl a NN A :
oSAC LUOAM s_ecur:ty
@ Jopan chapter alliance®




The permanent and official location for the CSA Zero Trust Working Group is
https://cloudsecurityalliance.org/research/working-groups/zero-trust/

© 2024 Cloud Security Alliance — All Rights Reserved.You may download, store, display on your
computer, view, print, and link to the Cloud Security Alliance at_https://cloudsecurityalliance.org subject to
the following: (a) the draft may be used solely for your personal, informational, noncommercial use; (b) the
draft may not be modified or altered in any way; (c) the draft may not be redistributed; and (d) the
trademark, copyright or other notices may not be removed.You may quote portions of the draft as permitted
by the Fair Use provisions of the United States Copyright Act, provided that you attribute the portions to the
Cloud Security Alliance.

© Copyright 2024, Cloud Security Alliance. All rights reserved. 2


https://cloudsecurityalliance.org/research/working-groups/zero-trust/
https://cloudsecurityalliance.org/

BAREREHICERLCOSEMRTETER

RETEEAVTSOEOMALHAHVAIE. Cloud Security Alliance (CSA)BZABALTLVAI Zero Trust
Guidance for Critical Infrastructure | B AREEER T, ANE(L. CSATIYI UM, CSADFAIZB TEIERL. 206
FT3LDTT, ARXEBREBRONBEICHENHOEIZEICE. RXMEBEINET,

HFERICEELTIE. RXDEKRSLIVERTRECAT BAEFKICHARETRT EZDMNFITVETH, FIERDIE
BUESLURXADEEMEICONT, CSAYv/ VR AIoDRIEIZT 5D TEHIFEE A,

COFRMRIEF EBCERSNZEZENHNFT U TOEERERE (B, N=Yav, EEARAR) RS
LYo

TEERE
B4t N—=I3y ERAS
2025501 A 148 | BAREERR10 | ¥IkRFEAT

AFROEEHELCSAYYIIVITIRBLET, 5IAICKRLTIE., HEEBRRE LTS, EEEHEZIELET,
EEHLUBEAMAICERLTIE., BRICCSATYYISVICTHERESLY,

AEEROFEZEMDEIEIEL. CSAFLIMEBETIRELET . CSAYYNUIITNOIEFIBEZRELEE. R
ZEMICBTDEEERRE. FIRAICAT2HE - FIREIEOR KRERE. FIR—JICRRLEEBNTT  H.
ABARBREISERATH). EHZFOFRICRLTULI. EXDOEHECHERT I,

CSAUYNV DR EICERULTOFIBEIR

BADIDREF2ITATI4TIA(CSAYYII) (&, REDRMICERL. LT OCEEHMIL, FHRELLET,
LUTORBCABNVZTEBIMES . FEORESLUFAEHINOLET,

1. FIEORE

CSAUYNYINUBLUREZEDHE - /ERk - BEFOMICLBIRBICRAND T ARG, REICEALT, UTOZECHT
PEEEEFEh, T, UTOCLIGERTZ VDG EE -MEOEEISRLTE, — 05, BIE. X
i, BEOENHEAVEEA,

(1) AEORNBOEIEM., EMEMN. EEABMH

(2) AEOABNE=FDEF|CHEALE FEFERELTVELCE

(3) AREQABICEIVNVTITONLHIETRT AL ELTHE

4) zlsi‘calﬁﬁ SRBBNNCE=FOXHMEOE . EIEM. BT, BRBUESLUVMMEIEF
DEREDEHEM

2, ZREREDOHR
AER. FRAEDNEZLB0OADEHICFIATEILNEL, E=ZBADVNERIHEICLSREL. ITHELED
ELET thBEDHEBNAIREBIZATICAZ P ENIE—EELCE, FIAEUN DL DICEST - £ 5 - IRHEITIC
ERBEIESNET  FAEE, EF-FEFEZEODT . EXFHOMHIEIEMEL T, ZOFFTEEFATS
CER>BEEILET
2L LT OE &3 RIEDFISNELET,
(1) FEO—&E. ZEVOFRAICEIBI5IAIOKTIIATS L, COi5E . HEZERARE LTS,
2 XEE X FAREZOMOBRIFIRTSIESE. ZOFRICHEGHERAT, BRAMAICRELT
FATHE,
(3) CSAYYI\VDEMEICISHFERF T EXREFHICHEATIL, COHFAIE, XEHMTHILNDELE
R

3



(4)  EH. B8 EEHOEREREAFCOVT, CSAYYI N VOERICLS A - RRBEH/LIHEE ., COHFA -
AR, RAICLUTXE B THRILDELET,

3. FENEYBEE

(1) FREBEAFUZER. EnNZzEUIICEEL, F=BICLEIFETIEA, FEFAHLIRET HHICL
ENOEYILHEEHELSLOELET,

2 AEZBEAFLAATIEE. HAE00BHE. AEOEEFEEEZEN. COEEFEZIRFSE
BLDELET, T, HZBEFEL. REOEFI7MINEEYCEEL., EDEEDBRENE . FEESNIZF
AR EETT 3 (RBROFAEICIRSTSEILEE D) HHICLBINEBNEER,

@) AFEEIIVO-FULEER. CSATYYINUNLDOXE (BFA-INEED) [CLBERNHLIZE(CIE, 20
A 00— RLERBBEHRUEAREDI7IINDTRTEEEL, HIRRL, BEPEIHNTERIRELCTIEDELE
9o COEKRGGEHICINFEFERGATONSGCENHD. COBREZ(TILE ., TNEEETEGLLDELE
R
4)  AREEHMRILZEE, CSAUVIUNODXE (BFA-INEEED) [CLPERNHOLIZEICE ., EDENR
DT ARTUOWNT, Vabyd—EDMDFEICED . BRIRFEIRELG R TN THILDELET

4. [RENHZIGEEDHIBREIEE
AREZEHCloud Security Alliance, Inc. DEEYMEDENRTHBIGE(CIE. [RE(CHREINLHIEEIE, REEIE
(F. EEBZOMDEETRESNTVBIEELEN. IRTCIICREHDOHIRFBIRICELELVGERAINET,

5. FDith

DM, KREDOFBFICOVWTAREZEDMDIGATICEREHINZE Y. FIRBEHLIUREEEE, IATIICE
BORIREIECEITULUETFINIRNEFLDELFET . AEHLVCOHIRBIBICEH DG \CET. REDFIAIC
BLTRENEUEIZEE. CSAYVIIVERIAEEIHEZE>TELAVD L., fERERZEDELET,

FDMAEICEE TR BRI A B, info@cloudsecurityalliance jp FTHEALLET .



B A EEhRVE RICHR L COEE

EZAVISOTARANTIHVALE, CSAYYI VR EDEEICINITONEL, EXE 2T, BADEE
DERELTOFAFH DIREICINITONELL, BH. EXZENLCOSIMEORRICIE. REERELTOR
MY 5o TS EEMERELVELET .

LTS, BRRICSMSNZHF ROR B ZFEELET . (RABLVIABIE- HIFRES)

B %3
HE EA
T
#A BE
MERIN
LT F—



Acknowledgments

Yo hTRNOWITRE TAF o AOFMIL, BRI T REF T LI ABRE, £ M /L RRA
Y REER, B DA HF—Fv b (loT) LEAHIN (OT) c#EHInEd, CSAEr T Ak (ZT)

U—% o TN —7OHBEIILLTO®EY T,

o [HHEX=VU T 1 (InfoSec)lZxtT HHNRTHENSI F U RIZ@EL/z7 Fe—F L LT, Erk
FANDRA NS Z T 4 AZILETHEL, BHELZEHDOET,

o V— =AUy TFEFEHEL, SESFROT7 e —FOENEARICOWVWTERLZEET D Z
LT, MR TN ENDO = — X LB FEHEICE SV TR B RICESWEBRREEITZD LD

I LET,

o ALY bbTIRNEEDT —FT 7 F v LFEET Fo—FICH LT, ERUICEGLB IOV

B =S R T T —F 2B £9,

o HWHBIUNVA—ITHNHTHY 2036, Bu b7 X MIBET 28I @E2 a2 ]y . b

ERRERIER ATV ET,

o RU—FL U7 N—T1F, Bu T X OB T290D R DIEEDHN TR I L TWVET,

o ZDOXLEDY—RFRIU—7 A KNI —AME,

T
Lead Authors

Jennifer Minella
Joshua Woodruff

Contributors

Dr.Ron Martin
Mark Fishburn
Michael Roza
Philip Griffiths
Roland Kissoon
Anna Pasupathy
Shamik Kacker
Rajesh Murthy
Samia
Oukemeni
Gaurav
Agarwaal Shruti
Kulkarni Nathan
Moser

Jennifer "JJ" Minella & Joshua Woodruff3 2\ A ZT4 - Devices



Reviewers

Erik Johnson
Jason Garbis
John Kindervag
Chandra Rajagopalan
Will Schmitt
Alex Sharpe
Karen Uttecht
Annie Weathers
Will Schmitt
Mike Vo
Matthew Rogers
Vaibhav Malik
Mehmet Yilmaz
Venkatesh
Gopal

CSA Global Staff

Erik Johnson
Stephen Smith

Additionally the CSA would like to thank the following valued collaboration partners for their interest in,
contributions to and review of this document:

e US Department of Defense (DoD)

® US Cybersecurity and Infrastructure Security Agency (CISA)
e US National Security Agency (NSA)

e MIT Lincoln Labs

e Mitre Corporation

e Johns Hopkins University APL



B vt ettt et et e et et et et et ea et et et et et eae et eteae et etete et eteae s etese et eteae s eteae et etete s etete s et eae s etese s eteseseteaesetese et etete s etesesetesens 9
F o i< TP 9
SR TR 10

LB ettt ettt ettt ettt ettt e A e At ettt et et ettt n e s e e e et et et et et et et e enn e enenaneens 10

BN B s AR 10

e =T N S N b 1 G v RO 10
A B e ) R 11
FETEA L T T B ettt 11

A =RV AV IVIID: 1 N e/ e N = s R OO RRRRORRT 12
(o] IS R O O 01535 Nl <y e Y740 LSOO 13

I G A Nl 1B o= R N TR 14

OTNTET VAR T VAT A=A =28 VORIE i 15

OT EATD HFIDIEUD oottt ettt a ettt s e b et et e st e se st et eae st e s ete s enearenes 17

OT LITOT =T IV F % ET 7 J T DI oo 18
= N Sl N <y e B SR 25

Y ey = e b OO 25

/A I A i~ 1~ 5 OO 22

(o] LY W=l N G Ny o .4 o [ ) Y 22
OT/ICS D ZT FEME T TI T R oottt n s 24

2T L OTNCSD T BT 7 RH =T 2 A DD TE TR i oot et 24

AT 72 OTNCS DTS 7 0D 2 B D e 35

AT w73 :0TNCSIZBITDER FTART —FT 7 F ¥ OREE oo, 45

AT w74 : OTNCS BT HER FT A RKRY L= DFER o 51

AT 75 OTNCSIZHIT DGR ET=F D T e AT F U ATEE e, 56

OT/ICS IZF1F 5 SANS R 7 5 7 UT £ HILTL NIl oot 59
H LWV OT BEICST AT LATRET D H A Z U A e 62
05 T OO 64

RO T TR L =23 L E T 0 B AU D e 64
TR DU Y o2 oottt ettt ettt ettt ettt an s et et et anaeas 65

BRFE MR ettt ettt ettt ettt ettt et ae et et e ae et et ae et et e et et eae et e te et etenneneas 65

BN Y ) i o =SSO 67

R oottt ettt ae et et be et eaeebe b ete et et ete et eae et et ere et eneebe et eaeatenes 67



s

AREZ, EAHEIN (OT) BIOEEGRE I A7 A (ICS) 1B Eu b7 A (ZT) FAIOEE ) OEE
2RI HOWTHEY TP Ed, Ziud. 1RO FHREIN (T) ¥F2V 74 FEL, HEA 7T (Cl)

SIICBITBOTICSHADERLEDX ¥ v 7T EMDBZ LAHME LTWET, KRETIHH., ZNHDORE

WZHEA ORERREL 7T —X T 7 F v 28 L. ZTOEAESZWAMEICT A2 T, ZhboFEAI%

OT/ICSERE CHRMICFE T H72bdr— K~y T2 LES, Zor— R~ > 7%, [NSTAC Report
to the President on Zero Trust and Trusted IdentityManagement | CTHERL ST\ 5 5 BfED 7 o+ A1 £
DX, T M T 2 ADERNOMGN IR E=F Y T ERSFICED ETORRN T T u—F
MALTBY, BHICET 272N T 7 ) a = BEORROFTClOLY YV 2etda )T o

TR L E T,

X R FEE

TERRGHHIT, ROX> X2 VT A OFHEMETT : YA X~ X2 VT4 T7—FF7 27 b, EF2VUT
4TV =T, SOCT TV AN, ZTTF T 7T 4 v aF—, EAEMN (OT) BLOREERI#ES 2T A
(ICS) DANL—FBLIRz =7 ITHNYE, ZTEIKB L O EIEAEN2EET s 7Y o5 4
T AT =7 R H—,

TR B EEL. KEiERES ) T A E&EEE (CISO) L BBEET T —. AUV T U hvx—T %
= BER, CVRABLOEM VAT AA—F— ar T I T UAREE, VARV r—, Xy
NO—ZEHE ITary T IAT AT F VAN, T—XZTTANRV—HMF BIOZONHEDY Y 22—
va R R RS AR —TF,


https://www.cisa.gov/sites/default/files/publications/NSTAC%20Report%20to%20the%20President%20on%20Zero%20Trust%20and%20Trusted%20Identity%20Management.pdf
https://www.cisa.gov/sites/default/files/publications/NSTAC%20Report%20to%20the%20President%20on%20Zero%20Trust%20and%20Trusted%20Identity%20Management.pdf

X C Iz

H iR

AEOBHOIX, MRmEICk LT, EHAEN (OT) LEESET A7 4 (ICS) [CEMEZY T, EEA 7
T (=X —, K, Rk, EER L) ST A ZTRAOBRF EEAICOWTHETHZ LT, ZohA
B A F, PAN— X2V F 4R —Lar hag— s YT 5F—AL, OTEICSO Y AT AFTEH
AN —F LB asla=r—vartadiRl—yalrDiHoy—b UTHRETNE T, FiC
CIBFIZEBIT HOTNCSEED X = U 7 #ELRIZIX, HAZ B 72T — LB OHE LW N MLETT,

AKEDODRa—F

AREOA T —T1F, FRlo, EAHEIN (OT) KOFEESIET 27 A (ICS) OfFEkickiFsEr h7 2 X
2T 7=V =7 OEHZFRLE L2 T, AFIL, CUREICE O 7o E A 72 & B4R 72
FiEmER LN T 222N E LTVET, AETIE, *y NT—23EH 7541 A0 RFEME, FFED
X U T ¢ EA EOMIEICE S A Y T, ERDITY 2T L EOT/IICSY AT ADOARE )2 E W & 2 I f
RELTWET, ZD%, BN FERT A R~EER, ThbDa=—7 REBRIZE T 5ZTET VORRKO
BEPHCOWT, EANARFAZREZRLTWET, Zhidid, BEEEEOKE, 7—470—0D~v vy BT
ZT7 —X%7 7 Fx (ZTA) OEE, AU —0ORE, OTNCS2 > T XA NNTOMEGHETE=F1 7 DE
TR BRI B 2 BRI A X o AREENE T, ElEX=2 T 47 —F7 7 b, OT/ICSARL —
X, BLOCIOBBRIEEZRMNGRE LIZAREL, EXa2 VT o DNKEETHY RN LRGN RRENESY |
7 B =BT, ZTORAIZ#EE « AT 200G ~=a7 /e L THIELET,

Ba b7 R MMM TTN?

W o2 —YP—RLEE LD O HIZFEEHINDNETRRVENWI B AR LA S —tF =
U7 4 Blg T, HRRRA T TICRELTWD, ERFSERBETDZ L2AHE LTVES, Lin
> T, REOFHR TEITENDLBOMRIE T2 —F —ITHEFHFR~OT 7 E R AT RS TRIH Y
ho TORDY |, Fa2—F— THAAL A TTVr—var, BEONT U7 v a v Z2HEGERICRGES
BUERH Y T

RO P YREMEN TEIIZESS WERE) OX 5 Wil xy NV —25ER X2V T T —F%F7 7 F
i, SHOGBIbENZa L Ea—T 4 U TRERVE— NV — 7 74— ARBETITETETHRN L
o TWETF,

A —Fy MNEREZHT 5, SECOBLEBHEROMER Y FU—ZI12BW T, HIiE I3 AR 220
AR T 7 AT 0, hTARZ LI LT, SN T 7 A —OFOITET TR o TWET,

1 NSTAC Report to the President on Zero Trust & Trusted Identity Management, pg.1 & CSA definition of Zero Trust

10


https://www.cisa.gov/sites/default/files/publications/NSTAC%20Report%20to%20the%20President%20on%20Zero%20Trust%20and%20Trusted%20Identity%20Management.pdf

T DA N—EBIL, M OO FIETEREZ I A7 0, FLET, 20D, TUVXNLTR
TANO M 1, B - FEESN ORI fERMEEE L 720 £9, ZTTE, X ToOXxy NU—J &PE
ERTy MEBEBRD D BIZEHEINT, VAT AZRNHMOTRTO/Vr» hERIU LD IZFbivE T,
FEL~UVIEr L ERSN, Thwzte T2 N EEERLTHET,

ZTiZ. V79U R/ ~AF V539K (bbwpAH—EXEFIL) | AT LIR ATy RURF A, f
WA D /R— hF— BRE 2 — Y — (RS ERS L OBYOD (Bring Your Own Device) ) D> RKARA > b
ZelE L, @R (OT) | EERE 274 (ICS) | BIOE/ DA ¥ —%v | (IoT) &4, %
B Lo TIPHER R EX 2 ) T 4 ICTEThRS, TR TRENREEE X2 Y 7 IR T, ok
B, ZTIE—HT OB > T REF LIl 6N TWET2, ZabdFHIIE, Cloud Security Alliance
(CSA) oEr TR~ (ZT) HA X ADE@ET —~TT,

I T 4T =] —

FEALEDETIE, ALY — 2L, EXa2T7 TLP Vo hREREEAS 75 (C) ITEFELTY
T, INHDA LT TANT I Fvid, FOMEE ILOBENEROREMRE, BE, BXOaEkc
AN IR AR RIETZ b, BEEAREINET, AL —Yat AT s /s ad— (0T) VAT A,
HRPDOCION Yy 7 R—2 b U THEEEL TV ET,

(OTIE, WHRRE CHEMERT S (FIIWBEMRRELHEERT 27T M R2EHT5) Tr /7 A
ARV AT LETRIEIT A AZRIALBE LET, INOLDVAT AT NANA AL, TRAAL A, Tk
A, BIOARY FEFERBIWELITHIETAZ Stk BEENR2 (ke mEE i35 sl LE
T, BlzIE, EEREL 2T (ICS) . EAT 4T F— A= a VAT A, kL AT o, WHT
7 AHIET AT L, WHBREERY AT A, BLOWHERERNEY AT L7, | °

HEA 75987 X —

TRAX— L, BE. AMEHE. BEOANA RS TIZESLE T, CEBFITERMASTHMEFET 5 HER P
HERERNHER L TWET,

HREEOBAFIL, EHRBENERT 5 mMRER OB ERO TWVET, ZOXIREFHOEED
T, EBBEORERZ T TR, RESEN) 7 7=y 7 28BAT W INTZBET 7 X — DR AN LA
CTWET, ZOXIRBIFEIT, AV T7T7A NI I7F Yy HBEOFIIHLEL Y — LT ek RAET ) A
TaA T HD, REOEMPFFICEHE L eV ET, ZOXIRFOE, Ekotx=2 U7 oK EBL
7o A FER 7R AR O LM A BT L QU E T,

KERFER RS M4 (United States President's Council of Advisors on Science and Technology
(PCAST) )ix, HEDOHAN—T 4 VANV AT LxBbT 5720 O8I A F EDlolmEELRELEL

2 CISA Zero Trust Maturity Model
3 NIST Guide to Operational Technology (OT) Security: NIST SP 800-82r3

1


https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r3.pdf

724

PCASTDO#EIL, CIOL V) = A &b T A0 DN ART o —F 28R L TCWET, 51k, ¥
W72 /X7 g —~ v AFEOHRE, WEFHIECBET ek, BIOBBEO X217 OO EIC X D BIHIET
DOFNLEFB L TCWET, REBETEL, MEROMEEI Y 2T L, BUIFOXXEEZ#mbL, EROY —F—7=
BICHHABETEZ R SE2 2L 2AL TV ET, ZNOOREIL., BRREST A N ALK A
WZEE L725ATh, BERV—EADNMEICH A, FHECEB LT 52 L2 RET 52 2L LT
WET,

Ta—)VOEEBEA 7587 Z—IZETA3HE

Clt 7 #Z—i3. EFLEMERE, AREL ., 4, BIORFEHWEZEIZE > TEETHDL LRBENTEBY.,
SRR EE R L TV ET,

KETiX, CISA (Cybersecurity and Infrastructure Security Agency) MWHIfEI6D &7 ¥ — % BEEA 7 T &
LTRELTWETS, HFRFEH T, BUF PR ERIL, BA7ZbIZE > TRBEWKRDOH 5 H1ETCIEZ ¥

—EZEFELTCVET, Zh5HD£ <X, International Critical Information Infrastructure Protection (CIIP)

DWEFESTH D Z LN TEET, 2008FIFIT I NIZCIPIL, 257 [H & 7oD FE e [FEFEHEEI OCIE 7 ¥
—Z IR Lo, A RN Y — AT, EO/IERRaTE, R OCHREIZEET 5 EE R
BAERIE L TWET,

HRPTIELClLEBRENTWD Rt Z—I12iE, UTO L2 b0o0nb 0 4 (277 L., Zhvbiz
BREINDZHDOTIEHD EEA)

TR — (FA, AMREL BGRET, A 7T 1> 3, BLE - X7E)
K (AR PEAALER)

SRAT - il (GRAT. SBEBE. ISIPT)
Bav—ux (B, Hb, BEH)
VAT (e, R, WESERT)

'R (ERE. RPRR. viiE)

wfE (EXlfE, Eih, 77 v 7 A AV I =Xy b Za—RAAT47T)
KDY (RR=2T V=T ZAZTT A, 2P, ALEERT)

kB L e PRAT 7 X (2, B, $0E. L W BY S BES—EX)
HERER (ABHE, (L%, =7 be=7 X BERY)

BURF - T8 (BT, AT A Mgk L)

A (FR R

— =

ISR EEDOE 7 Z—TT R, KEICBWTCISAIILLTO LY b DL EDTEY ., O£ M
FARHEETT,

L Ab% GEREE=. FrER(bse. BEEE(bY. AiEe)

4 PCAST Releases Report on Strateqy for Cyber-Physical Resilience
5 Critical Infrastructure Sectors | CISA
6 |nternational CIIP Handbook 2008/2009

12


https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors
https://www.whitehouse.gov/pcast/briefing-room/2024/02/27/pcast-releases-report-on-strategy-for-cyber-physical-resilience/
https://www.cisa.gov/topics/critical-infrastructure-security-and-resilience/critical-infrastructure-sectors
https://css.ethz.ch/content/dam/ethz/special-interest/gess/cis/center-for-securities-studies/pdfs/CIIP-HB-08-09.pdf

2 PEEMIRR (RS - AT 47 =LA fEiR B0 b B REE, NVE, AR—Y U —
7)

3 Zh OKRJIFEE. fa/k. WERE. BOKFRE, WIMTT, ERREEDER, L7 x—ay)

4 H/EPGERR & EPE A (EE TIC T o RRRERY T4 F 2 —2)

s EWMEAN (77 /Y —~DEREENEGE > TNL720, EROLRERE, &k, AREE - Z48

O P LHITEAE)
6 FTIR. BER BEEN CRMENT. BRYE - BBUF . TEBI QBB A 2 VBB, 35 K OURHERIR
DA = —H—)

2024541 . A Tk KHEEIL [National Security Memorandum on Critical Infrastructure Security and
Resilience] #®REFL., TNOHLOEEYL I ¥ —%2R#ETH-OOEMMBIFO T EET2TH L E LT,

HRSEL, BRKE LT oo A AN—H B2 50 NWEROM G226 BEDOCIZRi#ET 2 BELH > TV
£, 29 LEHBEREEOHAET MIHRWZS EIE T, adb e RMOFFREGENRMAL TV E
T, 2L OETIE, FHRNEMR DN Y OFSARBTHA « EE SN TEY | REEHICEMES 2 LT
HLTWETT

Cl BL W OT/ICSERERICE T HZT

ClZ, BABILOASMN R S ESEFRERBICHET L TWAHURHSOEELHEF L, oLy 2%
TR T 27-DICHOTEETYT, 2L T4, 2N ETEIHHEER LD, HiFoERIEET L2 L1
72 B2 oN T, CIOREIT IR MEFE~EEL L, ZRI - TZTOLEELEE > TOET,

ClIZL DG, BHCTHEER SN Yy FU—7 THERENTEY, £ ¥ —F v h~OBRNPEAL T
WA, BRI O I A N B2 Z T o CWET, ZTOT Fa—FiF, =2—%F— T34
AT TV =2 a PO ERENEZT 7B RAZER L, TRXTOA XT3 9T 7 ABERPHUE
BNCFRRES I, I T XA RPBIESND Z & ZRFAEL T,

FEARND . < DOTRICSEEIIL H L — 2T AR 70 Fa /LIt KREKELTEBY . Ny F0
T T T VL= RNEG TR =X RRVATATHLZENLRL LN TWET, £72, £ OMRKT
L. OT/NCSEED EfE/A X M) 2L TE 6T, EALEX 2V 7 1 O YEFENOT/ICSEES +
FICEHME L TWRNWZ EH DB R A,

PLFDE®Z v a ik, OTNCSBRIET ZT 2 E T ABICEH SN T —~< LERIC O W THA L E
—é—o

7 Critical Infrastructure Protection: CISA Should Improve Priority Setting

13


https://www.whitehouse.gov/briefing-room/presidential-actions/2024/04/30/national-security-memorandum-on-critical-infrastructure-security-and-resilience/
https://www.whitehouse.gov/briefing-room/presidential-actions/2024/04/30/national-security-memorandum-on-critical-infrastructure-security-and-resilience/
https://www.gao.gov/products/gao-22-104279

BHEA V7 JICEBOEBY MV

BAFIC DI HCI~DEEDER L, T LIEERT 4 — A Ty —nb AT T 4 ERX A, S LIZITBIR
MBI IC LD EFEZEMIC LB E THILICh=0 . 2 O E R T 5 &R O L (b2 3 &
iz L TWET, FlziE, £< DOTT /31 AT iIPY R AREHEA R —T 4 VT VAT AR
B, GERONEINE S T IS RN H N TR -720  BHTE o720 LET,

WEHEOEBKIZ 00T, Cle 7 &4 — TS S0RIFICEB I 2 HERER ZH - TWDH 2D, KAFORE
eV ET, TORIRBREDNEROS2ITHELEEOTHERERIILLTOLEEBY T, ZDOU X R
ITBORT MVICERZY T TWETH, OTOZOMOREIZHOWTIE, TOTEITOTY —F7 7 F ¥ &
T )aY—0EW] OB 7 g TELICELLIHHALTWET,

o HMHIELaLTITAT U ADIES  AEFET HEHLRF ORDIT, BRI TMETINMEE A A H L
REFA, IVTIATUABEBROEF 2V T ¢ HFIE, LT LORORENRF A A—EF 2]
T4 DEEL —FHTDEIIRLT, WEENEHTELX Yy v F2ERT AR H Y £9,

o A UHAX—DBE : X8, HBARELE. FRIINEEBERICEEL, VAT LT 7 EBATES
ZOMOEANIL, FFEDOY A7 2726 LET, BERHA D LiAKRNHAH & NEEGRE T
X2 T xR EITRIL, ERAEECRILEZSIEEZTRREERH D 7,

o VI AF=—r Mgt I DFE, N—FRU =T YT MU T OlITOI L R—F
MZOWT, HMET/ o — AR T I F 2= IHEFELTWET, ¥ 7714 F=— 2B 5
BFEF, VAT AEPFEERCEZEOSH D ERLFFLIALAREMERH Y, BEEREATLIZ L2k 7
S — BRI L IFT A REER S D 7,

o jt’a‘?it%ﬁ’i.“ QR SELVHEIERLY T2 2 813, AkoRze, EFRLZERE, FFICEKR
R RIF U E T, BEFIL, R /ruéL%:%lé’ft_Lf:D\ BERY - A2l SEZY
THILZHME L TVET,

o FHAPHG LHAMKIFL AT L Qe 7 X —ITHEOBEMENE <. LI UIEHAEKREFEL TWET,
%éi)71®1 EiX, TT TN —T AL N EARIFER R OB VI L > Tl = ) 7 I2EEH
. HEBOR @%ﬁ%éﬁéb VB E B LET,

o RFAUEIEE : KT DHEBEOTITIE, BRI 2 bD0bH Y £T, HBEIT, ger
KD RTNEBER Y — A 2AZ I &5 LB+ 2 LT, MfCEZE»b&EEE LIS D LT
LHENHY £7,

o YA N—Z S IED)  HERY A ANREIL, A FEHO BN TAZRENCT 52 L BH 0 %
T, EEVAT AIRET Z7®AT 52 LT, ZOEOES., MaFHrt, HIKHEEICEET 215Hm %
INETHZ ENTEET,

o BUAMEIH : CI~DOXLEL, BURRI LB CEZ 2 A LELSEZD | FEDEREmM T & 9B
CENZNT T2 T2 ERHY 4, TOERITIE, MBEFHRERSH S, A7 4AnF—0
KINLIN D D Db LIVER AL,

o WEBINLTW: ZLDAVAT AT, BFOFANR—X2 U T 4 2EF L THRI I TV RN

8 DoD Zero Trust Symposium 2024 - DAY 2 - Defense Acquisition University

14


https://www.dau.edu/events/dod-zero-trust-symposium-2-day-event

V=77 a =L TWET, ZNODY AT AIE, BWEENEN TE 25N H
HAREMER DY X2 U T AR EERRONTVET,

o [EFEMDOV A N—8gr : EENPY A N—BIZBG-T D EMERH D | CIEEIEHI RN & B2 L
FT, WA T TEMIETHZ LR, EROEFNFEITHED Z L7 Il CHERG A&
PLAZSED T2 O DFE L 720 5 FE 9,

* WEREX =2V T 4 0 OTICSIE, TOEM SN, LIFLIET— RENTWARWEREICLY | &
BEOHHITAE HEEOT, MENREHREZER LZEEN RGNS A, AM1T5, BiETAD
RS A R LET, WHENRA 7 7 ~ORBIL, ZRLHHETH Y RN LR LEEDH HHET
HHLZENLLIHY ET,

TV Ay =T T2, THE, CUCEBEZ E X DHBELE L THITLTVWET, L, #Hirtiy—
Xy RPEANS L BEATAE OBURRIEIRE S EERIE S 27 & (ICS) # b E /- IRREIL 5 H/Y
TEMET D LIk T 2iIcoNT, ZOMAITET DrRMERH Y £, Fo, Y=Yyl U=
TUVT YRR E, h— R ==X 2 VT A B AT « VAT AR EOESHRR AT a N
A —ZFHA LKL, 2D OMMIE—RNICEE TR WRBOHESE Lo TWET,

OTNTEFTUHN NG VAT F—RA— g L ORE

EEOEAMOHEAT LY | R HOAEREM LRENEM E L THET A, BRI S RRICEL L T E
To SESEREF2 VT 4 LALLM ERRRD VAT APHEZHR SN TWDLHE, TNHDV AT
LITCHEGI D OEEEOEm R 2 ) T o R A FEMT 5 Z LIIRES RE L 2D £,

R, BE20EMICBIT DA 2 —%y b, 777 R, FEEH 10T (loT) OfE & =2ex 2 2k, BIW
FNHDOMAEBGMEIC LY, BHEY AT AADEEOT 7B ARA v F3EEN, UENTENZEBASH
WL Do TEBREICEBO RPN T LENWE L, TUVHANVRT VAT 4 — A= arOEAEZRHE

. AEEM. R, BB EED LTI IO VAT ANHAEERIIL. ZILHDV AT AE I LT
MERSfE72RBIC SEE Lz, M T, ROV T I7A4F2—2Fy hU—=TICNEL T80T, KEH
M—HRATDE, IVIEHEART 7B AZAREICT DR SNV AT AL > THIZENLLE L,

JERMIZ, OTIZMDO R > N U —7 D OPEEIC RISz =7 Xy v 7)) Tl BlifE, =7
Xy v VAT HMIEERTIRFZEAERAONEE A, BEFOT AT LML, 2L OHE, WY A YL AT
TR, TTTRRLEFOMDA v F—F v MEREY—E A, SaaS (Software-as-a-Service) 77V F—3
2 E N LU THAEESE SN TWET, LI —YRAFATH, Xl TS AVTFF o ADT v T L—
RNy T T—=HEIEDTZOIZ, AT FTUAR ) — XA A—NRTNRAT 4T A H—T =
—2%EVET, EX 2V T HIEEAERLEHT 2RI, 29 Len T ¥x v P AT ANDLERICH
BINTERYy RU—T~OBITE, TSI VR #ZBE LT 8 A,

ZZTiE, OTICSERED X2V T 4 HRICEDLAITE LN X2 U T 0 OEMFENEET REEER AL
W OMNEMLET,

9 Third North Carolina Power Substation Targeted by Gunfire as BPS Physical Security Concerns Mount

15


https://www.powermag.com/third-north-carolina-power-substation-targeted-by-gunfire-as-bps-physical-security-concerns-mount/

F 7 ) u—0HEH

T 7aV—0REZEY, 29 LTV AT AIE N ERMERLS SR THWET, oIS T
TXY v VAT ALY, A TIIOTREN CHAEBRAEAL TWET, U TN LA —V % v MR
~OBAT, OTaA L R—FR 2 h~DIA T VAT X T HEDOMIBPIAIR, AT TV ARTNNA AL DA H—
T —RICRY | BERINTZBRENE L TWETD, BTEMICHESS RN ZBE L TWET, o TUILE
LTWEINLDY AT AL, A TIHAA T I v ZICHAESER SN Fy N =27 ICHRESRTRBY . #iz
720 A7 RO~ OIS E RS SR TWET,

HEA 7 7 OHABRE

R LS>OoHLBREGEICHESERE SNV AT ALY, Cle s # = 3HMAKRGFEH TREICHES LT
F9, 1oOEENEHMCE ISR L, thoEELSISEZFaiEERH Y 3, FlX, BT
fDIFZEALEDE I Z—ICENEZMEL TR, BEEEORWEETEZ., Ny 77 v 7HERINIR G
TWET, KTV —"—0®E, IFANOFRE, EET ot AFAOEKIERICA AR TT, BHFTIE A
FIA VAT ANGFEMEREGL, ST IA VAT LAEBLTCEVHLEST, bt s 22—/
KEBIRIT. TNENER DT 4T A BDOTF =2 T7n—%k&h, H5H8 7 Z—~DOBENEHDOER
EEA~OBEEIRELZ 5 S Z 3R EEMEN & D M B RER OM A TERL L, BWIDOEERIZ X5 I 2
THREPILRT HAlREER H D 77,

OTLITDHL

OTEITY AT LADMAEINL, VE—FT 7B A, VAT AW - §l#l, 5T —ZEK - 50, LiR— MERRO S
FHIZ K> TMELTWET, A U F AR —40ICREBEINDIMAE LT "=V AL, BT —4
WEEIZE EE BT, WHFMOEE EFEZEAET, flZX, EEOBHCRINIIE, 2 O%E, HHY
AT BN DT — X EITEHOEE T ¥ 1V VAT OTNTO ¥ — A L ARHEAE BN METT,

OTF —Hi%, BERET=F) VTR EITITEDICI T T RTT v N7 4 —AITHEEEND 7 —AD
ZTCWET, TP, XV TR OT—2 7 n—~LH#ELTEY, 77U RTAE SN
FERIZHESNWTU T A E A L THETE D Lo TWET, ZORENZRBIN, REHEE, Wmic
ELHEHOBHTH Y | FFICRMERCHEER CIIHICEZE TS, 22 THE, T—ZBOTV AT A (£
FETA v, Wkttt —) STV AT A (FEEEE, Yliitm) Ozt x 3 miv, ks hv—3 el
FAEMESHELTFTUXALA Ly REEYHLET,

TOWESIZEY . OB ERTFT — X ICESSBRIRERE, KEXRAY y R LELINE —FT, B
FtEDH] ERERDOOT L ITORMOBER I LY . Fiioefisst b AT 4, T, a0 =Y R A
TIANT I F v 2R CTRELEX 2V T 2R LZNL, ZNOOREEIERATIZ EICHY 9,

2R E LT, REFOTNICSTY AT AOMFEaED, ZNDOEEL LV RHRE R AHMIZIEHL X9
EBHTEY, WAy T —27 LAY AT DO T ~OEERNLETT, ZOX 9 2RIz snWT, ZT
HE VR ADKE L RRINES T 72D ORE RIMBEERI L ET, ZT7 7o —F 2 RAT 52 &
T, VAT AOREWEMHE L, B, Bl 20T T4 T U REEERNT L, YA N—KEN LT E5FD
TUMTEET, BERE R YT 4 MR LD D, e LAY 2 B0 hCREIC AR Bk T S Z

16



EMTEET,

EEROZ, ZTIEH LWEEZRES N NWEWVWHI Z LT, Er TR NT—FT7 7 F v — (ZTA) OE
AR TIIE, MR, F T2l b TwXaT - A « FTHA 2| T7a—FITORN0 £,
BEED Y AT A RIBIZHILT 52 &b T £7, ZTORAZEEICET TS Z LT, Mz re—y =
TLD [BFaT A -LbirT7gy b ZEBL, FIHBIOREFEDOAS 72T 7 F¥xDEF2Y
TARAF X b5 LN TEET, 20200 ArRENMEIC L Y, ZTIXOT/ICSEREIZR T 2 aliEH 72
X2 U T 4 EDODDIEN RN L e TWET,

OT &LITDOHHIDE

OTNICSIRENRED L DIz, FLTREZDO XL IICEMET 200 %+ BT 51213, ko= 2 —7
TARTRELIIRELLERD, 2OV ATLAOFELAE XA BE L EH b2 BETSH Z &N RA]
RTT,

ClE ZNITEKAFT HO0TNCSY AT A, R bE, Jvva 2 V74 ANTT, $ANR—EFXFa2 VT 1 %
HHELZCIANT A7 > B (B, 52tk vTHM) 28I SND 2 ENRZWNITY AT A L3RR
D, OTNCSY AT MIEIZEEME L B2 EMRAL THFFESNTEY, WEELmaettiibE v ER SN
TWERA, ZOEWNE, M OLRERZHER T2 EPMOTEETHY . ¥ 7 XA LBEA
REEREZ BT O LR WVOTICSREDOERICERZE N TS Z EIGERLTWET, ZRHDOY AT
LATIH, AmESFD . NEBREOW T ~OYE R fEEZECHRELS I SICEALZES, ZeENRELS
nE9,

ZZTlik, OT/ICS B A {5+ 2 HMENBE T REPHHEFHLZ W OIvRLET,

LIV VR, ToTFEA L, BEMENE—BE

TVT LNV AT AT, REFRA T ZAOBESIFR SN T ET, H LY — ol 4 BE
VAT ARV =V AT NMIEAT HITIE, HANLEECHEAIC K EE S-S RWZ L AR T 5720
DEERFlE T A FBBETT, VA NR_N—tX 2T DA T T 2 "BNRELESA, T EofE
REBLLITE, CNHOEERY ARV AT LAEEILSEEY, AT TA ALY T HLERD
nEF,

VAT KTER. EHE. Bl

CIv AT AOFHKIZ, 2 X FBEL, FMBREL., RPN THDHZLTT, ZNH0EFELE, EVEA
T APHEST, TOFNRMEEZE L, BT 288 ~0O#EIEEZ R TS THET,

2L OGA, BEITERIN-HEMZIXDNICHE L THEB L, FEZIXOEM (Origginal Equipment

Manufacturer) OY AR — b A 7NV E2BZTB#T5ZL bV ET, TNHDVAT AORHRST v 77
L— Rk, JREPIC R SRE, = =7 U 7 JliE, 7T A NOFREBESDEMECREONND T et
ATY, THUE, =7 —0N2e, FE, REICERREEL 55 RENborHEERT ) r—a T

17



FFFICEHEE T,

ZORER, TV AT N, WENREX 2T 4 VA7 20 0hb b, HERD T =27 mt A
TLTCWBM., A7 70FEMEEITZOICHEF SN ZENILSBVET, 20, EGMkE L M3
BREX2 VT ADT T L —RONRT U AZTD EWVD), MEORENELET,

SHICHEAZEMEICL TWAHDIE, 2L DOTUV AT AR MBEO T2 ha/LZER L TWA 7D, EWNZR
Ty T =R WRENERTE AMIEE AR L TN Z LT, ZOBEMESA, OT/ICSE
BovX=2 T 4 MEEEREEWIIELZ FICEME L L T ET,

OT LITOT —F%T 7 F % & T 7 ) ad—nEN

OTNCSt = X —7F 4 XTREDO LKL BRIOENIMZ, V7 & HOTINCSY AT AO—HEH Tl
FERENAZT—FT 7 F 77 )0V —Cb RERENRHY 4, Lo THEHEAL 7 T IZEADEE
XY ML OB a TR E T, ZRHDEW, OT/ICSIZHEA DO E 2 DO M A REE L F
T,

RERG, ZT DX ) REFENREESIT T X To® 7 A MaEATE S GEATRZ) OO, ¥
VT 4R Y — O ER O 15, B FIEIZERLAREERH 005 TT,

Bl Z X, AR ZRMBEOITY A X=X 2 VT 4R Y —Tid, 3R L2 —Y—%2nvy s 70 T
HZEPHEEINTHET, LL, OTICSERIETlX, ADLENENINDLBEFHZ, VAT L4~
—ANT 7w AT AHMEDHHHMI (Human-Machine Interface) 7253 25 A4 XL —F D HTZ &
i, BBET VWD LT, RIS, RNy FHEH L EREITOMEHEEEHROEE N> —E L0 T, <R
Bz, OTNCS X NU—27 Tix, RNy FZiuM+2 2 L@ BEMK & 72D 7 —A1T10% KM TH D =
ENEL . L OBIETIHA%OL /2 DKW & 22> T kT,

T T 23 ANt X 2 U7 s OFMAER, OTNICSBEDEX =2 VT « MR T HBICE T
HAREMED B D BB HEIZOWTHH L ET,

Purdue Model'|%, OT/ICS BREEND a i R—F3 2 b LG At LT 2720 0@ESRET VAR L F
T, DY T 7 RRSaaSIc#Em SN A Ly 72 T 7 F % 2 W/ OIIFIAR 0 TTR, ZOETF VTR
ETHRY EF 720 OO S EIm2 DY — L E LTHIITENL DL ET,

10 pragos 2023 OT Cybersecurity Year in Review
11 Cloud Industrial Internet of Things (1loT) - Industrial Control Systems Security Glossary

18


https://www.dragos.com/ot-cybersecurity-year-in-review/
https://cloudsecurityalliance.org/artifacts/cloud-industrial-internet-of-things-iiot-industrial-control-systems-security-glossary

Web Servers Email Servers
Internet DMZ — —
o -] o ]
Level 5 =] =]
Domain Controller Web Server Business Servers Enterprise Desktops
Enterprise Zone = o =
o] o} o] =
Level 4 ] ] ] S—
AJWSUS/ . Remote Access/
Patch Server Historian Jump Server
Plant DMZ —_— — —_— Control Center
o] o] o]
Level 3 —] ] = LAN DMZ
Operations Management Zone
Application Database /0 . N Domain Engineering
Control 'cented HI Server Server Server Histerian Controller Workstation
Processing LAN
Level 2/3 B= [ [s—1 [ [s—1 1 =
N o ] o} o] o | (o} —

SCADA, DCS, or Hybrid System
Cell/Area Zone

Local HMI

Local HMI LAN
Level 2

Controller LAN
Level 1

--------------- Local field bus / hard wired
Vendor-specific bus
Ethernet TCF/IP

--------------- SIS Status Only

Physical Process:
Field 1/0 Devices
Level O

Process SIS

Purdue Model > 7L

VHY—VRATAET IV r—a ok

Purdue Model D> 7 L& R CHhDH L BENT o AETLUL (L-yL0&1) [SETFIEITVIE Y,

FHENTWEL AT AR 0 ha L MBEEOENEDTHDHZ N E4, LirL, 7 at 2

B, A=t A—var, BLOEHE (LI2BXIUS) DL VAT AL, FEALEDEA, SE8Fh
FiEEE & A OWindowsE L OLinux A XL —F 4 UV AT ATHRSNTHWET, THUHDV AT ADS
I, BRENEZIIRV A —BNEELEARA—Da v DOFRX L —F 4 VSV AT AEFTLTEY, NSy F
TIEE A LHEA ST, EROBEITV AT AR RRA » F ETRRD T AW A 7 VITHE-> TR
SFENTWET,

LA =V AT AOERKIL, BRENDOFRL—T 4 VT VAT ART T r—va it EEn dA,

HRDLL OCIEBETIX, #0552 FETT A0TICSY AT AT, EFEEAL TIE 7 < B4 B it AR
NTPHEEND A NR—T  DHVEETHER SN TWET,

19



EF— M A= a VAT ANLRE, BALI T FORTIRFERE VYV —ICESLE T, 3R —
F 2 MIZ104E, 204, & HICIIS0EIZHT- W ERE ARSTSNDFREMENH Y £ 4,

A, OT/ICSH v hU—ZIZBT 5L OHFEERLTEN., ZNOLORETLAIV—V AT ARFHIN
BT TWAZLEEIHLCVET, 2HODVATADIZE AT, EANRME#ES ZRNTWVET, fFilx
X, HEREERIIZH9RLTWET

o T1%MNtWVWANRL—TFT 4 TV AT AL THET,

o 6G6WITHEY AL AXKE L TWERA,

o JEEMMIFED27%M, Dia EH1oDA X —F v MIESEER L TWET,
o 54%[FIN 7 LH1BEDY E—NT VB AARERT NA Ao TWET,

o 22%MNEBEWOEEEZ R LE LT,

o BA%MNEILD/INAT— REFfoTWET,

MBOTm ka3 E OERR

ITRBLIUOH A R—X2 VT o DFEMAFIZLE ST, OTICSOMREZFEF— 52 L%, Lo b=
NE (D7 EHBEAMIZ) BMEL. BrLWEEREEZFO, Bl A7 28l FrLWVAF Ly %6
BIHZLEEWLET,

EFEARIE 7w ko

OT/ICST A A &%y bU—271%, ¥5iZ Purdue Model O T L~UL T, BREICEAD 7 0 b 3 V&
ALTEMEL £9, #121L. Modbus., PROFIBUS, PROFINET. OPC, MQTT. EtherNet/IP,
Fieldbus3, RS-48572 & OflAGHLENRH Y £9,

Flo, Ta b VE SIS N S ESERERMEELFEH L T E b LVEREALN, OT/ICSE
PEN O IEMERRERRITRIE Z LICR AR D | N F—R0TAH R —Z (2L » THOICSCEL ST RV ATHE
HERH Y F£9, Bl x2IX, Modbus IFEAETT R, X ¥ —Af VA h—FBRED PLC @ Modbus ~ » £
YO EEDE T ST A LTRSS AN Y 5,

ZO, MEEERRIEI AR L, BHTOLIZENELL A £, EENRTI L —T 4 VTV AT
LEFATLTWDAEFELITRRY ., ZHOEDT A I AZ DMEENT=A XL —T 4 VTV AT LA H#E
LTWe, ANV —TFT 4 VTV AT A FEo0BEH L TR ol LET, LexdboltlLTH,
B OHIK0A VA R— LR TERWREOIHH T, ¥ U7 ¥ A4 MIUIEUIREBRERICAY 84,

VAT LDOHS EEME, £ LTHWEIIZ L > T, ZEORMBD 2 o TVET, ZLDEA, =
=2 MIFFEDOHREZ RIZT LI ICRGFF SN TR Y, ket L, WENHIRSATHWET, Tokd, &
REWEOANR, BEDHIIR, AFY OHIRZREDOHFICE Y, HLnvkx= T o xRERH LBt
VT HRMITIZEALELITE ST HY FHEA,

12 Ggbal 10T-ICS Risk Report (2020)
13 What Is Fieldbus? Learn the Basics of a Fieldbus Network

20


https://icscsi.org/library/Documents/Threat_Intelligence/CyberX%20-%20Global%20IoT-ICS%20Risk%20Report%20-%202020%20-%20Highlights%20Booklet.pdf
https://www.antaira.com/Home/blog/Blog-What-Is-Fieldbus

R EL STV RVEE

itk choo7e barog Frca—h - arita— - Fakzx - S—UNTETTDHEOI
RHENTZHD) EEE SN TOER A, OTY AT AR RN, BEREET v RIADEZ
RREICELENDZ LR ET, ZoEHEEICE Y, BEOHDITAEE L, WEOEAT — X 2 BIEL
e, Boa~vy REFEALZY, Gl AT AET 4 — )V RT AL AMOBEZYELLLDVTHILENT
XFT., ZOXINRTEIE. EBESo B REAREICaY ha— AT A2 L2okny ., HEOHW, o
BE, HH5VELE EOBRESIEEZTAEERH Y 77,

LrL, 27 e bardZ Tl EnNs X OdE3rEanTtB8s 3, Zhbo7 e ha/uks
bzt —"n_"—1 A F55L, UTNANEALBEIEKFET HOTICSY AT AT A DIVARVEIENEA LT
D, fERIRRBIZARD ZEE 2D £,

Bl zIE, B LEf AT 2 EBEICEBENE L, ICSRETEERY TAXA LOA XL —v g @ EE
H2508MENRHY £9, TNODORBIET, 2~ ROXA LY —RETOVAT ORI EL 5 2|
HIE 7 722 2 OHWNZ SRR B AR H Y £7, BELASGE, FICEEILFAIICR NS L 5 7 BRIE
(CHEE L2V AT AT, BEEEAENTY, BRLEZEBVITEBS Lo +5 07 ) 408 4EFh
HAHEMENH Y £,

ML ALk b

OT/NCSIZB T HHEHMERD N~ R =T, T—FT7 7 F v, 77/ aV—k, ZHHEIZDDHELOHHS
EVELELET, OT & IT O TF—L A R—% 7 A ML —=27 L, Fi% ORISR F— L & Rk
T5HZEE, L OMBEMBOTNCSY A N—t X2 VT 4 7T 7T 4 AeET HFRITED & L& 7= Bk C
T, LL, ZOXIREERAXNVOFAIIRERPETH Y . OT LITOEMAIRIEZ Y 28 51T,
HEZRFHE, U Y — A kAR B0 AR NEE T,

BNRY 72 BRI B8

CHZ BT 2 EHE DO/ NG SN B2 Egs X, 2 < OEENWENICER L TnWD Z & T, BakT
— 2B H R SNTHERDITY AT AT R . 2HOOTNCSa v R—3 > MIA—7 v TT7 o7&
ARBERRBREEICEMH SN CWET, BAOX —vr, BHERER. AT 74 L OR T, KB 72 L
. BRI DOANRT 7 EATERWGEINCH D Z ENZVEEEEDIZAD—HITT,

ZOLD BB HIE, LTOX I RBHEOV A7 28726 LET,

BEROH ITRHE T L DEEN 2R EARCY ETH
EPANE Al S S b o oy VY e E 1

FHEO AN I R K D ANEOHRE O AlHErE

WS BRI 20 Bl 2% 2 18 U TR 2 ISR T D B

INOCOBHLIEEELRET DI, WHENREX 2 U T ¢ XI5R & HAN 2R &2 A Lo Enier 7
21



H—FRBETE, ZhiZiE, BEREXFa VT o BHIVAT A TR REIHA D =X L sl S ok
ATV T BIOEMRYEN X2 ) T A EENGENET, 56T, VYU U REHETIEME
W & A N—BEOW T 2 BB 20ENHY | QR = U T ¢ B3 R R LS 5
bOTHDZ L EBHT DLENDHY 7,

OT/ICS IZHBIT WAt X 2 U 7T 4 ITIFFAOMENRH U £T0H, KATA X RAXEO—BE7 0 £7,

INBEAT AL, [DAAS OFEHR | L L TR HL00EREL, [ZTMM Off) 2L TES
2T A REDENEL, WETHZLE2E0, UTOSEMOEE O AE2BL T, ZNHDI LV R—F
Y EOENENEHRFEFEDL LT, ZT OO E LT, INHDOa R R—3 2 bOBX= U T ¢ & fElk
T HMWER 72BN TE T,

TR YT D=— R HE

OT/NICSREIZBIT 2 EF=HX D VT ORERITEL, FiZary—A7 4 —/L ROARL—H |2 3o THH
SNHEHEOMECESNLYTONTEELE, LML, ZEORMITELLTEY ., B4 S—iE
ATy MIERTDAREEOH 2 FELOBEICBWT, T=X ) VI FEOEBNRLEL 72> TWVE

—éﬂo

BHERHEIE, OTVAT AICBIT2EEDOS HIEHHT 2 EENRE=F ) 7 OXRMNZH Y £3, &
AT — 2 I3EBECERINTOETRS, EX2 V70 ICESZY TRERITENZ LD 2RI HV F
T ZOX ¥y v ALY, A AN—BEOHEENMEHEIEOMECRKE I ACRRK T2 LHEFEI NI LD
R0, X2 VT4 AT U NOEOWE EHHABOELTLE S TR S Y £,

bENTCE=F U VR Z EET DI, MAORER SV £9, Xy MU — 7 EHICHLEE ol /et
Bk, REMIZHBHNRET—XFELHOV A7 EENSEET, Lrl, U EZBEIND DX, BEE
REX2 VT 4T —FBITTF—LEBXa VT 0 T =AML > THRMIZNE, —EH, MEbshTwn
RWBANLNE VWD ZETT,

D TV 72 N T o APEETT, OTERERIL, EHDOFERMEZHER L) bkt =2 U 7
AERZATO 72O, FVFH LW AT LG L, AT 2RERHY £7, Zokix, EkoOOTE
v 2T I & e dsecurity information and event management (SIEM) Y — L & OF B5ERMEO M) 125K
HTWET,

YV FIAF =— 2V DIRE

OT/NCSEREETlE, V7 I A4 F=—r X U T o BRERBEE RV ET, TO—FMIITOMR L@ T
WETR, EHORTIFIE SN D Z NI B 7, ITHMRY 774 F=2—rDx= VT ¢ MHE
ICEET 55T, OTEMOY 7 I 4 ¥ —I13#@H, X2V T4 L0 b PR A BESCEBHEIELELL
F9, 20D, OTOV T I7A4 F=—r2RIZEX 2 U T 4 HRPMARENTE ST, OTICST AT A
D X0 EAN I WEBTHEIC SR RN D AR H Y £9. ZONBONUF —, ITEMIFEREICE X2 U T«
MEZHREL, Xy TFE2BEAL, T2 70822/ L CORWATEEERH Y 97, TORER, Mk
OTNCSY 7 T A F = — > OHESICHFICHLOEEZ L O LERH Y | ITEHMICHATEX 2 U 7 4 FHCk

14 Zero Trust in the Real World - Physical Security

22


https://www.darkreading.com/physical-security/zero-trust-in-the-real-world

X2 U T ABITBAF LIS o720 BHMMED 720 TR A R E15 205 1T 0 TR A,

OT/NCS IZBT 2V 7T A F =— ONfggtEDIFIER 5B, Cl & FEH DL AMEIZ IR M SATREMEDS
oI, 20X D REROTE IS THEE T,

INDOBEITERTTN, ERTECTLIEELSA NS T 7T 0 ATHIGLTWET, 2,
OTNCSDY T I A Fx—rtXa 7 4 ICBHETLIHKIL, VA= VT4 INVRT A A VYT Y
=7 Ty 7T b— FOIERZMGE & YR (V&Y) OEM 29T ETHRY AnD LHich-oTnE
9, ISA/IEC 624430 E¥FEER Y U —278x 2V T 4 DX 5 B fiKIT, ZoEM 25T 55D T,
WL ODOHIE BFEIZVERVEBRE L TWET, IO OHTRIERT, V7 T4 F = — 2 OggstEicstind
DIOOEER—FHERT DO TT A, ZOFEN & FNMEXOTNCSD 4 B-Pkic X » TR £7, W
TIATF 2= DX T 450k E BRETAEIL, ZTOIRY A EWIT LZaiEa 7 ) R 7 & kg o —
BRELT, ZNOLOEHEITHBETILERHY £,

ZDMDOEER L B R

TEDIT VAT L L OT/ICS VAT LAOMNRERPZERZZFTIVIZ V2R H Y TN, OT/ICS DY A
Nt X2 VT 4 Z2EHTHITBIONEX2 VT ¢ OFEMAFIZE - TN & B2 BN 75 EFEHEIC
. ROEOIRb0ORHY £9,

o URJ . ITEOTORKDEND—DILY RA7 TT, CIVAT LOMEIL, RFHEESCEF L SR
EADEE Y TV AT AR DB, 4, MEEE. BREE~ORBIC SN 5 Thert
ﬁlbw\iﬁqo

o HM: oDy RT A (FrZET), EXME, AdtREESTF) 13, ik, . ER, EERAZR
BRI E 7223 2 IRV HEBRAO PRI IR AN > TV D ATREMED B 0 £, BlAY, A28 7210 T
I IEECRHNICET 2 MAOBEFHFENELDZ EbH D £,

o MHEX : OT/ICSEREEIL., Z DML EROM AR RMEICLY, FREVAT A AT « VAT AT
HY ., WHE., OT/ICSY AT LANITEHRGIEY 7> 257 L2 FOBEAD L o0, FNENNEEDF X
IO OICHEH SN EEIE RV T VAT ATHERINTHET, %\47‘7/7<TA F. 2RI
BEET 20 L CTEET 2R ERHIZME D NN~ Ry =7, Y7 by =T, BXOSER T2
ManzRoTWET, TNLOY T VAT AIMSE LIz b D TIEARL<, AWVIZEKFEL H - THREE
LTWET, 10D AT LADBIELCRAENEAML O o 2 T DB 72 B % KT T REMENR & 5 7=
W, AVTF AR T TNy a—T 4 VIR —JEBEMEC R0 £,

o EHEM: OTICSA L7 FF. BV AT LE LY=L AT AR R R—R FBNRIEL TS Z
ENELS BV FET, 29 LaEET. BEoOREE EbICHE L, ZfbLTwnEEd, Zokirk
VAT ANRSELL EFTHZ E BB LS H Y AL, ERELOEE OFMITI0ENHISETT, =
DEICVAT LAOHFEMPILEDD Z L1E, EVRAILE > TARENRY A7 LiERELZLLE
R

o FHAHME : OT/ICSY AT LADFTHLEMHERNLIOTHA Z LIXIFLEAEH Y FHA, DWFTHE & LT
ANRELTWDIEELHY ., BRIEELIFEFIGEDOH TN INOD T AT LAEEH L TWE

15 pagers attack brings to life long-feared supply chain threat

23


https://www.isa.org/standards-and-publications/isa-standards/isa-iec-62443-series-of-standards
https://www.washingtonpost.com/technology/2024/09/19/hezbollah-pager-attack-supply-chain/

T, ZHE, VAT AORB(EREFEIE LIZEEIC, FiloRERA v b7 v X8 AT
HZ LR DS, EEPMLETT,

Clt 7 #—_, OT/ICSOEHEHHE, SN INTFT AT+ —RA— a3 UNOTEITOREIZS 2 A58

DWTHGET L2k, ZTOJRRIOEMIZH Y £3, KIA X AT, EEOHL5>ORT v FOT kR
G LT, ZTHRI 2 L COTNCSEREL 2 0 RAICHRIL 2 A DWW TRE LK L 97,

24



Yo TR NER gt R

SExFE D E 7 v R

NSTAC Report to President on Zero Trust and Trusted Identity Management!6{%, CSA @ Zero Trust AfF5E 53
TEH Sh, i SN MR E ETT, AT, BnoE R BEERIE L, SEIERZITOZE XL
BRST e —TF A IR L COWET, E o, BB ORIER R FATICHE Lo, BRI E b nWiEL
AIREZR LA N OBB M DZTHEE T v X HHEMN L TWET,

L 7a7s hr—7x ADERE

2 hIoVIvaryvu—nvy S

3 Bua b TR NT—FT 7 F v O

4 Br FZARMKRY —ORE

5 Ry MU — 7 OB L RS

COXETIE, Aa—TEINECHEMREE 7 X —DXIRT, ZD5OD AT v T ORRIZOW T L F
7,

1. Define your protect surface
2. Map the transaction flows

3. Build a Zero Trust architecture

4, Create Zero Trust Policy

5. Monitor and maintain the network
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DoD Zero Trust Symposium 2024 recordings - day 1, day 2

CISA/NSA/FBI/ASD ACSC Guidance: Best Practices for Event Logging and Threat Detection
Consequence-driven Cyber-informed Engineering (CCE) - Idaho National Laboratory

AT AINA H—

Dragos

i. Robert M. Lee on LinkedIn: The Evolution of Industrial Cyberthreats: Year in
Review Report

ii. Asset Visibility for ICS environments | Dragos Platform

iii. KeyConcepts of ISA/IEC 62443: Zones & Security Levels | Dragos

iv. Whitepaper: Network Segmentation Challenges and Solutions

Claroty Asset Inventory - Platform

Nozomi Networks

i.  OTAsset Inventory Management

i. ISA/IEC 62443 Compliance Mapping Guide

Armis Full Asset Inventory and CMDB Enrichment

ICS Village

SCYTHE

Zscaler

i.  Building a resilient manufacturing environment through zero trust OT

cybersecurity controls

ii. Complete OT Security | Zscaler
ii. ZeroTrustfor OT & loT - Zscaler

66


https://circle.cloudsecurityalliance.org/viewdocument/csa-zero-trust-for-critical-infrast?CommunityKey=76100168-bb90-4ba9-ae5f-31c9264d05c1&tab=librarydocuments
https://circle.cloudsecurityalliance.org/viewdocument/zero-trust-for-ot-iot-zscaler-c?CommunityKey=76100168-bb90-4ba9-ae5f-31c9264d05c1&tab=librarydocuments
https://circle.cloudsecurityalliance.org/viewdocument/agentless-network-microsegmentation?CommunityKey=76100168-bb90-4ba9-ae5f-31c9264d05c1&tab=librarydocuments
https://circle.cloudsecurityalliance.org/viewdocument/csa-zt-wg-presentation-recording-7?CommunityKey=76100168-bb90-4ba9-ae5f-31c9264d05c1&tab=librarydocuments
https://circle.cloudsecurityalliance.org/viewdocument/csa-zt-wg-presentation-recording-7?CommunityKey=76100168-bb90-4ba9-ae5f-31c9264d05c1&tab=librarydocuments
https://www.cisa.gov/sites/default/files/publications/NSTAC%20Report%20to%20the%20President%20on%20Zero%20Trust%20and%20Trusted%20Identity%20Management.pdf
https://css.ethz.ch/content/dam/ethz/special-interest/gess/cis/center-for-securities-studies/pdfs/CIIP-HB-08-09.pdf
https://www.cisa.gov/sites/default/files/2023-04/zero_trust_maturity_model_v2_508.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/(U)ZT_RA_v2.0(U)_Sep22.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/ZTCapabilityExecutionRoadmap.pdf
https://dodcio.defense.gov/Portals/0/Documents/Library/DoD-ZTStrategy.pdf
http://atarc.informz.net/z/cjUucD9taT0zMDEzMjk5JnA9MSZ1PTU1MDcwNDMzMiZsaT0zMzIzNzMwMg/index.html
http://atarc.informz.net/z/cjUucD9taT0zMDEzMjk5JnA9MSZ1PTU1MDcwNDMzMiZsaT0zMzIzNzMwMw/index.html
https://www.cyber.gov.au/sites/default/files/2024-08/best-practices-for-event-logging-and-threat-detection.pdf
https://www.cyber.gov.au/sites/default/files/2024-08/best-practices-for-event-logging-and-threat-detection.pdf
https://inl.gov/national-security/cce/
https://www.linkedin.com/posts/robmichaellee_the-evolution-of-industrial-cyberthreats-activity-7236749571756871680-L7Ho?utm_source=share&utm_medium=member_desktop
https://www.linkedin.com/posts/robmichaellee_the-evolution-of-industrial-cyberthreats-activity-7236749571756871680-L7Ho?utm_source=share&utm_medium=member_desktop
https://www.dragos.com/cybersecurity-platform/asset-visibility/
https://www.dragos.com/blog/isa-iec-62443-concepts/
https://hub.dragos.com/white-paper-network-segmentation-challenges-and-solutions
https://claroty.com/industrial-cybersecurity/asset-discovery
https://www.nozominetworks.com/solutions/iot-ot-asset-inventory-management
https://industrialcyber.co/wp-content/uploads/2024/10/ISA-IEC-62443-mapping-guide.pdf
https://www.armis.com/solutions/full-asset-inventory-and-cmdb-enrichment/
https://www.icsvillage.com/
https://scythe.io/
https://www.zscaler.com/cxorevolutionaries/insights/building-resilient-manufacturing-environment-through-zero-trust-ot-cybersecurity-controls
https://www.zscaler.com/cxorevolutionaries/insights/building-resilient-manufacturing-environment-through-zero-trust-ot-cybersecurity-controls
https://www.zscaler.com/products-and-solutions/ot-security
https://circle.cloudsecurityalliance.org/viewdocument/zero-trust-for-ot-iot-zscaler-c?CommunityKey=76100168-bb90-4ba9-ae5f-31c9264d05c1&tab=librarydocuments

h.  Zero Trust Security — Massive Scale Consulting
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1. Critical Infrastructure (Cl)
2. Cybersecurity and Infrastructure Security Agency (CISA)
3. Cyber Physical Systems (CPS)
4, Data, Applications, Assets, and Services (DAAS)
5  Distributed Control System (DCS)
6. Human-Machine Interface (HMI)
7. Industrial Control System (ICS)
8. Industrial Internet of Things (lloT)
9. Operational Technology (OT)
10.  Programmable Logic Controller (PLC)
11 Policy Enforcement Points (PEPs)
12.  Policy Decisions Points (PDPs)
13, SysAdmin, Audit, Network, and Security (SANS)
14, Safety Instrumented System (SIS)
15, Hardware Security Module (HSM)
16.  Zero Trust (ZT)
17.  Zero Trust Architecture (ZTA)
18, Zero Trust Advancement Center (ZTAC)
19.  Zero Trust Maturity Model (ZTMM)
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CSA Glossary (main/primary)
On2IT ZT Glossary - Zero Trust Dictionary (John Kindervag)

CSA SDP Glossary (Software Defined Perimeter)
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