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1.

Common Cloud Misconfigurations and How to Avoid Them
https://www.upguard.com/blog/cloud-misconfiguration

13 Most Common Misconfigurations on the Cloud
https://www.clouddefense.ai/common-misconfigurations-on-the-cloud/

Safeguarding Against Security Misconfigurations with the Power of Machine Learning
https://securityboulevard.com/2023/11/safequarding-against-security-misconfigurations-
with-the-power-of-machine-learning/

Change execution monitoring
https://www.versio.io/solution-change-request-management.html

More than 2 million Toyota users face the risk of vehicle data leak in Japan
https://www.reuters.com/business/autos-transportation/toyota-flags-possible-leak-more-
than-2-min-users-vehicle-data-japan-2023-05-12/?ref=thestack.technology

Apology & Notice Concerning Newly Discovered Potential Data Leakage of Customer Info
Due to Cloud Settings

https://global.toyota/en/newsroom/corporate/39241625.html

Yet Another Toyota Cloud Data Breach Jeopardizes Thousands of Customers
https://www.darkreading.com/ics-ot-security/toyota-cloud-data-breach-jeopardizes-
thousands-customers

Toyota spewed vehicle location data for millions onto unsecured cloud databases for 10 years
https://www.thestack.technology/toyota-data-breach-2023-t-connect-cloud/
DarkBeam leaks billions of email and password combinations
https://securityaffairs.com/151566/security/darkbeam-data-leak

DarkBeam’s Alarming Data Breach Exposes 3.8 Billion Records
https://techreport.com/news/darkbeams-alarming-data-breach-exposes-3-8-billion-records/
More than 3.8 billion records exposed in DarkBeam data leak
https://www.cshub.com/data/news/darkbeam-data-leak
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1. MOVEit cyberattacks: keeping tabs on the biggest data theft of 2023
https://www.theverge.com/23892245/moveit-cyberattacks-clop-ransomware-government-

business

2. JumpCloud: June 20 Incident Details and Remediation
https://jumpcloud.com/blog/security-update-june-20-incident-details-and-remediation

3. Okta hit by third-party data breach exposing employee information
https://www.bleepingcomputer.com/news/security/okta-hit-by-third-party-data-breach-

exposing-employee-information/

4, The 10 Biggest Data Breaches of 2023 (so far)
https://www.crn.com/news/security/the-10-biggest-data-breaches-of-2023-so-far

5. DOJ-Collected Information Exposed in Data Breach Affecting 340,000
https://www.securityweek.com/doj-collected-information-exposed-in-data-breach-

affecting-340000/
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1. 2024 State of the Internet Report on API Security: Shining a Light on API Threats
https://www.akamai.com/Ip/soti/lurking-in-the-shadows

2. OWASP API Security Project
https://owasp.org/www-project-api-security/

3. Twitter rival Spoutible alleges smear campaign amid security breach controversy
https://techcrunch.com/2024/02/12/twitter-alternative-spoutible-clashes-with-critics-over-
security-breach/

4. Massive Trello User Data Leak: Hacker Lists 15 Million Records on a Dark Web Hacking Forum
https://www.cpomagazine.com/cyber-security/massive-trello-user-data-leak-hacker-lists-15-
million-records-on-a-dark-web-hacking-forum/

5. Mercedes Source Code Exposed by Leaked GitHub Token
https://www.securityweek.com/leaked-github-token-exposed-mercedes-source-code/

6. 230k Individuals Impacted by Data Breach at Australian Telco Tangerine
https://www.securityweek.com/230k-individuals-impacted-by-data-breach-at-australian-
telco-tangerine/
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1. IBM Security. (2023). IBM X-Force Cloud Threat Landscape 2023 Report - Section 3,

Recommendations and best practices.

https://community.ibm.com/community/user/security/blogs/sarah-dudley/2023/09/13/x-

force-cloud-threat-landscape-2023

2. [Security Update] June 20 Incident Details and Remediation
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3. Okta, with a bruised reputation, rethinks security from the top down
https://www.cybersecuritydive.com/news/okta-security-revival/708636/
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1. Hackers Putting Global Supply Chain at Risk
https://www.nationaldefensemagazine.org/articles/2020/7/2/hackers-putting-global-supply-
chain-at-risk

2. Rising Threat: Understanding Software Supply Chain Cyberattacks And Protecting Against
Them
https://www.forbes.com/sites/forbestechcouncil/2024/02/06/rising-threat-understanding-
software-supply-chain-cyberattacks-and-protecting-against-them/?sh=4e0f3fd16907

3. Backdoor found in widely used Linux utility targets encrypted SSH connections
https://arstechnica.com/security/2024/03/backdoor-found-in-widely-used-linux-utility-
breaks-encrypted-ssh-connections/

4, The Weak Link: Recent Supply Chain Attacks Examined
https://cyberint.com/blog/research/recent-supply-chain-attacks-examined/
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1. AWS Well-Architected Framework

https://thehackernews.com/2024/04/apache-cordova-app-harness-targeted-in.html

2. WP Automatic WordPress plugin hit by millions of SQL injection attacks
https://www.bleepingcomputer.com/news/security/wp-automatic-wordpress-plugin-hit-by-

millions-of-sqgl-injection-attacks/

3. Microsoft: APT28 hackers exploit Windows flaw reported by NSA
https://www.bleepingcomputer.com/news/security/microsoft-russian-apt28-hackers-

exploit-windows-flaw-reported-by-nsa-using-gooseegg-tool/

4. Apache Cordova App Harness Targeted in Dependency Confusion Attack
https://thehackernews.com/2024/04/apache-cordova-app-harness-targeted-in.html
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Code42 Annual Data Exposure Report 2024
https://www.code42.com/resources/reports/2024-data-exposure

Bucket Search Tool

https://buckets.grayhatwarfare.com/

2023 Honeypotting in the Cloud Report
https://orca.security/resources/blog/2023-honeypotting-in-the-cloud-report/

Cloud Security Alliance - The Data on the Danger of Publicly Exposed S3 Buckets (and how to
remediate)
https://cloudsecurityalliance.org/blog/2023/04/06/the-data-on-the-danger-of-publicly-
exposed-s3-buckets

Security Best Practices for Amazon S3
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html
Microsoft Azure Data Leak Exposes Dangers of File-Sharing Links
https://www.darkreading.com/cloud-security/microsoft-azure-data-leak-exposes-dangers-of-
file-sharing-links

Misconfigured WBSC server leaks thousands of passports
https://cybernews.com/security/wbsc-data-leak-passports/

College recruitment database leaking nearly 1 million students’ GPAs, SAT scores, IDs, and
other personal data
https://cybernews.com/security/college-recruitment-database-leaking-nearly-1-million-
students-gpas-sat-scores-ids-and-other-personal-data/

Al firm with ties to U.S. government exposes billions of documents in breach
https://www.biometricupdate.com/202405/ai-firm-with-ties-to-u-s-government-exposes-of-
billions-of-documents-in-breach
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1. ChatGPT Data Breach Confirmed as Security Firm Warns of Vulnerable Component
Exploitation
https://www.securityweek.com/chatgpt-data-breach-confirmed-as-security-firm-warns-of-
vulnerable-component-exploitation/

2. Cyber Security Vulnerabilities and Their Business Impacts
https://www.verizon.com/business/resources/articles/s/cyber-security-vulnerabilities-and-
their-business-impact/

3. Forta Sheds Light on GoAnywhere MFT Zero-Day Exploit Used in Ransomware Attacks
https://thehackernews.com/2023/04/fortra-sheds-light-on-goanywhere-mft.html

4. Mitigating Cloud Vulnerabilities
https://media.defense.gov/2020/Jan/22/2002237484/-1/-1/0/CSI-MITIGATING-CLOUD-
VULNERABILITIES 20200121.PDF

5. Most Common Types of CyberVulnerabilities
https://www.crowdstrike.com/cybersecurity-101/types-of-cyber-vulnerabilities/

6. MOVEit Vulnerability Impact: Over 500 Organizations, 34M+ Individuals and Counting
https://www.spiceworks.com/it-security/security-general/articles/moveit-vulnerability-
impact-victims/

7. What is a zero-day exploit?
https://www.ibm.com/topics/zero-day
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9. 23andMe’s data hack went unnoticed for months
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10. 23andMe confirms hackers stole ancestry data on 6.9 million users
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1. Cloud Basics, Best Practices & Implementation

https://www.okta.com/blog/2020/12/cloud-security-basics-best-practices-implementation/

2. KidSecurity's user data was compromised after the app failed to set the password
https://cybernews.com/security/kidsecurity-parental-control-data-leak/

3. India’s national logistics portal exposed sensitive personal data trade records
https://techcrunch.com/2023/10/02/india-national-logistics-portal-marine-data-expose/

4. List of Data Breaches and Cyber Attacks in 2023 - 8,216,886,660 records breached
https://www.itgovernance.co.uk/blog/list-of-data-breaches-and-cyber-attacks-in-2023

5. Spotify music converter puts users at risk

https://cybernews.com/news/spotify-music-converter-puts-users-at-risk/
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1. APT definition.

https://www.cisa.gov/topics/cyber-threats-and-advisories/nation-state-cyber-actors

2. CrowdStrike: CrowdStrike 2023 Threat Hunting Report
https://www.crowdstrike.com/resources/reports/threat-hunting-report/

3. IBM Security: IBM X-Force Cloud Threat Landscape 2023 Report
https://community.ibm.com/community/user/security/blogs/sarah-dudley/2023/09/13/x-

force-cloud-threat-landscape-2023
4, Mandiant: M-Trends 2023 Report

https://services.google.com/fh/files/misc/m trends 2023 report.pdf

5. Palo Alto Networks: 2023 Unit 42 Ransomware and Extortion Report
https://start.paloaltonetworks.com/2023-unit42-ransomware-extortion-report

6. How APT groups ramped up in 2023

https://www.techradar.com/pro/how-apt-groups-ramped-up-in-2023
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https://cloudsecurityalliance.org/artifacts/cloud-controls-matrix-v4/
https://www.cisa.gov/topics/cyber-threats-and-advisories/nation-state-cyber-actors
https://www.crowdstrike.com/resources/reports/threat-hunting-report/
https://community.ibm.com/community/user/security/blogs/sarah-dudley/2023/09/13/x-force-cloud-threat-landscape-2023
https://community.ibm.com/community/user/security/blogs/sarah-dudley/2023/09/13/x-force-cloud-threat-landscape-2023
https://services.google.com/fh/files/misc/m_trends_2023_report.pdf
https://start.paloaltonetworks.com/2023-unit42-ransomware-extortion-report
https://www.techradar.com/pro/how-apt-groups-ramped-up-in-2023
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