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閉会の挨拶



テーマ

クラウドセキュリティの未来

〜AIと自動化がもたらす変革〜
Congress 2024

テーマ
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AI技術の進展と自動化の導入により、クラウドセキュリティの分野は大きな変革を迎えています。こ
のCongressでは、AIと自動化がクラウドセキュリティにどのような影響を与えるのか、具体的な事例や
技術的な側面から掘り下げて議論します。最初に、基調講演でクラウドの歴史と未来の展望を示し、各
ワーキンググループから最新の知識を共有します。最後に、パネルディスカッションでは、クラウド
サービスにおける個人情報保護の現状と課題を深掘りし、具体的な戦略を探求します。
クラウドセキュリティの専門家が最新の知見を共有し、実務に直結する洞察を得る貴重な機会ですの

で、是非、ご参加ください。



プログラム
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時間 講演者 講演テーマ

14:10-14:40 基調講演１：大和敏彦氏
CSAジャパン副会長

「クラウド活用の変遷とセキュリティ脅威

14:40-15:10 基調講演２：笹原英司氏
CSAジャパン代表理事

欧州セキュリティ認証制度（EUCC）とCSA STAR/CCM」

15:10-15:20 休憩

15:20-15:50 WG講演１：笠松隆幸氏
CSAジャパンAI WG

AIセキュリティ

15:50-16:20 WG講演２：諸角昌宏氏
CSAジャパンCCM WG

Cloud Controls Matrixの全体像

16:20-16:50 WG講演３：根塚昭憲氏
CSAジャパンCASB WG

AIを活用したクラウドセキュリティの自動化

16:50-17:00 休憩

17:00-17:30 スポンサー講演：
メイソンコンサルティング株式会社様

サプライチェーン防衛：
事業を支える強靭なサプライチェーンセキュリティ構築の戦略

17:30-18:30 パネルディスカッション
「クラウドサービスと個人情報保護」

モデレーター：山崎英人氏CSAジャパン クラウドプライバシーWG

パネリスト：加藤尚徳氏KDDI総合研究所グループリーダー、一般社団法人次世代基盤政
策研究所理事・事務局長
倉持尚剛氏CSAジャパン クラウドプライバシーWG

18:30-18:35 閉会挨拶：寺尾敏康

18:35- 懇親会（自由参加）
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CSA Chapter of Excellence awards

Japan Chapter

These translations make CSA research aThe CSA Japan Chapter enjoys a chapter 
membership of over 200 individuals and over 35 corporations. They have translated 
several documents into Japanese in 2021, such as:
State of Cloud Security Risk, Compliance, and Misconfigurations
STAR Level 1: Security Questionnaire (CAIQ v4)
Cloud Threat Modeling
CCM & CAIQ v4
Cloud Incident Response Framework
IoT Security Controls Framework Version 2
Key Management when using Cloud Services
The 12 Most Critical Risks for Serverless Applications

These translations make CSA research artifacts  widely available to Japanese 
speakers, improving cloud security awareness in Japan. Currently, the CSA Japan 
Chapter is working on mapping/reverse-mapping between the Japanese 
government’s Information System Security Management and Assessment Program 
(ISMAP) and the CCM.
In addition, the chapter has been successfully organizing a summit and congress 
event every year since its inception with an average of around 500 participants.

https://cloudsecurityalliance.org/chapters/awards

https://cloudsecurityalliance.org/artifacts/state-of-cloud-security-risk-compliance-and-misconfigurations-japanese-translation/
https://cloudsecurityalliance.org/artifacts/star-level-1-security-questionnaire-caiq-v4-japanese-translation/
https://cloudsecurityalliance.org/artifacts/cloud-threat-modeling-japanese-translation/
https://cloudsecurityalliance.org/artifacts/ccm-and-caiq-v4-japanese-translations/
https://cloudsecurityalliance.org/artifacts/cloud-incident-response-framework-japanese-translation/
https://cloudsecurityalliance.org/artifacts/iot-security-controls-framework-version-2-japanese-translation/
https://cloudsecurityalliance.org/artifacts/key-management-when-using-cloud-services-japanese-translation/
https://cloudsecurityalliance.org/artifacts/the-12-most-critical-risks-for-serverless-applications-japanese-translation/


 SECtember.ai Global
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https://web.cvent.com/event/bed6d81b-75a1-4795-87ce-
fdfc30131221/summary?RefId=Symposium&utm_campaign=Symposium&utm_medium=web&utm_source=Web

Changing the way the cloud and cybersecurity industry meets isn’t always easy. We rely on our strengths, agility 
and wisdom to deliver the optimal event experience and engagement opportunities to our expansive 
community of industry leaders and professionals. To best serve the community, we are repositioning CSA’s 
SECtember.ai conference from an in-person event into two virtual events: SECtember.ai Global(September 
26th) and CSA Global AI Symposium (October 22nd-24th). This enables us to broaden our reach and better 
deliver the content and tools you need to successfully navigate the intersection of cloud security and AI.

SECtember.ai Global is a half-day virtual conference that is chock full of key thought leaders on security for AI 
and cloud. This free event will deliver an update on CSA’s AI Safety Initiative research and tools, and provide a 
preview of the content to come in our multi-day virtual conference in October. Participation is FREE! Register 
now and secure your spot today.



CSA Global AI Symposium
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https://www.sectember.ai/event/1307b260-fb76-4b3f-a134-
325891adf3dc/websitePage:5b909f5e-65f8-43b1-97dd-19ea9a7435f8?RefId=Main

To keep pace with the breakneck speed of evolving AI tools and technologies, CSA is combining two of our 
premier 2024 events, SECtember.ai and the virtual AI Summit, into one expanded event: CSA Global AI 
Symposium. This 3-day virtual event, taking place online October 22-24, 2024, taps into the groundbreaking 
content developed by AI and security leaders for SECtember.ai, CSA’s flagship event focused on the intersection 
of generative AI and cloud security.

The Global AI Symposium is a free virtual event, enabling CSA to expand delivery of innovative content by 
innovative leaders to a vast global audience of cloud security professionals, executive decision makers, and those 
just beginning their cloud journey. Attendees will hear from experts at the forefront of AI and cloud as they 
deliver insights into how AI can benefit cybersecurity, how malicious attackers are using it, what guidelines we 
can follow for responsible usage, and more.

The Global AI Symposium is the industry’s must-attend event to gain a holistic understanding of the future of AI 
disciplines and receive pragmatic advice on managing risks and gaining benefits from generative AI in the cloud 
today

https://sectember.ai/
https://sectember.ai/
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CSA Working Group https://cloudsecurityalliance.org/research/working-groups
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https://www.cloudsecurityalliance.jp/site/?page_id=29765

AI Resilience: A Revolutionary 
Benchmarking Model for AI Safety

AIレジリエンス：AIの安全性に関
する革命的なベンチマークモデル

Principles to Practice: Responsible AI 
in a Dynamic Regulatory Environment

原則から実践へ：ダイナミックな規
制環境における責任あるAI

AI Organizational Responsibilities 
- Core Security Responsibilities

AI組織の責任：コアセキュリ
ティの責任



CSA publication 
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https://cloudsecurityalliance.org/research/artifacts

AI Risk Management: ThinkingBeyond Regulatory 
Boundaries

Release Date: 11/13/2024

AI Organizational Responsibilities - Governance, Risk 
Management, Compliance and Cultural Aspects

Release Date: 10/21/2024

AI in Medical Research: Applications & Considerations

Release Date: 09/25/2024

Don’t Panic! Getting Real about AI Governance

Release Date: 09/18/2024

Using AI for Offensive Security

Release Date: 08/06/2024

AI Model Risk Management Framework

Release Date: 07/23/2024
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ワーキンググループは、CSAジャパンの会員であればだれでも参加できます。
また、会員以外の方は、1度だけオブザーバ参加できます。

•CCM WG

•ゼロトラストWG

•翻訳WG

•IoT WG（作業休止中）

•クラウドセキュリティWG

•CASB WG

•プライバシWG

•健康医療情報管理 WG

•DevSecOps／サーバーレスWG

•クラウドセキュリティ自動化
WG

•AI WG

•CCAK WG

•ガイダンスWG
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https://www.cloudsecurityalliance.jp/site/?page_id=29238
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https://www.cloudsecurityalliance.jp/site/?page_id=6461



ありがとうございました
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CSAの活動 == 「場」の提供！
様々なワーキンググループ活動の「場」
自由な情報発信の「場」

https://cloudsecurityalliance.jp
info@cloudsecurityalliance.jp

https://cloudsecurityalliance.jp/
mailto:info@cloudsecurityalliance.jp
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