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~The Role of CSA STAR in the Italian Cloud Strategy By CSA Italian Chapter
@SECtember 2022

In the presentation, we will show the main objectives of the Italian government's
cybersecurity and cloud strategy with a focus on the new National Cybersecurity
Agency role and the new cloud security requirements for cloud providers in the
public administration market where CSA STAR certification (level 2) is going to play

a strategic role in the next years.
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(https://digital-strategy.ec.europa.eu/en/factpages/italy-2024-digital-decade-country-report)
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Observed and forecasted Key Performance Indicators as percentage of the EU target
Italy

VHCN 5916% 40.4%

FTTP 59°6% 40.4%

Digital
Overall 5G 0'5%  Infrastructures

Edge Nodes 8%
&
> Dll 67:4% 32.6%
o
Ie) Cloud 7:3'5%; 26.5%
2
2 Data Analytics 35'5% 64.5% Digital
@ Transformation
2 Al G of Business
= H
z
O Unicorns 7.0%; 30%
g
> Basic Skills 5T2%%) 42.8%
x Digital Skills

ICT Specialist perc. 41% 59%
DPS Citizens 68:3% 31.7%
DPS Businesses i76:3%] 23.7% Digitalisation of

Public Services

‘ eHealth 8217% 17.3%

® Country coverage (% of the EU target) Distance from the EU target

*2023: last observed data (DESI 2024, SDDR24); 2024-2030: forecast as per Member States' trajectories

Hifl - European CommissionlItaly 2024 Digital Decade Country Report1(2024£7R822HE #)
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CSA STAR Registry

Security, Trust, Assurance, and Risk Registry

HOME REGISTRY SUBMIT TO REGISTRY CONTACT US RESOURCES STAR SOLUTIONS

Home = STAR > Registry > Listings for Roche Diagnostics ltaly

Listings for Roche Diagnostics Italy

Roche is the largest biotechnology company in the world, strongly research-oriented and with a pioneering vision in the health field thanks to its ability to
combine diagnostic and pharmaceutical excellence. Founded in Basel in 1896 by Fritz Hoffmann and Adele La Roche, the Italian branch is among the first
to be opened the following year in Milan. Roche Diagnostics ltaly is a leader in the field of in vitro diagnostics and in cancer diagnostics on tissues with a
wide range of high-tech products and dedicated services. Lately, Roche Diagnostics Italy has enlarged its portfolio to include Digital Solutions.

DiaStock

DiaStock is the innovative cloud-based warehouse
management system (WMS) distributed by Roche to
bring 360-degree operational efficiency to your lab’s

wareh

Listed Since: 2020-05-22

Viewics
Viewics is an end-to-end laboratory analytics platform
that surfaces actionable insights that empower you to

improve patient care, operational effectiveness,

Listed Since: 2020-10-21
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CLASSIFICATION OF FEATURES SECURITY DATA OPERATIONAL
CLOUD SERVICES REQUIREMENTS LOCALIZATION MANAGEMENT
PUBLIC . ‘ T
Public Cloud services not subject to Extra EU Not Qualified
NOT QUALIFIED EU ot £u aal el
[EXTRA EU / EUI reguianons e P

Public Cloud services subject to EU
regulations Typical security controls

Qualified Public Cloud services
with management of encryption
keys in Italy

Encryption with management

Qualified Private and Hybrid Cloug | ©f the encryption key in Haly
services with management of

encrypfion keys in Italy

Qualified Private Cloud services

qualified with technological and f

cerfification scrutiny )

ii# : Department for Digital Transformation of the Presidency of the Council of Ministers (DTN) and the National Cybersecurity Agency (ACN)
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' ’ N CURRENT DISTRIBUTION
' ,' OF DATA CENTER

~

ADMINISTRATION

DATA AND SERVICES

I NSH is formed by at least
| 4 data centers distributed

across two regions

ORDINARY STRATEGIC

data and services

data and services

BE B

\
PUBLIC 2 soet
NOT QUALIFIED . .
(EXTRA EU / EU) Gxzsns]
~

QUALIFIED CLOUD

ii# : Department for Digital Transformation of the Presidency of the Council ot Ministers (DIN) and the National Cybersecurity Agency (ACN)
[Ttalian Cloud Strategy1(2021£F9A8H) (https://innovazione.gov.it/notizie/articoli/en/the-italian-cloud-strategy/)
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(https://www.enisa.europa.eu/events/enisapolicyconference-v2_pub.pdf)

BLAN-fEERIL—-AD—2: *ACNIIZETFICCSIRT Italia%zisO

EA 5 measure of the national strategy 1
N I S 2 ;E . are aimed at improving cyber crises stengmeted Gericiae: Full integration with the EU, NATO
u managament. managemelnt, with the National and international relevant
CyberSecurity Cell (NCS) and the wigehanisme
. . Agency at its core. '
2 measures dedicated to exercises

i PR g o

fas
%o @
CyCLONe =

“PERIMETER" ENTITIES |

csiers @ CSIRT Italia S ==

~e~a 1~ 8 : National Cybersecurity Agency (ACN)IItaly’s plans to implement NIS2 Directivel(202241H26H)
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Risk management measures and reporting obligations

N ISZ;E ) . ___________ Classified Information Systems (CIS)
E ﬂ: ) National Security Perimeter for Cyber
e " NISIOESwith

Strategic pubhc Services  nation-wide services |

-24H§FHE]H|*.| AS IS

_\\ ;
I - ‘ I ) Lic [I Common public services
; 2 B l Public administration NIS1 sectors Telco i NIS2 sectors | sectors

it
Classified Inf tion Syst (CIS
- 17E uw assified Information Systems

National Security Perimeter for Cyber

 Strategic public services

TO BE

Common public services

Other
Public administration NIS1 sectors Telco i NIS2 sectors : sectors
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Use case: Tiered risk management measures and reporting obligations in PA

Public digital service &@
i

Classification ACN
Public Administration Datacenter Cloud Provider
Compliance ‘.;E: Qualification -
ex-post supervision = ex-ante supervision
Service criticality level Service criticality level

| Strategic | | Strategic |
| Critical | | Critical |
| Common i | Common |

Qualification level for
cloud services

Qualification level
for infrastructures

Critical Strategic Requirements Critical Strategic

Compliant public administration infrastructure Qualified Cloud Service (and infrastructure)
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(https://www.youtube.com /watch?v=qXR0Zs45n91)

Al Safety Initiative Updates

4 new research deliverables
* LLM Hardening
* LLM Threats taxonomy
+ Risk Management framework
«  Offensive Security

Thousands of students have

completed Free Online Course
: :

MWWL&E Engl ;

Roadmap for STAR for Al

Go to www.cloudsecurityalliance.ai
for all the updates

Al Controls Framework

Currently being developed by Al Controls Working Group(Ingredients)
+  CSA Cloud Controls Matrix
*  LLMThreats Taxonomy & assoclated categorization research
+  Other CSA & 3" Party Al research
Should be mapped to major Al Safety Standards & Regulations (e.g. EU Al Act, ISO 42001, etc)

{8 : Cloud Security Alliance [CSA's AI Safety Initiative Update and the Road to the Global AI Symposiuml(202459H26H)

(https: //www.youtube.com /watch?v=qXR0Zs45n91)
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