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What technical skills are you
most looking for right now
when hiring?

What technical skills do you think

are most in demand for security
professionals looking to advance

FIGURE &

2024 Global Cybersecurity Workforce Gap

4,762,963 ...

EUROPE

392,320
+12.8%

their careers?

FIGURE 3

HIRING MANAGERS NON-HIRING MANAGERS

REGIONS

Cloud computing security

28% Security engineering

Rizk assessment,
analysis
and management

25% Application security

NORTH
AMERICA

542,687
+4.0%

ASIA-PACIFIC
3,374,580
+26.4%

MIDDLE EAST
& AFRICA

124,978
+11.8%

LATIN AMERICA
328,397

Security analysis

Ar s8091 %107 AHOTEH (BELRROX vy F)

»

Governance, risk
management and
compliance (GRC)

Artificial intelligence!
24% machine learning (Al/ML)

Base: 8,154 glohal cybersecurity professionals

() EFARIZROHBREIL
(B) v UT77yv7&BETEX LV T+ EMARICRLRO SN I HMHRFIL

“2024 1SC2 Cybersecuirty Workforce Study” 1SC2, 2024-10-31
https://www.isc2.org/Insights/2024/10/ISC2-2024-Cybersecurity-Workforce-Study (2024/11/13)
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CAASM CAD CASB

Cyber Asset Attack Surface Management Cloud Application Discovery Cloud Access Security Broker
SSE/SASE CDPG CDR

Secure Access Service Edge Cloud Data Protection Gateway Cloud Detection & Response
Chaos Eng CIEM Cloud Data Backup

Chaos Engineering

Cloud Infrastructure Entitlement
Management

Cloud DLP

Cloud Data Loss/Leak Prevention

CMP

Cloud Management Platform

Container Security

CSMA CSPM CWPP
Cyber Security Mesh Architecture Cloud Security Posture Management Cloud Workload Protection Platform
DSPM WAAP |dentity-based Segmentation
Data Security Posture Management Web Application & API Protection
Immutable Infrastructure KMaaS MTD

Key Management as a Service/HSM Moving Target Defense
SaaS Delivered 1AM SMP SRS

SaaS Management Platform

Security Rating Service

SSPM

SaaS Security Posture Management
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CASB (Cloud Access Security Broker)
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CDPO (Cyber Defense Planning Optimization)
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CDPO
(Cyber Defense Planning & Optimization)
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(Automated Security Control Assessment)
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CDPO/ASCA

CDPO ASCA
(Cyber Defense Planning & Optimization) (Automated Security Control Assessment)
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Devices
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External Remote Services
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( Royal Ransomware )
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