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CSA STAR Registry

Security Trust Assurance and Risk Registry

P YYP.S
MW

CONSENSUS ASSESSMENTS INITIATIVE QUESTIONNAIRE v4.0.2

| it your Eny . . CSP CAIQ SSRM Control
e Question ID Question .
Answer Ownership
Are baseline requirements to secure different applications established, documented,  Yes
e and maintained?
CSP-owned
100 Percent IT, Ltd. Are technical and operational metrics defined and implemented according to Yes
100 Percent IT offers a wide range of managed LT services and support. Our success is due to the innovation and hard werk from our team, over the last two. AI 5'03.| business OhiEC[iVES, SE(LIrit)' requirements, and (Dmpliance Dbligations!
rdless of busi L we the solutions you need for today and years to com.
Regitered since: February 16, 2018 CSP-owned
Is an SDLC process defined and implemented for application design, development, Yes
deployment, and operation per organizationally designed security requirements?
AlS-04.1
3DGIS srl
Shared CSP and CSC
Built on multiyear e in GaslCT design and G L el ot of omputer s ins. e s Does the testing strategy outline criteria to accept new information systems, Yes
e pat P geospat ain, P an fol
- - upgrades, and new versions while ensuring application security, compliance adherence,
+
AIS-05.1 and organizational speed of delivery goals?
Shared GSP and CSC
Is testing automated when applicable and possible? Yes
AlS-05.2

51 )L

AN A
271X

>

-~

CSP Implementation

Description
(Optional/Recommended)
Microsoft Azure has established
baseline configuration standards and

procedures are implemented to

monitor for compliance against these

Microsoft Azure and Dynalﬁicsr
manage Security and Privacy key

performance indicators (KPIs) to
Microsoft Azure’s software

development practices are aligned

S JEY——

with the Microsoft Security
Development Lifecycle (SDL)
Microsoft Azure has established
software development and release
management processes to control
implementation of major changes.
Security testing is performed in the
Microsoft Azure perform security

testing in the imp tation

CSC Responsibilities

(Optional/Recommended)

Customers are responsible for
developing and following a secure
software development program for

the customer environment.

Customers are responsible for
developing and following a secure
software development program for

the customer environment.

Customers are responsible for

devel

ping and following a secure

verification and release phases of the software development program for

5|F : Microsoft Azure®Star1
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CCM EXCEL>— kDAY

| Introductio

2 CCM Control Specifications and Applicability Matrices
DTEEROAE. ERIEEZF
2 Implementation Guidelines
PCCMOEREEMITHA K
2 Auditing Guidelines
dCCMOEBEEREMRITOHA F
2 Scope Applicability (Mapping)
DRI ED<TVELY
> CAIQ (Consensus Assessment Initiative Questionnaire)
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CCMMDAZE (Control Specifications and Applicability

Matrices : 1)

KA > EEEROD Y—ERETILEDF I T—%T9F %
NE BEELXBFETIVIZHE T 2R T OFRAL LAY

‘ ‘ ’;' CLOUD CONTROLS MATRIX VERSION 4.0.2

- Typical Control Applicability and Architectural Relevance - Cloud Stack Components

Audit & Assurance - ASA

Establish, document, approve, communicate, apply, evaluate and maintain audit and

Audit and Assurance Policy and

Audit & Assurance Proced A&A-0I assurance policies and procedures and standards. Review and update the policies and Shared Shared Shared TRUE FALSE FALSE FALSE TRUE TRUE
rocedures procedures at least annually.
) Lo | s S = B - 7 Vi— e FIBe LI CDNTHEY, XEL #55. @E 8
. . BETE - {REEMA ) 20— & Fh BE - o) a3 2 . HGD mE. E
BE - HiE mB " e T A&A-0I . . Shared Shared Shared TRUE FALSE FALSE FALSE TRUE TRUE
e x Al il #IFEL G B EIELE 2T B,

. Conduct independent audit and assurance assessments according to relevant
Audit & Assurance Independent Assessments A&A-02 Shared Shared Shared TRUE TRUE TRUE TRUE TRUE TRUE
standards at least annually.
. o s DI EHEID, BET SEEI i TR LISEES L MR mEE
EE - R Jbar L F3RE A&A-02 ; ; CEOFID. MRS o TR LR ® (RAESFE e Shared Shared Shared TRUE TRUE TRUE TRUE TRUE TRUE

Perform independent audit and assurance assessments according to risk-based plans
Audit & Assurance Risk Based Planning Assessment A&A-03 Shared Shared Shared TRUE TRUE TRUE TRUE TRUE TRUE

and nnliriac
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CCMMDAZ (Control Specifications and Applicability

Matrices : 2)

xf i AR P SRR

Organizdtional Relevance

C b it Architect Supply Ch L
YRErSECUt | Internal Audit | e Operations |Legal/Privacy | GRC Team upply Chain anguag
Team Development Management

TRUE FALSE FALSE FALSE TRUE TRUE TRUE TRUE TRUE FALSE

EN
TRUE FALSE FALSE FALSE TRUE TRUE TRUE TRUE TRUE FALSE

JP
TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE FALSE FALSE

EM
TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE FALSE FALSE

JP
TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE FALSE FALSE

EM

L) [BFEER) D71 /LFZ—ICkLY, THRXGZE) [EZE) HBU/EL T@H) DERH A,
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CCMMDAZ (Control Specifications and Applicability

Matrices)® =k

2 Typical Control Applicability and Ownership matrix
>H—EXETI/(laaS. PaaS. SaaS)DETHNEHRKRIZDOWT, ZEEMLGERREET
IVDFREE L B ATREE Z ad
>CSPECSCHOEFEMD R
> " CSP-Owned “
2 "CSC-Owned ”
> "Shared”: CSP & CSCOEITEEFZHE

2 Architectural Relevance and Cloud Stack Components matrix
d7—FTIVFYDERLAY
IZEBRODT7T—F TV F v LOBEEEZRLD
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CCMMDAZ (Control Specifications and Applicability

Matrices)® =k

2 Organizational Relevance matrix
> %t A /&R

PFEHERE, MBRADEY SV FEEKREICK 2T DXL DREEEZCH
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CCMMAZA (Implementation Guidelines, Auditing

Guidelines, Scope Applicability (Mapping) )

> Implementation Guidelines (EfgHA4 K54 )
DCCMEBROERGEICET SIRE. #HE, HlZzitah

> Auditing Guidelines (BEEZBMITHA 514 V)
DICM EBEEZAEZICL, EEI S L ZHB
DEBRDEEMREMZM LI, AL YDEMICODTSATUOREERTES
£2I29 %,

> Scope Applicability (Mapping)
PCCMVAE, V59 FaAVEA—T4 V7950 aAVEA—TAVJICEHET SR
¥ (1SO 27001/2/17/18. NIST SP800-53% &) BLURR TS T4 X (CIS
v8.0) LEEERDYYELY

cloud
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CCMOAHZA (Implementation Guidelines)

EEEMITOHA LS4V e

CGIVi CLOUD CONTROLS MATRIX v4.0.10

Zowutso. ) Control ) o
) Control Title Control ID ) ) Implementation Guidelines
Domain Specification

Audit & Assurance - A&A

Establish, document, Both the cloud service provider (CSP) and cloud service customer (CSC) should develop a "customized integrated framework” of audit and assur
approve, communicate, This framework should incorporate/demonstrate compliance to leading industry standards and self-imposed business requirements while providi
apply, evaluate and controls to assess the respective cloud environment and corresponding services.

maintain At a minimum, audit and assurance policies and procedures should include:

audit and assurance

policies and procedures a. Audit and assurance functions indicating purposes, responsibilities, authorities, and

Audit &  Audit and Assurance AZA-01 and standards. Review  accountabilities to ensure organizational independence, professional care, audit objectivity,
Assurance Policy and Procedures ” and update and proficiency,
the policies and b. Audit and assurance plans,
procedures at least <. Audit development policies and procedures to determine criteria and assertions against which
annually. the subject matter will be assessed, quality assurance and supervision, sufficient and appropriate

evidence, in accordance with commonly accepted frameworks and audit best practices,
d. Audit reporting to communicate audit results and findings,
e. Follow-up activities to monitor audit findings implementation progress
BEE - Ri@A) HSOEY—ERIONAE (CSP) £H5T FH—FRARSY (CSC) @I, BEESRBIEOHR Y —EFBII2LT AR XSHI

y—rFlas g RINFTHS, . . . . _
oL COIL-LU-0R EU5TFREXAGT 5T - REFET H0I0. TREOBNGEATESL S S ITEURREELENS
DLTHEY, ME % et AT RETHE,

b, #EB. E &

B . . ke . . BE - REORUL-RUFHEIT, BB, UT280<ETHA,
=8 R %f;figgu Aga.0r B BRI EFRED U law, o comut. SPesER EZTOTEM REEERRT SO0, 6. BE. R HARELLETL REE ORI
; o B EEFIEL b. B E B & URAFSHEL
Fa-75%, CEERESFEINARERUIFEEATT 2 OOBRERMAHRUTIE RERIRVES. —BOIIAEFL L AOSNTL— 4
DT 4 ANTHE 5 T FEHL
« » ..| Introduction | CCM | Implementation Guidelines | Auditing Guidelines | .. & : [«] [

P .Y.d Sl
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CCMORAE
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CC vl |CLOUD CONTROLS MATRIX v4.0.10
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Control

Control Title |Control ID Control Specification

Domain

Audit & Assurance - A&A

(Auditing Guidelines)

EEARIT
HAFES1Y

Auditing Guidelines

Audit & Audit and Establish, document, approve, communicate, apply,  |. Examine policy and procedures to confirm content adequacy in terms of purpose, authority and accountability, responsibilit
uet dertan ] evaluate and maintain communication, reporting, and follow-up.
Assuranc  Assurance Policy A&A-01 audit and assurance policies and procedures and 2. Examine audit charter and determine if independence, impartiality, and objectivity are guaranteed.
2 and Procedures standards. Review and update 3. Examine policy and procedures for evidence of review at least annually.
" . Ergr  BEEOP U — ¢ FIFEEECOLTRES, X LRV - FIEERIEL. BE. #ERCEE EE HFE. 3122V —va. S P70 7o JOBEOS S AEr
g . gy o (B il _ _ . _
E=-ROEE-REOTY jea01 B AR 3tazs->av, E@A. WE &S 02 e s - o
=F b FEx Ehn< e HEIEL Cam15 LEEEEAHERIL, IBTM. AFE. FREUEPRIESLTHA0E 20E R TS,
S - ° 3.8 EFHMERMEL. LU CELEIR. LY -DEREEET 2,
Audit & Conduct independent audit and assurance I. Examine the process to determine standards and regulations applicable to the organization's systems and environments.
Assuranc Independent A&A-02 @ssessments acco rding to 2, Determine if the organization maintains and reviews a list of such standards and regulations.
Assessments | t standards at | t I 3. Determine if senior management exercises oversight over the independence of the assessment process.
K relevant standards at least annuaily. 4. Determine if the audit plan is informed by previous assessments, and is scheduled on an annual basis.
Nl r b EIE, EETAEE I oTaT L e L0 AT LS EE BRI NAEE L RAERATT ALH0 T 0w EEET 5,
= ] e - ) HE s 57 Bija ! f = WS A B .
= 8T L 1S4 AGAD2 B & URIESHELEET 5. MBS TOLSERBPRAD Y2 FERFL, LE2 L TLANEI0E T B
= EREEBSFE I OCAOHIMEREL T AN 20T LT 5,
4. BEStES. RIOOFHS SEEEITSY. ERN-ATHESIN TV S E 20 ESHET S,
Audit & Risk Based Perform independent audit and assurance |. Examine the process for determining the risks applicable to the organization's systems and environments.
Assuranc B A&A-03 assessments according to 2. Determine if a list of such risks is maintained and reviewed.
iek-b dol d lici 3. Determine if senior management exercises oversight over the applicable risks.
€ Assessment risk-based plans and policies. 4. Determine if the audit plan is risk-based, and is scheduled on an annual basis.
Dzsr—z@t@EEFEY) > —[Cit-T, B2 LEBO 2T LERRIOERZNA Y RV ERAFET A IO EHET 5.
g . YR &7 ~_R—ZMHE . , ) %4 I 45 42 f R .
Z-F URY DETE ABA03 B REEEEERTS. 2%@:1:9&\{_29@)2%?3%&%8?‘1\ L Ea "?nm\éb EImEHET B
e P 3 EREEEOELT AU EREL TLAD E 30 EHET 5,
ABETE@ENN) IO THRY, FERN— I TEEINT I S60 M 50 % REr T
« » ___| Infroduction | CCM | Tmnlementation Guidelines | Auditina Guidelines |J Scone ... @ [l [
P .YV.d U=V
| Y2~ o L Copyright © 2018 Cloud Security Alliance Japan Chapter https:/cloudsecurityalliance.jo/
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Control Domain Control Title

Audit and Assurance Policy and
Procedures.

Audit & Assurance

Audit & Assurance Independent Assessments

Audit & Assurance Risk Based Planning Assessment

Audit & Assurance Requirements Compliance

Audit & Assurance Audit Management Process

fth B

PoY g Bl
e Lala

. Japan Chapter

CIS,

CLOUD CONTROLS MATRIX v4.0.5

Control ID

Control Specification

Audit & Assurance - A&A

A&A-01

A&A-03

A&A-04

A&A-05

Establish, document, approve, communicate, apply, evaluate and maintain
audit and assurance policies and procedures and standards. Review and update
the policies and procedures at least annually.

Conduct independent audit and assurance assessments according to

relevant standards at least annually.

Perform independent audit and assurance assessments according to
risk-based plans and policies.

Verify compliance with all relevant standards, regulations, legal/contractual,

and statutory requirements applicable to the audit.

Define and implement an Audit Management process to support audit
planning, risk analysis, security control assessment, conclusion, remediation
schedules. report generation, and review of past reports and supporting evidence.

Establish, document, approve, communicate, apply, evaluate and maintain

a risk-based corrective action plan to remediate audit findings, review and

Control Mapping

No Mapping

7.2

No Mapping

No Mapping

M£%t®7v

2y

Gap Level

Partial Gap

Full Gap

Partial Gap
Full Gap

Full Gap

CIS v8.0

Addendum

Recommend the full ¥4 control specification to be used to close the gap.

Portion in the mapped control(s) contributing to the partial gap, that

is, covering in part the V4 control

(8.1) 'Establish and maintain an audit log management process’,

‘Review and update documentation annually’.

The full ¥4 control specification is missing from CI5v8.0 and has to be used to close the gap.

Recommend the full ¥4 control specification to be used to close the gap.
Portion in the mapped control(s) contributing to the partial gap, that

is, covering in part the V4 control: (7.2) ‘Establish and maintain

a risk-based remediation strategy”

The full ¥4 control specification is missing from CI5vB.0 and has to be used to close the gap.

The full ¥4 control specification is missing from CI5v8.0 and has to be used to close the gap.

The full ¥4 control specification is missing from CI5v8.0 and has to be used to close the gap.

(Scope Applicability (Mapping) )

Control Mapping

Part
No Mapping Ful
No Mapping Ful
No Mapping Ful
No Mapping Ful

PCIDSS, ISO/IEC27001/02/17/18, NIST SP800-53 revb, etc.

Copyright © 2018 Cloud Security Alliance Japan Chapter
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