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About the interview partner
How does collaboration contribute to a secure supply chain?

Michael Deckert is an expertin Cyber Cybersecurity is a team sport: internally, the various specialist departments from

security in the supply chain at Siemens. purchasing to IT must work together to identify risks at an early stage. But we also

need collaboration externally. The business world is becoming increasingly

Since 2019, he has headed the

R . interconnected; we at Siemens alone have thousands of suppliers, who in turn have

Taskforce for ResponSIbI“ty in the Dlgltal thousands of suppliers themselves. If we now tried to keep an eye on the cyber
Supply Chain at the Charter of Trust. security of all the supply chains all year round on our own, we would reach our
breaking point. Only by agreeing on common standards and processes with our

About the series partners can we make it work.

; z . . How is the Charter of Trust working to protect supply chains?
In the Charter of Trust in Action series, we shed light on how the taskforces and

partners of the initiative tackle innovation and promote cybersecurity. Be sure to When we first started talking about supply chain cybersecurity at the Charter of
Trust, we encountered two issues: one was the high volume and complexity of

check out our other interviews as well:
suppliers, and the other was a lack of appropriate tools and approaches. Depending

on the country, industry and company policies, suppliers use different standards,

which make mutual data exchange a challenge.
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[2.6M - 2023 Insurance Group - Japan Branch X

) Dark Web Post 20/06/2023 - W

= 11 =] ||

In January 2023, the Japanese branch of tlw-m-;ul.mrv ¢ -:)'rp.nw-iv"..r.n‘r e Group f¢ E ma II7 hbz ® Eﬁg@j}b*_b ® Jﬁ’E'
The breach was the result of a hack on a third-party contractor and affected primarily auto insuranc — \ —
B nsurance. There is no information that data of customers outside Japan was leaked ﬁl‘ﬁﬂﬁg mﬁ*m@t&ﬁ@j- _g’&m%
2.6M Rows
100Mb Compressed - 1Go Uncompressed
Data
SEQ_ID", "POLICY_NUMBER" , "EMAIL , "CLIENT_ID", "SURNAME" , "SURNAME_KANA", "FIRST_NAME", Languages
FIRST_NAME_KANA", "EXPIRY_DATE - MODEL, "PREMIUM", "PREMIUM_DISCOUNT_INTERNET English
PREMIUM_DISCOUNT_EARLY", "PREMIUM_DISCOUNT_EWARI", "PREMIUM_REASON" , "REGISTRATION_OFFICE
URL , "GENDER", "DATE_OF_BIRTH", "BI_CLAIMS’ , "ONEDOWN_CLAIMS" , "COMMENCEMENT_DATE_RNW",
COMMENCEMENT_DATE_ORG", "REGISTRATION_DATE", "VEHICLE_TYPE
Sample Email Address
979725534676000 NN B :hoocop N BN | 2017/03113 12
3" '44240°1500°,500°,500", 58" "hitps.// I co .;p -«‘ru:-c:'-’t‘. serviet?
Id:_&U('Y‘_HN{CI;JT‘D::)J‘EIK;UTLSO'\ITC*?:F7051u1r71_’_‘drY!pal(]'1:rn&JT.’T]_COH!.‘.’rﬂ_
B 0°,0°,2017/03/13°,2015/03/13°72016/03/11°"13 B AND insurance AND japar
981725532031000°", N . IR 22 hoo.co.ip”, N . 2017/03/13°20"," AND data® AND type:post

1 /*'52610°,1500°,500°,500°",","41" 'https. /N < -i» S redirect serviet? cbmaddec:
ld'—_'.l;(m medium=paf&utm_source=r70&utm_campaign=rn&utm ‘::nnh'nr— -

Entities

L

Explore Results

A=D1 —ry MBreach(lIgfaaN T —IN—-2 Ir5E1%Fs 2 : Cognyte Luminar
https://www.sompocybersecurity.com/column/column/insurance-group-japan-db-sale &b
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