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20 https://www.iso.org/standard/14256.html
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29 A detailed description of attack surface and protect surface can be found in the Zero Trust Advancement Center Resource Hub hosted by the Cloud Security Alliance,
https://cloudsecurityalliance.org/zt/resources/

© Copyright 2024, Cloud Security Alliance. All rights reserved. 27


https://www.linkedin.com/company/cloud-security-alliance/
https://cloudsecurityalliance.org/zt/resources/

EBEHLSEE, LEALRERAGL—T—DT7HI U r2REL. BEEHSAHBEREE. LELEES
HEDZ—XIZEDLOETHEREZBALSIETHIENMONTVSH, ARV FEERLOJICE
BIDENEETY, BERE, BENGEEHSITHERHICREST HOICFARTY, ATREF
X, REDIER (I0C) ZHEL. HEEHM L. SERERET H-OICFARTY, BREOTIRE
DEAH., BEMLTREZRELFEFYS . RENICTEBEAOETDZEETHLOLEREITOI L
NEETY,

BEANDT7 I RAZHERETHATHAMI. ERSIN-FERZHRETLI L. BLUZTDEHITBER
HMISICERNETONDKLIICHE -2 & T, MEMICERT IMINELITEMLEL-, BEMIC
F. SOLSHLRVT—REIFATES. BEMLEROLEREEIZTNELEHBTEHY FEATL,
AMZzELCTY/Ao—0ESE, S5 LET—20BHNE. BE. LEBZAEEICLTVET, ARMICK
HBLE2—DREMRIET CICEELLBLHEVTLED, LAL. T4/ 82—0&SHIE. JY—XIThHhh
PEBEFERM LGNS T I — FEBOTILEZRAREICL. WELET—20AMERRICLET,

TOFSRAMUITSOEZS ) VT EHBFICK, 7O EREROEHNLEER. *v FT—7BEDH
MGER. RFOEXF1) T4\ FOHE. VRVFHBOERE. 1—F—0tFa2 T BHDRIL
NEENFET,

BRI, EZRVITDORBERSERONATNE L, . EZ2 )i BZont=-T—2%44
LYY—I2HHL, REZT/IENBBonTWEL, CITH, BBPAIZERT S LT, 21—
— TIVr—ar, TRAR, 2y bT—=0 DBEERGHICEZF2 YT L. ThE') R YT,
DR H, A—HF—PLRATLEBADEF 1) TABERAL L —Z VT ITHBUDHEHENTES
ER

FARSRAM=\ENG, EVSDEELHHRMTYT ., SHOEEERIN-EHRATE, BRI
MOTIEEAETHRETLHYFEFEA. LML, BEEHLIEZHRL. EEDBLETEANSGLE
RAEY DHERICHEDSCENTERULDD EWVD T, FAEEEMBOLIBRHFNoBRSNLIDITT

FHYERA. TOHET, BEEZFHI-OIZTAFENTOHEREZERL. T2V T L., EETHC
EIFEBDEF T,

Useful References

e Zero Trust Advancement Center Resource Hub hosted by Cloud Security Alliance,
https://cloudsecurityalliance.org/zt/resources/
e US Federal Zero Trust Resource Hub. https://zerotrust.cyber.gov/
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Suggested Reading

e National Security Telecommunications Advisory Committee (NSTAC), Report to President on
Zero Trust and Trusted ldentity Management, 2022
https://www.cisa.gov/sites/default/files/publications/NSTAC%20Report%20t0%20the%20Presi
dent%200n%20Zero%20Trust%20and%20Trusted%20Ildentity%20Management%20%2810-17-2
2%29.pdf

e Zero Trust Maturity Model Version 2, Cybersecurity and Infrastructure Security Agency (CISA).
2023 F4 A
https://www.cisa.gov/zero-trust-maturity-model

e Executive Order on Improving the Nation’s Cybersecurity, The White House, May 12, 2021,
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-o

n-improving-the-nations-cybersecurity/

e Press Release for NSA Guidance on Advancing Zero Trust Maturity Throughout the User Pillar,
US National Security Agency (NSA), 2023

https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/332
8152/nsa-releases-recommendations-for-maturing-identity-credential-and-access-manage/

e Advancing Zero Trust Maturity Throughout the User Pillar, National Security Agency (NSA), March 2023
https://media.defense.gov/2023/Mar/14/2003178390/-1/-1/0/CSI_Zero_Trust User Pillar v1.1.P
DF

e Zero Trust Architecture, National Institute of Standards and Technology (NIST),
Special Publication 800-207, 2020
https://csrc.nist.gov/publications/detail/sp/800-207/final
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