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CSAKER S8E Jim Reavis, Co-founder and CEO, Cloud Security Alliance

lUsing Zero Trust strategies for responsible generative Al adoption |
In this presentation, Cloud Security Alliance CEO Jim Reavis will provide an overview of different major use cases of
generative Al adoption in enterprises. He will discuss the key risks inherent in generative Al with a focus on data
governance. The presentation will outline how zero trust provides an optimal strategy for protecting data,
maintaining privacy and mitigating risks within Al.
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I Artificial Intelligence and Zero Trust]
Artificial intelligence is affecting all facets of Information Technology, and especially security. Understanding where Al
fits within security, and how it will impact Zero Trust environments can be overwhelming. Zero Trust Policies drive
access to Business Information Systems (sometimes also called the protect surface). Al is a tool that can be utilized in
Zero Trust Policies to help support conditional and Just-In-Time access policies.
In this panel discussion, led by Jerry Chapman, the co-chairs of the CSA Zero Trust Working Group, we’ll discuss
how Al can be applied to Zero Trust policies to improve their effectiveness. We will have several viewpoints across

‘\'., i the panel to weigh the options and provide strategic guidance on how to utilize Al effectively within your Zero Trust
| MM | Policies. With all the questi d where and h ilize Al within Information Security, this panel discussi
Steffen olicies. With all the questions around where and how to utilize Al within Information Security, this panel discussion
will provide you with a meaningful understanding of how to apply Al to Zero Trust.
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