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C e l"tiﬁ Cate & T I"ai n i ng https://cloudsecurityalliance.org/education/cczt

baﬂl Membership v STAR Program v  Certificates & Training v  Research v

Register for CSA's free Virtual Cloud Trust Summit to tackle enterprise challenges in cloud assurance.

Certificate of Competence
in Zero Trust (CCZT)

The industry's first authoritative Zero Trust training and certificate.

Take the Exam

The Certificate of Competence in Zero Trust (CCZT) is the industry’s first, most authoritative, vendor-neutral Zero Trust
training and certificate program that delivers mainstream best practices for developing and implementing a Zero Trust
philosophy.The CCZT includes foundational Zero Trust components released by CISA and NIST, innovative work in the
Software Defined Perimeter by CSA Research, and guidance from renowned Zero Trust experts such as John Kindervag,

Founder of the Zero Trust philosophy. Enhance your skills, value, career, and organization with the best Zero Trust
knowledge foundation in the market.



https://cloudsecurityalliance.org/education/zero-trust-training
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CSA Zero TrUSt Working Group https://cloudsecurityalliance.org/research/working-groups/zero-trust

Working Group Overview

This working group aims to develop Zero Trust standards to achieve consistency for wo rking Grou p Lead erShip

cloud, hybrid and mobile endpoint environments. The topic of group discourse include
Zero Trust benefits, architecture, automation and maturity models, publication reviews,

and relevant industry forums and events. ' _
= o v
What do we discuss?

Daniele Erik John Yeoh
During our meetings, we typically discuss changes in the industry and collaborate on Catteddu Johnson
projects the group is currently working on. This group will have the following nine
workstreams:

Working Group Co-Chairs

1. Zero Trust as a Philosophy & Guiding Principles

. Zero Trust Organizational Strategy & Governance
. Pillar: Identity

. Pillar: Device

. Pillar: Network/Environment

. Pillar: Applications & Workload Jerry Jason Chris
. Pillar: Data Chapman Garbis Steffen
. Automation, Orchestration, Visibility & Analytics

. Zero Trust Architecture, Implementation, and Maturity Model
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CSA publication

https://cloudsecurityalliance.org/artifacts/confronting-shadow-access-risks-considerations-for-

zero-trust-and-artificial-intelligence-deployments

CISO Perspectives and
Progress in Deploying
Zero Trust

CISO Perspectives and Progress in Deploying
Zero Trust

Release Date: 06/03/2022 Working Groups:
Software-Defined Perimeter

Zero Trust

Some of the areas covered in this survey include where Zero Trust falls as a priority
in the organization, the percentage of those who have completed related
implementations, top business challenges, and top technical challenges. Through
the survey and upcoming report, CSA is looking to learn where C-level executives
are in terms of their Zero-Trust strategies, pain points, vendor needs, management
requirements/oversight, technical considerations, legacy challenges, adoption rates,
and stakeholder involvement. CSA is dedicated to educating the C-suite, board
members, staff, and stakeholders on the benefits of Zero Trust.
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| Confronting Shadow Access Risks:
Confronting Shadow . < ofe o
Access Risks: Considerations for Zero Trust and Artificial

Considerations for Zero Trust and Al

S Intelligence Deployments

Release Date: 05/06/2024 Working Groups: Al Safety Initiative
Al Technology and Risk
Al Governance & Compliance
Al Controls
Al Organizational Responsibilities
Identity and Access Management

Zero Trust

Zero Trust, centered on the philosophy of “Never Trust, Always Verify,” is positioned
as a countermeasure to Shadow Access, advocating for robust authentication and
vigilant access control. However, the practical implementation of Zero Trust faces
challenges in cloud-native architectures where Shadow Access is prevalent.
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Cloud Trust Summit 2024

Prominent leaders from industry, national and regional regulatory bodies will gather for CSA’s free, one-day Virtual Cloud
Trust Summit to discuss the top challenges for enterprises to achieve cloud assurance requirements in a world of rapidly
changing technology and evolving requirements. Experts in the CSA Security, Trust, Assurance and Risk (STAR) program will
deliver detailed information about how to use the STAR portfolio to rapidly secure cloud adoption and maintain robust
cyber resilience. Attendees will learn the latest trends in cloud assurance, such as continuous auditing, customer-pooled
assessments, cyber insurance and more, and gain insight into the latest metrics and data indicators correlating to robust
cloud security.

This is the must-attend industry event to gain a holistic understanding of the current state and future of cloud assurance
requirements. Join us and register today!
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June 6, 2024 { \m
8:00 AM-1:00 PM PT

. Peter Chronis Jim Reavis lllena Armstrong
Register Now EVP, Chief Information Co-Founder and Chief President
Security Office Executive Officer Cloud Security Alliance
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