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‘ “ ﬁv CLOUD CONTROLS MATRIX VERSION 4.0.2
1

- Typical Control Applicability and Architectural Relevance - Cloud Stack Components

Audit & Assurance - A&A

Establish, document, approve, communicate, apply, evaluate and maintain audit and

Audit and Assurance Policy and

Audit & Assurance Proced A&A-01 assurance policies and procedures and standards. Review and update the policies and Shared Shared Shared TRUE FALSE FALSE FALSE TRUE TRUE
roceddres procedures at least annually.
o B REORY - b EE B RO~ FIEE B O T, XEL. 6D DR i
5E - m B hra Z A&A-0I . . Shared Shared Shared TRUE FALSE FALSE FALSE TRUE TRUE
m= ¥ . 5Pl #FELLC LB FEIELE 2T 5,

) Conduct independent audit and assurance assessments according to relevant
Audit & Assurance Independent Assessments A&A-02 Shared Shared Shared TRUE TRUE TRUE TRUE TRUE TRUE
standards at least annually.
) IR DI LD EID. BET HEMEICHE - TRV LSRR S L Rl s =0
BE - i Jo a7 L 7= A&A-02 ; z N == - Shared Shared Shared TRUE TRUE TRUE TRUE TRUE TRUE

Perform independent audit and assurance assessments according to risk-based plans
Audit & Assurance Risk Based Planning Assessment A&A-03 Shared Shared Shared TRUE TRUE TRUE TRUE TRUE TRUE

and nnlirias
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Organizational Relevance

C b t Architect Supply Ch L
Data ybersecuri Internal Audit renitecture Operations |Legal/Privacy | GRC Team upply Chain anguag
Team Development Management

TRUE FALSE FALSE FALSE TRUE TRUE TRUE TRUE TRUE FALSE

EN
TRUE FALSE FALSE FALSE TRUE TRUE TRUE TRUE TRUE FALSE

JP
TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE FALSE FALSE

EN
TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE FALSE FALSE

JP
TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE FALSE FALSE

EN
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MISA A"
QU JVI CLOUD CONTROLSMATRIX v4.05
Control

Audit & Assurance - ASA

Establish, document, approve, communicate, apply, evaluate and maintain

audit and assurance policies and procedures and standards. Review and update

the policies and procedures at least annually.

Audit and Assurance Policy and
Audit & Assurance AZA-01

Procedures

Conduct independent audit and assurance assessments according to

relevant standards at least annually.

Audit & Assurance Independent Assessments A&A-02

Perform independent audit and assurance assessments according to

i - HAEV4.0.6 THAGZFR F 121

vy A "1

L a PAS
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Control ID Control Specification Implementation Guidelines

Both the cloud service provider (CSP) and cloud service customer (CSC) should develop a "customized
integrated framework" of audit and assurance policies and procedures, This framework should
incorporate/demonstrate compliance to leading industry standards and self-imposed business requirements
while providing appropriate coverage of controls to assess the respective cloud environment and
corresponding services,

At a minimum, audit and assurance policies and procedures should include:

a. Audit and assurance functions indicating purposes, responsibilities, authorities, and

e, professional care, audit objectivity,

accountabilities to ensure or ional independ

and proficiency,

b. Audit and assurance plans,

c. Audit development policies and procedures to determine criteria and assertions against which
the subject matter will be assessed, quality assurance and supervision, sufficient and appropriate
evidence, in accordance with commonly accepted frameworks and audit best practices,

d. Audit reporting to communicate audit results and findings,

e. Follow-up activities to monitor audit findings implementation progress

Independent audit and assurance should be free from conflict of interest and undue influence in all matters

related to audit and assurance engagements.

The frequency of audit and assurance evaluations should comply with applicable standards, regulations,
legal/contractual obligations, and statutory requirements.

The audit and assurance process should assess all applicable CCM domains.

Independent audit and assurance assessments should be based on risk-based plans that define audit

objectives, scope, resources, timeline and deliverables, documentation and reporting requirements, use of

https://cloudsecurityalliance.jp/

18


http://www.chapters.cloudsecurityalliance.jp/
http://www.chapters.cloudsecurityalliance.jp/

CCMORRZE (4)

EEEATFOHA 54 ExEny

S FA S
“em

Control Domain

CLOUD CONTROLS MATRIX v4.0.5

Control Title Control ID Control Specification

Audit & Assurance - A&A

Auditing Guidelines

Audit & Assurance

Audit & Assurance

Audit & Assurance

Establish, document, approve, communicate, apply, evaluate and maintain
audit and assurance policies and procedures and standards. Review and update

the policies and procedures at least annually.
Audit and Assurance Policy and P P t

AZ&A-01
Procedures
Conduct independent audit and assurance assessments according to
relevant standards at least annually.
Independent Assessments A&A-02
Perform independent audit and assurance assessments according to
risk-based plans and policies.
Risk Based Planning Assessment A&A-03

M HAEVA.0.6 THRZREIEEFE

vy A "1

L a PAS
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|. Examine policy and procedures to confirm content adequacy in terms of purpose, authority and
accountability, responsibilities, planning, communication, reporting, and follow-up.
2. Examine audit charter and determine if independence, impartiality, and objectivity are guarantees

3. Examine policy and procedures for evidence of review at least annually.

|. Examine the process to determine standards and regulations applicable to the organization's sys
and environments.

2. Determine if the organization maintains and reviews a list of such standards and regulations.

3. Determine if senior management exercises oversight over the independence of the assessment [
4. Determine if the audit plan is informed by previous assessments, and is scheduled on an annual |

|. Examine the process for determining the risks applicable to the organization's systems and
environments.
2. Determine if a list of such risks is maintained and reviewed.

3 Determine if ceninr manasement axarrices avercisht nver the annlicahle ricks
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fhEEL DTV ELY KEyL0v

b. '."‘ CLOUD CONTROLS MATRIX v4.0.5

CIS v8.0

Control Domain Control Title Control ID Control Specification Control Mapping Gap Level Addendum Control Mapping

Audit & Assurance - AZA

Establish. document, approve, communicate, apply. evaluate and maintain Recommend the full V4 control specification to be used to close the gap.
audit and assurance policies and procedures and standards. Review and update Portion in the mapped control(s) contributing to the partial gap. that
Audit & Assurance e ARA-01  the policies and procedures at least annually. 8.1 Partial Gap is. cOVering in part the V4 control: Part
Procedures (8.1) ‘Establish and maintain an audit log management process’,
‘Review and update documentation annually'
Conduct audit and ccording to The full 4 control specification is missing from CISvB.0 and has to be used to close the gap.
relevant standards at least annually.
Audit & Assurance Independent Assessments ABA-02 No Mapping Full Gap No Mapping Ful
Perform audit and assur according to Recommend the full V4 control specification to be used to close the gap.
risk-based plans and policies. Portion in the mapped control(s) contributing to the partial gap. that
Audit & Assurance  Risk Based Planning Assessment ABA-03 1.2 Partial Gap s A Sy S No Mapping Ful
a risk-based remediation strategy
Verify compliance with all relevant standards, regulations, legal/contractual, The full V4 control specification is missing from CISv8.0 and has to be used to close the gap.
and statutory requirements applicable to the audit.
Audit & Assurance Requirements Compliance ARA-04 Mo Mapping Full Gap No Mapping Ful
Define and implement an Audit Management process to SUpport audit The full V4 control specification is missing from CISVE.0 and has to be used to close the gap.
planning, risk analysis, security control assessment, conclusion, remediation
Audit & Assurance Audit Management Process ABADS - fules, report generation, and review of past reparts and supporting evidence. No Mapping Full Gap No Mapping Ful
Establish. document, approve, communicate, apply. evaluate and maintain The full V4 control specification is missing from CISvE.0 and has to be used to close the gap.
2 risk-based corrective action plan to remediate audit findings, review and . .

2 A . CIS, PCIDSS, ISO/IEC27001/02/17/18, NIST SP800-53 rev5, etc.
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CAIQDODARZAE (1)

CCM@ay ta—JL%E
WEIZIHCTEHDE

CSPAE B FHE L 1- R
PI= 4 LTINS ZECH

NSUS ASSESSMENTS INITIATIVE QUESTIONNAIRE VERSION 4.0

Are audit and assurance policies, procedures, and standards established,

A&A-0I.1
documented, approved, communicated, applied, evaluated, and maintained?,
BLE - REIOAR U— FE EESET S, BN FH i #A. §
A&A-0I.1 AT LB T
Are audit and assurance policies, procedures, and standards reviewed a
A&A-01.2
at least annually?
A&A-01.2 BEE - FIom U — FE EHEILECCEFIERES N BN TLE
Are independent audit and assurance assessments conducted according to
A&A-02.1
standards at least annually?
SHET LB L TR, RET HEECHE - T7a < EBFIEITHN T G
A&A-02.1 e
ARAO3I Are independent audit and assurance assessments performed according to risk- A8A-03
) based plans and policies?
ARA031 RS LI SEE S ARTEGTREL, VA S N RTEEEE R Y — (R DL TIThNTL S A&A-03

cloud
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CAIQODARZAE (2

2CAIQMD H 5 L
>CSP CAIQ Answer :  EREIZx9 5CSPOFEMEEER (Yes/No)
>SSRM(Security Shared Responsibility Model ) Control Ownership : E1E
HEETIVICEITSHGRATEE L EETEROME
2CSP Owned : CSPHEIEEE, CSPARBAEIE
2CSC Owned : CSCHEEEFE, CSCHEREAEE

>Shared CSP and CSC : CSCECSPAEEREFLHATEEHX

>3rd-party outsourced : — K/8\—F 4 NEEEFE, CSPHAHREAFE

>Shared CSP and 3™ Party : +— F/\—F 1 LCSPHAEBREFTZHE, CSPHFREAEE
2CSP Implementation Description: csPho0#EER (FFa>)
2(CSC Responsibilities ; cscogBEFDHE
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Getting started
Octopus Cloud
Installation

» Infrastructure

> Packaging
applications

> Projects

» Tenants
Releases
Deployments
Runbooks
Octopus REST API

Administration

* Octopus Deploy Features Pricing What's New Resources Blog Enterprise Signin

Security Self Assessment Questionnaire
(CAIQ - Lite)

We use the Consensus Assessments Initiative Questionnaire Lite (CAIQ-Lite) from the Cloud Security Alliance asa
baseline mechanism to express our security posture in real terms and to provide security control transparency.

We've made this publicly available to help customers assess our security posture for their own vendor management
initiatives. Please reach out to our security people over at security@octopus.com if you have any queries.

Section Control
Heading Heading CAIQ ID Question Text Answer Notes/Comment
Application & Application AlS-01.2 Do you use an automated  Yes We automate the
Interface Security source code analysis tool detection & update
Security to detect security defects of vulnerable
in code prior to dependencies.
production? Anything that

51F : https://octopus.com/docs/security/caiq
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Open Certification %

AUDIT FREQUENCY Security Privacy

STAR Level 3 Continuous Auditing
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STAR Registry :

Loaen about Clousd Secuity Allarce's esponse to Canidh 15

Membership » Assurance » Ed Community » About »

CSA STAR Registry

Security Trust Assurance and Risk Registry

Hums > STAR > Regitry

100 Percent IT, Ltd.

100 Percent IT offers a wide range of managed |.T services and suppart. Our success is due ta the innovation and hard work from ur team, aver the last tws
decades. Regardless of business size and industry sector, we understand how to implement the selutions you need for today and years to com,

Registered sioce: Fobruay 16, 2018

3DGIS srl

Buitt on multi-year experience in GeslCT design and GIS development, IDGIS is a melting pot of computer science, enginsering, architecture and
i kil aimed to imp We have desp knowledge of the geospatial domain, with expertise In 20 and 30 Web...
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Question ID

AlS-02.1

AlS-03.1

AlS-04.1

AlS-05.1

AlS-05.2

CONSENSUS ASSESSMENTS INITIATIVE QUESTIONNAIRE v4.0.2

CSP CAIQ

Question .
Answer Ownership

Are baseline requirements to secure different applications established, documented,  Yes

and maintained?

CSP-owned
Are technical and operational metrics defined and implemented according to Yes

business objectives, security requirements, and compliance obligations?

CSP-owned
Is an SDLC process defined and implemented for application design, development, Yes

deployment, and operation per organizationally designed security requirements?

Shared CSP and CSC
Does the testing strategy outline criteria to accept new information systems, Yes
upgrades, and new versions while ensuring application security, compliance adherence,

and organizational speed of delivery goals?

Shared CSP and CSC
Is testing automated when applicable and possible? Yes

SSRM Control

FhR & 1

JANA A
HAtIT7F7tER

S

-/

CSP Implementation

Description
(Optional/Recommended)
Microsoft Azure has established
baseline configuration standards and

procedures are implemented to

monitor for compliance against these

Microsoft Azure and Dynan;i(s-
manage Security and Privacy key
performance indicators (KPIs) to
Microsoft Azure’s software
development practices are aligned
with the Microsoft Security
Development Lifecycle (SDL)
Microsoft Azure has established
software development and release
management processes to control
implementation of major changes.
Security testing is performed in the
Microsoft Azure perform security

testing in the imp tation

CSC Responsibilities

(Optional/Recommended)

Customers are responsible for
developing and following a secure
software development program for

the customer environment.

Customers are responsible for
developing and following a secure
software development program for

the customer environment.

Customers are responsible for

devel

ping and following a secure

verification and release phases of the software development program for

5|/ : Microsoft Azure®Star1
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