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CSA Top Threat® &R (1)

20104 (Top Threats)

/Abuse and Nefarious Use of Cloud \
D59 KRaAVEA—TFT4VTDFRES

FUILEBERDOFIA

2. Insecure Interfaces and APIs
RETIFBEWNA I —Tz—XBLYV
API

3. Malicious Insiders
EEHLANEE

4.  Shared Technology Issues
HERMTRRE

5. Data Loss or Leakage
T—ARERFITRA L

6. Account or Service Hijacking
TFHOUINADYy Y, H—E RN
1o%vD

7. Unknown Risk Profile
REDYVRODTOTF7A)

20134 (The Notorious Nine)

Data Breaches

F—5BE

Data Loss
F—aRE

Account Hijacking

V2 A A% A A
Insecure APIs

TETILZ AP

Denial of Service

DoSH %

Malicious Insiders
EEHLHANEE

Abuse of Cloud Services
959 RY—EXDARIEFA
Insufficient Due Diligence
T+ T2a—TIUPTUR
Shared Technology Issues

HEHATREE
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Security Responsibility
</ Customer
2@ Cloud Service Provider

Architecture
<7 Application </ Meta
o7 Info X Infra

Cloud Service Mode ‘

«# Software as a Service (SaaS)
«# Platform as a Service (PaaS)
< Infrastructure as a Service (IaaS
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Cosmology Kozmetik, PeopleGIS, Premier Diagnostics, SeniorAdvisor, Reindeer,
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CSA CBK Security Guidance Version 4.0

Domain 2201\ TV AETA—TF 54 XUADIR I AU
Domain 4V F AP ALBEEIRIAVH

CSAH A & 2 XD %t
EREAALY

Domain 5:1&#T /1A
Domain 6:E B mESE E MR

PUSPN P B iy < B E ) ) = - X = W

CSA CCM Controls Version

Y 7rvr—savetvs--zotxwse Y rrvreroezosE
AIS-01:7 FUr—YaveA UR—J1— 20t F 171 IAM-01:PA TUT4T4 BLUTIEAEBORI—E
I—EFIR I
AIS-02:7 U —Yavt 1T OR-251 v E IAM-03:FA TUTATA AR U M)
AIS-03:7 U —2autFal) T4 AND A IAM-05: 8 /MEFR

MR EEHCCMD
BHER

1AM-08:1~4 PDEAOLE I~
B} z=esmcmmese

Stride Threat Analysis Reference Links

TR EEHSTRIDEE
BETI

Spoofing Identity

Tampering with Data

https://sonraisecurity.com/blog/worst-aws-data-breaches-
of-2021/

Repudiation

SHIFEHRE) VY

3.  SEGA Europe Thoroughly Scrutinizes its Cloud Security

Disclosure
https://vpnoverview.com/news/sega-europe-security-

report/
Securin Blog | Lessons Learned from SEGA Europe’s recent

Denial of Service

Elevation of Privilege
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Infostructure
Applistructure

EHIL—

Metastructure

(CSAHA B AR40KL YEB|A) Infrastructure
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BEERXBETIVIZEITAHH#ESEIE (CSAHA ATV ARKLYEIA)

« OSSO FREEEFE (. NN EX 1T A AEEFBERTOEFL) T #EZIEZ-ETY EXETTRL. 959 FF
FAENMERICEDCEBREEZTEELIICT S L, BXEFEITF-, Thotxa ) T K ZEYIZHKET LEE
LA FnIEE 540,

e SOFRFBEIX. /79700 MIBL, EESEXRZERLTHLAEDORKREFEDL S IZEET HZHLEN
HEDNEXETRILGFNIEGESHEL, CHITEEFIC, BDELGQENTNEREZEISHIE L TULEFRIEGZSEL0,

CCM, CAIQIZZ D=6 DY —IL

IY’Y Audit and Assurance I} |dentity & Access Management
I} Application & Interface Security Interoperability & Portability
Business Continuity Mgmt & Op Resilience Infrastructure & Virtualization Security
Change Control and Configuration Management Xeld Logging and Monitoring

[€§ Cryptography, Encryption and Key Management Sec. Incident Mgmt, E-Disc & Cloud Forensics
Datacenter Security Supply Chain Mgmt, Transparency & Accountability
EEd Data Security and Privacy Wi Threat & Vulnerability Management

dild Governance, Risk Management and Compliance V34 Universal EndPoint Management
B8 Human Resources Security
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Spoofing Identity FYITEFEL F0AlE
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Repudiation B BE&E. O

Information Disclosure [§#RiE 8 g51t
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Elevation of privilege 35D F1% |
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TFOEBALBOEE, GoUICHEETHAVV K (1)

EEEEFEETILOIDDATIY

Responsibility

DT RTOY—ERETIVIC
BEWTOS9FFRAENEETE
¥

Responsibility always
retained by the customer

@QI7DRFREEISIDER
EEENAH—EXRETILIZED
TEESEHEINIRE D

Responsibility
varies by type

BT RTHOY—ERETIVIZ
gurb%@ﬁ$%%ﬁ§&%
=26

Responsibility transfers
to cloud provider

141

W
ja?)
[¥a]
U
[¥a)

oo WMo Bl

5| A : https://learn.microsoft.com/ja-jp/azure/security/fundamentals/shared-responsibility
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