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Stride Threat Analysis Reference Links

XXSXXX

Spoofing Identity
Tampering with Data
Repudiation
Disclosure

Denial of Service

Elevation of Privilege

1.

2.

IVS-06: 73 £l 3]

ALY &R eSS D ER
TVM-08: M5 1+ DB ST 1

=L

X JE

CIEM Home - CIEM - HOME (ciemgroup.com)

Worst AWS Data Breachest of 2021
https://sonraisecurity.com/blog/worst-aws-data-

breaches-of-2021/

SEGA Europe Thoroughly Scrutinizes its Cloud
Security
https://vpnoverview.com/news/sega-europe-
security-report/

Securin Blog | Lessons Learned from SEGA Europe’s
recent security blunder

SEGA Barely Avoided Huge Data Breach After It Left
Database Publicly Open | Eyerys

The Capital One - AWS incident highlights the roles
and responsibilities of cloud customers, providers
https://diginomica.com/capital-one-aws-incident-
highlights-roles-and-responsibilities-cloud-
customers-providers
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1.

(202144828H) KrebsOnSecurityDFANICLDE TIARYT7>D)N—hF—HA KTlE. &FIE
FEFEATITBIEIT, HETEHTRAOTAUNADIL Sy NZAT % ANDENTERE, TF1Y
TAIRRE (LI TEREINLEITY COT-FYNIMERFABRSHIIARIT>DEDTIN, &
DY —-ERFE=F(CLoTREENTLELR, [2]

(2021FE5A5H) ENEI-YRREEEENTAT STV M ANIORAINRREERD, APIZRHDE
T UCED T, PelotonDBEEDPIZEHUEUZ, INICE 1-HID. [IEIBHR. A&, 14
Bl FERRENSZENTVELI, [3]

(2021548 22H) B, B, SEBIRHERREDA—N—T%H3]ohn Deereft ¥, SR
L— IR ZATH S (CI - 2%II)I 21kEEZ2 N\ BALFEUIZ, TDFEE. Fortune 10001R30
20%if<HYohn Deereft D7 HI> MR TVBIENDNMDELUIZ, SBICABZEDDE. BERES
DAPHRZR(CED, AR NSO 1E. B OPMBEEBIRMHIBALEL. [4]
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Stride Threat Analysis Reference Links

48f6-854a-47d96c4a75fe

Experian API Exposed Credit Scores of Most Americans:
krebsonsecurity.com/2021/04 /experian-api-

exposed-credit-scores-of-most-americans/

Peloton’s Leaky API Spilled Riders’ Private Data:

threatpost.com/pelotons-spilled-riders-

Leaky John Deere API’s:Serious Food Supply Chain

. . 1. Akamai Report:
X Spoofing Identity https:
Q? Tampering with Data
2.
% Repudiation https:
o/ Disclosure 3.
https:
2@ Denial of Service data/165880/
2@ Elevation of Privilege 4

Vulnerabilities:
https://sick.codes/leaky-john-deere-apis-serious-food-

www.ir.akamai.com/static-files/1ef574a5-ae14-

supply-chain-vulnerabilities-discovered-by-sick-codes-
kevin-kenney-willie-cade/
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Cloud Service Model

<7 Software as a Service (Saa$)
«7 Platform as a Service (Paa$S)

< Infrastructure as a Service (IaaS)
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Reference Links

Stride Threat Analysis

R 8 89

Spoofing Identity
Tampering with Data
Repudiation
Disclosure

Denial of Service

Elevation of Privilege

1.

Major Security Misconfiguration Impacting ServiceNow
Instances Discovered

https://appomni.com/press release/2022-major-
security- misconfiguration-impacting-servicenow-and-
other-saas- instances-discovered/

Major Security Misconfiguration Impacting ServiceNow and
Other Saa$ Instances Discovered
https://appomni.com/resources/aolabs/appomni-

discovers- security-misconfiguration-impacting-
servicenow/

ServiceNow Shared Security Model and Access Control
Information
https://support.servicenow.com/kb?id=kb article
view&sysparm article=KB1095978

ServiceNow releases guidance on Access Control List
misconfigurations
https://www.zdnet.com/article/servicenow-releases-

guidance-on-access-control-list-misconfigurations-
after- report-highlights-prevalence/

Understanding How Facebook Disappeared from the Internet
https://blog.cloudflare.com/october-2021-facebook-outage/
Update about the October 4th outage
https://engineering.fb.com/2021/10/04 /networking-
traffic/ outage/

More details about the October 4 outage
https://engineering.fb.com/2021/10/05/networking-
traffic/ outage-details/

Why Facebook, Instagram, and WhatsApp All Went Down
Today

https://www.wired.com/story/why-facebook-

instagram- whatsapp-went-down-outage/

Report:Software Companies Exposed to Hacking in Major Data
Breach

https://www.vpnmentor.com/blog/report-microsoft-

dynamics-leak/

Additional:

Report:Hotel Reservation Platform Leaves Millions of People
Exposed in Massive Data Breach
https://www.websiteplanet.com/blog/prestige-soft-
breach- report/

Leaky AWS S3 bucket once again at centre of data breach
https://www.computerweekly.com/news/252491842

Leaky- AWS-S3-bucket-once-again-at-centre-of-data-

breach
Unsecured-aws-server-exposed-airport-employee-records-
3tb- in-data
https://www.zdnet.com/article/unsecured-aws-

server- exposed-airport-employee-records-3tb-in-data/

https://www.zdnet.com/article/amazon-steps-in-to-

close- exposed-flexbooker-bucket-after-december-data-
breach/
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https://www.zdnet.com/article/unsecured-aws-server-%20exposed-airport-employee-records-3tb-in-data/
https://www.zdnet.com/article/unsecured-aws-server-%20exposed-airport-employee-records-3tb-in-data/
https://www.zdnet.com/article/amazon-steps-in-to-close-%20exposed-flexbooker-bucket-after-december-data-breach/
https://www.zdnet.com/article/amazon-steps-in-to-close-%20exposed-flexbooker-bucket-after-december-data-breach/
https://www.zdnet.com/article/amazon-steps-in-to-close-%20exposed-flexbooker-bucket-after-december-data-breach/
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Cloud Service Model
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[1]112]
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(CkD. WEEE. VSARRORZE#EEZFIFAL T, MSP (Manage Service Provider) 73147~k
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FRICRZER B ZF Ul AU —EFBE (L. FRNICEBROINEEHIIR I 326l COMBE A EE
FBENTEET, [3]

CSA CBK Security Guidance Version 4.0

Domain 1:/39RIAVE1-FT(2H O AT NT —FFIFv
Domain 2: H/\F>VREIA—TFAZVZAIIZS AT N
Domain 6: ¥R A NS — L B EESR BT
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CSA CCM Controls Version 4.0
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Stride Threat Analysis Reference Links

) ) 1.  Incident Overview & Technical Details
Spoofing Identity https://helpdesk.kaseya.com/hc/en-
gb/articles /4403584098961

Tampering with Data
g 2. Independence Day:REvil uses supply chain exploit to attack

hundreds of businesses
Repudiation https://news.sophos.com/en-
us/2021/07/04/independence- day-revil-uses-
Died CEme supply-chain-exploit-to-attack-hundreds-of-
businesses/

Denial of Service 3. Data breach at Bonobos hits up to 7 million:What to do
[updated]
https://www.tomsguide.com/news/bonobos-data-
breach-7- million

R 8 8 & 8 9

Elevation of Privilege
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https://www.tomsguide.com/news/bonobos-data-breach-7-%20million
https://www.tomsguide.com/news/bonobos-data-breach-7-%20million
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Cloud Service Model

e < Software as a Service (SaaS)
TEEY, MORE - B, t+1772Cl/CD (Continuous

Integration/Continuous Deployment) DY —EX(c&D, FFE
BEFESRAOSYICEFTITEZENTEET,

< Platform as a Service (PaaS)

< Infrastructure as a Service (IaaS)
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BIENTEET,
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® (20215 1289H) B\ \LogaShellDAESSIET(E. logdj 51733 | ORESTREAT/\J(CLD. LEHE
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® (20218 1H5H) Microsoft Exchange MProxyOraclet®ProxyShelllC[E 9 3RE55MEN TSN, U
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CSA CBK Security Guidance Version 4.0
Domain 1:739RIE1-F4>J O T NT —FF0F v
Domain 10: 77U —>3>t 4174

Domain 12: 7177171 EIE. HERMSEE. PITIEIE (1AM)
Domain 13:Security as a Service
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CSA CCM Controls Version 4.0

I 77us-savets5-I1-20tF1U5 B = miemssie e
« TVM-04: BRHOEHT

IAM-01: 74T > TATAB LU 7 JERIEBORYS —&

AIS-04: %177 )T —23> 0555 EBIF

AIS-05: 7V —23>F1UF4FT AN B EE AlS-

06:F1T7RTIVr—23> 8 ADEENL

CCC pafa=gida: nf=¢i]
CCC-02:mETRAN

Fig
IAM-04: B 75 D5 Bt
IAM-05:5/) EIR
IAM-14:58ERE25
IAM-16:E28] XAZX A

Stride Threat Analysis
o/ Spoofing Identity L
«# Tampering with Data
2.
«/ Repudiation
« Disclosure 3.
</ Denial of Service
</ Elevation of Privilege 4.
5.

Reference Links

I always call them glue bugs, I think I got that from you!

https: //twitter.com/taviso/status/13794473098643456

02

An Exploration of J[SON Interoperability Vulnerabilities
https://bishopfox.com/blog/json-interoperability-
vulnerabilities

Log4Shell:RCE 0-day exploit found in log4j 2, a popular Java
logging package
https://www.lunasec.io/docs/blog/log4j-zero-da

A New Attack Surface on MS Exchange Part 1 - ProxyLogon!
https://blog.orange.tw/2021/08/proxylogon-a-new-

attack- surface-on-ms-exchange-part-1.html

A deep dive into an NSO zero-click iMessage exploit:Remote
Code Execution

https://googleprojectzero.blogspot.com/2021/12/a-
deep- dive-into-nso-zero-click.html
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https://bishopfox.com/blog/json-interoperability-%20vulnerabilities
https://bishopfox.com/blog/json-interoperability-%20vulnerabilities
https://www.lunasec.io/docs/blog/log4j-zero-day/
https://blog.orange.tw/2021/08/proxylogon-a-new-attack-%20surface-on-ms-exchange-part-1.html
https://blog.orange.tw/2021/08/proxylogon-a-new-attack-%20surface-on-ms-exchange-part-1.html
https://googleprojectzero.blogspot.com/2021/12/a-deep-%20dive-into-nso-zero-click.html
https://googleprojectzero.blogspot.com/2021/12/a-deep-%20dive-into-nso-zero-click.html
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CSA CBK Security Guidance Version 4.0
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CSA CCM Controls Version 4.0
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Stride Threat Analysis Reference Links

1. Solarwinds the supply chain hack

% Spoofing Identity https://www.zdnet.com/article /microsoft-fireeye-confirm-
solarwinds-supply-chain-attack/
Tampering with Data 2. Using Microsoft for the Solarwinds hack
https://www.reuters.com/article /us-global-cyber-usa-
L idUSKBN28Y1BF
Repudiation

3. Log4] hack
https://bl

Disclosure

: .cl
2021-44228/

4. More than 1.2m attacks using log4j
https://www.ft.com/content/d3c244f2-eaba-4c46-9a51-

Denial of Service

b28fc13d9551

X & 8 X

Elevation of Privilege
5.  Volkswagen and Audi customer’s data leakage
https://www.bleepingcomputer.com/news/security/audi-

volkswagen-data-breach-affects-33-million-customers/

6.  Two third of breaches are supply chain attacks
https://www.nationaldefensemagazine.org/articles/2020/7/2

hackers-putting-global-supply-chain-at-risk
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https://www.reuters.com/article/us-global-cyber-usa-idUSKBN28Y1BF
https://www.reuters.com/article/us-global-cyber-usa-idUSKBN28Y1BF
https://blog.cloudflare.com/inside-the-log4j2-vulnerability-cve-2021-44228/
https://blog.cloudflare.com/inside-the-log4j2-vulnerability-cve-2021-44228/
https://blog.cloudflare.com/inside-the-log4j2-vulnerability-cve-2021-44228/
https://www.ft.com/content/d3c244f2-eaba-4c46-9a51-b28fc13d9551
https://www.ft.com/content/d3c244f2-eaba-4c46-9a51-b28fc13d9551
https://www.bleepingcomputer.com/news/security/audi-volkswagen-data-breach-affects-33-million-customers/
https://www.bleepingcomputer.com/news/security/audi-volkswagen-data-breach-affects-33-million-customers/
https://www.nationaldefensemagazine.org/articles/2020/7/2/hackers-putting-global-supply-chain-at-risk
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CSA CBK Security Guidance Version 4.0
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CCM Controls Version 4.0
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https://cloudsecurityalliance.org/research/guidance/
https://cloudsecurityalliance.org/artifacts/cloud-controls-matrix-v4/

Stride Threat Analysis
«/ Spoofing Identity
Tampering with Data
Repudiation
Disclosure

Denial of Service

X & X S

Elevation of Privilege

Reference Links

Log4Shell 0-day Vulnerability:All You Need to Know
https://jfrog.com/blog/log4shell-0-day-vulnerability-
all-you-need-to-know/

Microsoft’s very bad year for security:A timeline

https://www.csoonline.com/article/3635849 /microsof

ts-very-bad-year-for-security-a-timeline.html

Ransomware Spotlight Year End 2021 Report (Ivanti)
https://www.ivanti.de/lp/security/reports/ransomwa

re-spotlight-year-end-2021-report

Additional:

2021 marks another record year for security vulnerabilities
https://www.techrepublic.com/article/2021-marks-
another-record-year-for-security-vulnerabilities/

Cost of Data Breach Report (IBM)
https://www.ibm.com/security/data-breach

Cybersecurity vulnerabilities and their business impact
https://www.verizon.com/business/resources/articles

/s/ cyber-security-vulnerabilities-and-their-business-
impact

Mitigating Log#Shell and Other Log4j-Related Vulnerabilities
https://www.cisa.gov/uscert/ncas/alerts/aa21-356a

The Internet is on Fire
https://www.wired.com/story/log4j-flaw-hacking-

internet/

Ransomware attacks are increasingly exploiting security
vulnerabilties

https://www.techrepublic.com/article /ransomware-
attacks-are-increasingly-exploiting-security-
vulnerabilities /

Top Routinely Exploited Vulnerabilities
https://www.cisa.gov/uscert/ncas/alerts/aa21-209a

What are the different types of vulnerabilities?
https://www.packetlabs.net/types-of-vulnerabilities/
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https://www.techrepublic.com/article/2021-marks-another-record-year-for-security-vulnerabilities/
https://www.techrepublic.com/article/2021-marks-another-record-year-for-security-vulnerabilities/
https://www.ibm.com/security/data-breach
https://www.verizon.com/business/resources/articles/s/%20cyber-security-vulnerabilities-and-their-business-impact
https://www.verizon.com/business/resources/articles/s/%20cyber-security-vulnerabilities-and-their-business-impact
https://www.verizon.com/business/resources/articles/s/%20cyber-security-vulnerabilities-and-their-business-impact
https://www.cisa.gov/uscert/ncas/alerts/aa21-356a
https://www.wired.com/story/log4j-flaw-hacking-internet/
https://www.wired.com/story/log4j-flaw-hacking-internet/
https://www.techrepublic.com/article/ransomware-attacks-are-increasingly-exploiting-security-vulnerabilities/
https://www.techrepublic.com/article/ransomware-attacks-are-increasingly-exploiting-security-vulnerabilities/
https://www.techrepublic.com/article/ransomware-attacks-are-increasingly-exploiting-security-vulnerabilities/
https://www.cisa.gov/uscert/ncas/alerts/aa21-209a
https://www.packetlabs.net/types-of-vulnerabilities/
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https://www.ibm.com/security/data-breach
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® Securitas. IML =R, 2022518 - RSN TLRVAWSH —/UNS3TBOZEBRZES DN
NREINFUE. [7]
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CSA CBK Security Guidance Version 4.0
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https://www.bitdefender.com/blog/hotforsecurity/etsy-owned-musical-instrument-marketplace-reverb-suffers-data-breach
https://www.bitdefender.com/blog/hotforsecurity/etsy-owned-musical-instrument-marketplace-reverb-suffers-data-breach
https://securityaffairs.co/wordpress/123020/data-breach/the-telegraph-data-leak.html
https://securityaffairs.co/wordpress/123020/data-breach/the-telegraph-data-leak.html
https://www.zdnet.com/article/unsecured-aws-server-exposed-airport-employee-records-3tb-in-data/
https://www.zdnet.com/article/unsecured-aws-server-exposed-airport-employee-records-3tb-in-data/
https://www.zdnet.com/article/amazon-steps-in-to-close-exposed-flexbooker-bucket-after-december-data-breach/
https://www.zdnet.com/article/amazon-steps-in-to-close-exposed-flexbooker-bucket-after-december-data-breach/
https://cloudsecurityalliance.org/research/guidance/

CSA CCM Controls Version 4.0

I 7ous-saveqvs-s1-2otav5c  [PRAF-stk1Us EmES1I9100

AIS-02: 7 VT —2a> 3 1UT1OR—A51 B DSP-03:7 =41~ N)
AlS-04:vF 177 V5 -2 a> 085t EFEFE DSP-08: 7 H{ VERFENS DT —HRFEET IAI NRTE
m PATITATAET IR ADERR (M HINF YA URD, AT FAT IR
IAM-01: 747 > TATAB LB 7 ICAEIBORIS —EFNE GRC-01:ANF>RTOTSLORIS —EFIE |
IAM-03: 747 > T4T4 AR GRC-02 : YURVEIBTOIS A
HUl BERERIGIRIAY MNARL =33 FILIUTY BN 1275 L RB{IEDEF1UT1
A IVS-01:4 > ISR F AR D EF 17 RS —&
BCR-05:X &1t Flr
IVS-03:2y kIt +1U7 ¢
IVS-06: 73 Bl 5ot

Stride Threat Analysis Reference Links

1. 2022 Cloud Security Threats report

x Spoofing Identity https: //www.wiz.io /blog/2022-cloud-security-
threats

&/ Tampering with Data 2. Unsecured Elasticsearch server breached in eight hours
flat

«/ Repudiation https://www.computerweekly.com/news/252484365/Uns
ecured- ElasticSearch-server-breached-in-eight-hours-flat

Qf Disclosure 3. How much does a data breach cost?
https://www.ibm.com/security/data-breach

X Denial of Service 4. A cloud misconfiguration exposed 23M records of over
60K users containing emails, user names, social network

% Elevation of Privilege ID, and player data on the web

https://portswigger.net/daily-swig/online-gaming-
platform-vip- games-exposes-23-million-data-records-on-

misconfigured-server

5.  Elasticsearch storing 5.6M customer records was exposed
on the web
https://www.bitdefender.com/blog/hotforsecurity/etsy-
owned- musical-instrument-marketplace-reverb-suffers-
data-breach

6. UK newspaper The Telegraph exposed 10TB database
with subscriber data
https://securityaffairs.co/wordpress/123020/data-
breach/the- telegraph-data-leak.html

7. Unauthenticated AWS server exposed 3TB in airport
employee records
https://www.zdnet.com/article/unsecured-aws-server-

exposed- airport-employee-records-3tb-in-data/

8.  Amazon steps in to close exposed FlexBooker bucket after
December data breach
https://www.zdnet.com/article/amazon-steps-in-to-close-

exposed- flexbooker-bucket-after-december-data-breach/
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CSA CCM Controls Version 4.0
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Stride Threat Analysis Reference Links

1.  A-real-world-look-at-aws-best-practices-iam-policies

Spoofing Identity https: //www.netskope.com/blog/a-real-world-look-at-aws-
best-practices-iam-policies
Tampering with Data 2. S$221421262100079X
https: //www.sciencedirect.com/science/article /pii
. S$221421262100079X
Repudiation

3. Cri-o-vulnerability
https://blog.aguasec.com/cve-2022-0811-cri-o-vulnerability

Disclosure

4. Linux-kernel-container-escape-in-kubernetes
https://blog.aquasec.com/cve-2022-0185-linux-kernel-
container-escape-in-kubernetes

Denial of Service

L & & & X

Elevation of Privilege 5. Azure Escape

https: //www.paloaltonetworks.com/blog/2021/09/

azurescape/

6.  First-malware-targeting-aws-lambda
https://thehackernews.com/2022 /04 /first-malware-
targeting- aws-lambda.html

s BEERX TILOG-126 FREN TWS A, TREORBENSHIERAR T>LOG-13¢E Uz,
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9, o, MBik(E. 2y NI —IRDAPTOFIEZARKI S DIz, B \> 71> E B E RS 2MNEND
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EIRX21VIDF

® APTI—TJDENMEEHR 4L T, I -TECRBIIHENHDES . BUAKNLREME (/\UT(EXMR
&) =FOJI TN, EHRIETEEFDO—E TH3II-TEHhFT L<ONDJIL—T
(&, BREDTII—TEZHDET, HIZE, APT38(E. ILEAOERNZIEI 2V —T ThHdLEE
DNTHED. HFROERMERE RN LY AN —REZITIETHBNTVE T,

® APTJIL—THHERICS R BE SRR V) NIRRT BT (S, FEREDIBIREE (LW I RES R
1IN NDREATOIRENGBDES . TNICELD, APTIIL-THEDLS(C. 2L TREMBMZIASON .
BENRBEFIITHEENESRRACKRBEIFHELEEDLSIREDNEIRFET N TEFT,
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BZR

EA(PROEDITY,
o Bt DIBREEZICIET 2o, O SRR NI D FZITVET .
o HAN—tF1UT(IBRIABII-T(CSHIL. BETBIAPTI I —TEZDTTPZIRAELET .
o IREMNRTFIUTEZZERL. CNSOAPTI I —-TDOTTPZSZ1L— M. TFIUFT(EERY -
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® (202254H5H) Broadcom OS> FYIEBFIDNILIT7I\> A~ (&, REDEZRAY/ \wh—(CEEE
FEREANBTAN-2)\EEN. LDJT0-)ULRBHBZIFOIR—IRY—EZT0/\14 (MSP) %
BRRELTOWDIIERZFERUEL, (2]

® (201652H5H) Lazarus/)L—7 (APT38) (F. N353 10EMIRITADEFREBEEE
TVELI. [3]

® (2022%1821H) LAPSUS$Y )L—THh'NvidiaDAIEBRY NI —0%) \WwH > U, BET -2 BHH
UEUR. COJI—T&. NvidialcT =928 &L TEIRNDIC, Nvidiah'BESYIZ>J AN S
492 TOtws > 1=y hOFIBRERERR I 2L 5B RUEUIE, [4]

CSA CBK Security Guidance Version 4.0

Domain 9:1 >35> ML AR A
Domain 13:Security as a Service

CSA CCM Controls Version 4.0
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Stride Threat Analysis Reference Links

1.

L & 8 & 9

Spoofing Identity

Tampering with Data

Repudiation

Disclosure

Denial of Service

Elevation of Privilege

APT Definition
https://www.imperva.com/learn/application-security/apt-

advanced-persistent-threat/

Chinese APT Group Targeting Global MSPs:
https://www.securityweek.com /symantec-chinese-apt-

group- targeting-global-msps

How North Korea almost pulled off a billion-dollar hack:
https://www.bbc.com/news/stories-57520169

Lapsus$ group demanding Nvidia release restrictions on
crypto mining on its GPUs:
https://cybersecuritynews.com/beware-lapsus-ransomware-

rou

Cyber Organized Crime:What is it?
https://www.unodc.org/e4j/en/cybercrime/module-13 /key-
issues/cyber-organized-crime what-is-it.html
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Domain 13:Security as a Service
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Stride Threat Analysis Reference Links

Spoofing Identity

Tampering with Data

1.  Facebook faces ‘mass action’ lawsuit in Europe over 2019
breach
https://techcrunch.com/2021/04/16/facebook-faces-mass-

action-lawsuit-in-europe-over-2019-breach/

Repudiation

Disclosure

Denial of Service

® 8 8 % 8 9

Elevation of Privilege

https:
accounts/

3. Amazon RDS Vulnerability Led to Exposure of Credentials
www.securityweek.com /amazon-rds-vulnerability-

led- exposure-credentials

https:

2. Dozens of companies leaked sensitive data thanks to
misconfigured Box accounts
techcrunch.com/2019/03/11/data-leak-box-
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