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@ 1999%. SalesforceASTE SSaaSHEEDCRMEZEI L. 20065FEGoogle M RB I S V HIRT
(959K -aAVEa—=FT127)1 291D TRIBL. QL7977 R —-EADEE > 7=,
vV TND#E. BM/Yy 20/ AX/SAP/EMC/AT&T/Amazon/Google/Microsoft/Oraclegilc &
2hiGERERIC. FHBOIV YV FERBIEAEEL., BRF Vv /PEEIAMHIEML.
RERRIKRDOSNT=,

@ 20145, RECSAEEHA V7 FEEOEKREHEZF IV V93N RE2ED,. 777 FFIHE -
HEEICIBMLUZ, £/, CSAHEEZER (Americas, EMEA, APAC) 4. ibiEioDi%S - @S FIS(IC
ShB RN ESLRAMKENE,

@ 2018%F. CSAHAXZEBIE. CCMI—F> 7 I N—T%RILL. CSASTARIZREEE DY E 7 IS0
EN2vE Y, RUHFEMBDISMAPED Y EV 72 EMUL Z=CSAHAZARZIRELL TS,

20165, KCSAZEKEBADCCMv3 (Cloud Control Matrix) Z2#ERL . 2.

> 2018%, CCMAAL RS 1 2KEL. MiEe%RHE,

> 20194, 1S027017Ic33 9 BSTARBEED A 2 A2 RE. MRS % K.

> 20224, CCMv4.0.2(16 K X 1> /133EHER) £ISMAP2021& D=2y E J Z1TL\. 2H.,
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1-1 CCM7?Y EX 7 ICHTRIIXBHNER

@ CCM (Cloud Control Matrix) by CSA
> 959 kaysaO-NnebYo9RX) EES,

> 2004FIC T RICUHBRLEERBRET —FTI7F v RUY—ERETI ZMHiEE. RECSARK
BHARFEL =HEER.

@ STAR (Security, Trust and Assurance Registry) by ISO
> TISTARSREE) £/ TS KREF2 )T 1588k EBD.
> TIS027001D7 RAVREEI ELTYV97KREF 1) T« ORRRE %59 2R 1.
> EAEICIKHU T, Levell (B T77EA X M) Level2 ((B=FEF(li) Leveld (#EHE=421)>7)

@ ISMAP (Information system Security Management and Assessment Program) by HZASEIRF

> THHRHRATLICETR 779 Y —EAXADFIRICHRZIEERGE £EES.
> 2018%FIC THNA M7 FICEAT 2BEGE) ICEDEBHEFEHA.
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(i) CCM=v E>J LCAIQRUCAIQ-Lite & MDBIMR

@ CCM (Cloud Control Matrix) N
> CSAHRIET S, 797 KtEFa)TF+ERBEeY 7 S/ A A
> 17T X1, 197TOEERE (V4.0.5) bbm
> CCMEAEM %= 2

@ CAIQ (Consensus Assessment Initiative Questionnaire)
> CSAHRMT 5. CCMOEERRYY T&2TL—24700
17T X1, 261DEERE (V4.0.5)
> CAIQB#EEhR % A F

@ CAIQ-Lite
> CSAHR{HET 3. CAIQOHE/INER
> 16 X1, 310OEERK (V3.0.1) >VARER
> CAIQ-LiteBA5EIR % 2R

YA 1
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2 2MLU 7-CCMv4/ISMAP2021kR~ Y E > J )N

D 2022FEDCCMI—F > 77 NV—T1E. CCMEISMAPD 757 FEIFEOERFHEZ?YEJ L.
FIvI93HEREREL =,

a. KAHMELT, 77279 FtEF2VF1ICRRLEEBRE14R XLV ICIEBD =,
b. hRFHEL T, EBRIAR AT —FTI9F v RUY—ERAETFINERFITL L,

c. MHEELT. SEERICKENSE (AAE- 752 b - BEF) 20RL. 759KY—E
ARRBOEREEEMOU L. .
NN A A

d FEERRILUBELT. ANF R KX14%EMML 7=, ' ‘ m

2 ToftniR#E (SOC2, COBIT, FedRamp, HIPPA, ISMS, PCIDSS) ZE V777 RERICERL TS E
HEHHETERESICLE,
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2-1 CCMEBRLE7—FTI/FrBENDTYVEY

(P % ERRD Y—ERETN 7—%F9F %
RE & D ENiEH

‘ ‘ ;‘ CLOUD CONTROLS MATRIX VERSION 4.0.2
A

N T ypical Control Aplicabilicy and chitectural RelevancY - Cloud Stack Components

Audit & Assurance - A&A

Establish, document, approve, communicate, apply, evaluate and maintain audit and

Audit and Assurance Policy and

Audit & Assurance Proced A&A-01 assurance policies and procedures and standards. Review and update the policies and Shared Shared Shared TRUE FALSE FALSE FALSE TRUE TRUE
rocedures

procedures at least annually.

Lo o e = BE - LR ) v — & FIREEEIC 3. . FGD mE @
R S ﬁ;IE(DgS'J/ EFFE asa-0l ﬁﬁ‘aﬁ};i:;; éf f;fil;ﬁﬂllt?ht;g; FEE AL R Shared Shared Shared  TRUE  FALSE FALSE  FALSE TRUE TRUE
.~ O TS - 5= °

. Conduct independent audit and assurance assessments according to relevant
Audit & Assurance Independent Assessments A&A-02 Shared Shared Shared TRUE TRUE TRUE TRUE TRUE TRUE

standards at least annually.

DI LHEIO BET HEEICHE - TR L IRE S L HiRiEThE =E

&& - 1%L 857 L 7-5FE A&A-02 +5 Shared Shared Shared TRUE TRUE TRUE TRUE TRUE TRUE
Perform independent audit and assurang==srmontemmnnadion e b boond s
Audit & Assurance  Risk Based Planning Assessment A&A-03 P Shared Shared Shared TRUE TRUE TRUE TI = Ei;g *R
o =

i / 8BPY P

Organizational Relevance

C b t Architect Supply Ch L
rasion Internal Audit e Operations |Legal/Privacy | GRC Team e anguag
Team Development Management

TRUE FALSE FALSE FALSE TRUE TRUE TRUE TRUE TRUE FALSE
EN
TRUE FALSE FALSE FALSE TRUE TRUE TRUE TRUE TRUE FALSE

P e e
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2-2 CCMERERRLISMAPEERREDYYEY)

Kxqy ISMAP202 CCMEIREE £ ISMAPE RS & M GAP Identification
(Full Gap/Partial Gap/No Gap)

CCi

0 -t‘z’andard X MapE] E IT‘ E]

o ControlTile  Control ID ISMAP Contoros Mapping CPUI = CDLILES
Domain (Full, Partial or No Gap) CCM & ISMAP®DGap D AR,

4

Consideration
1S0/200xx, FedRAMP & D&M CDWT D
=P

Audit and

BEE -RIEORY S —EFIREBHLIIONWT (453
By, XEb. AR EE B, HE % 461
Biegp | PR PROPH 0 BESECLLFIELLa—T3, 462 NoGap
LEHE o1
J 5.1.2 JP
S5 L FIE, BT B EMITH > THRI|3.16
EE-RE | RUL7HHE AgA-02 | LTREES L URIENEERET 5. o No Gap
] 18.2.3 JP
YR~ ROHEEFIIHE T, BIL 316
C— X DE - BT & REESVE 2 RIET B 4.4.6
gaogm | N7 ACH L eaos 447 No Gap
EIEHE 4.6.2
18.2.1 JP
-
cloud
VoY o8 U Vand ;
security . : . . \ .
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2-3 CCMEREREISORERRUBNRERED?Y E-

NP

/. L&
CLOUD CONTROLS MATRIX VERSION
vl M

Control Title

Control ID

Audit and Assurance Policy and

Audit & Assurance
Procedures

A&A-01

BE - Rl BE - RIEOHHEFHE A&A-01

A 'l/;i
1 %L a PAS

. Japan Chapter

alliance

Audit & J

CIS v8.0

CiS v8.0

Control Mapping

Recommend the full V4 control specification to be used to close
the gap.
Portion in the mapped control(s) contributing to the partial gap,

8.1 Partial Gap that
is, covering in part the V4 control:

(8.1) 'Establish and maintain an audit log management process,
‘Review and update documentation annually'.

Recommend the full V4 control specification to be used to close

the gap.

Portion in the mapped control(s) contributing to the partial gap,
8.1 Partial Gap  that

is, covering in part the V4 control:

(8.1) 'Establish and maintain an audit log management process’,

‘Review and update documentation annually'.

Gap Level Addendum Control Map

cC2.2
cc2.3
CC3.2
CC5.3

AICPA TSC 2017

Missing specification(s) in TSC2017:

‘Review and update the policies and procedures at least annually'.

Partial Gap

Missing specification(s) in TSC 2017:

'Review and update the policies and procedures at least annually'.

Partial Gap

Copyright © 2022 Cloud Security Alliance Japan Chapter

Addendum Control Mapping Gap Level Addendum

27001:9.2

27001:9.2

1IS027001/02/17/18

Missing specification(s) in ISOs:
Requirement of ‘at least annually' in last sentence.

Partial Gap

Missing specification(s) in ISOs:
Requirement of ‘at least annually'in last sentence.

Partial Gap

http://www.chapters.cloudsecurityalliance.jp/
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2-4 CCM2y EX7OBAXRK/XBRO LM%

> CCM7—9*%2 T 7NV—THMERLE2YEIRIE. UTTEFYO-RTEET,

@ TBHZAEEIR ; CCMv4 EISMAP2021E D7 E Y 1&. CSABAZEBDWebY 1 b TARL TLY
3 2

> doa0—K%
> https://www.cloudsecurityalliance.jp/site / ?page_id=2048#ccm

@ TZ2EERR ; CCMv4&ISMAP2021&ND7 v EV 7] 1. KRECSAEKERDOWebY 1 P TRARL TLVE
¥,
> 40— K%

> https://cloudsecurityalliance.org/artifacts /csa-ccm-v4-0-addendum-ismap/
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3K RNy EYI7HE2023IcDOWT

f{ CCM v4.0.2 ISMAP2021
__ -{  IsmAap2022 |-
CCMI—%>99N—T7 e 3
CCM v4.0.5 B | At AgE 18HE | 3
| ammozemE) | L
> kX117 | RFUAUNES GAEE
/V" (EEEOKEHE) hon ot Storage,
ERR197THE — | wmsmzE 1075HE
;yxg;j Bl (EHEEEONREE) -+ S2aS. Paas. laas
> E———— i
B loT~55k v3 I e ———————— = 15027017, 15027018
I 1 ginrozms mee ||
kKx1221 | 1 (EEMORERE) ;| BSI, COBIT, FedRAMP, HIPAA.
P e 3 | _ _
: | oS RS BEd : : SP800-53, PCI-DSS etc.
IS 198IHE V1 (EREOREEE) | |
e —————————— |
| N EEEERE RHE 1
S | || (RBREEOMNREE) | |
CoMIC Copyright © 2022 Cloud Seq Ve m m e mm e I http://www.chapters.cloudsecurityalliance.io/ 10
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3-12?VEJERLLIMCCM4.0.5(cDVT

No | C-ID Domain 4.0.5 Rx1ro8

1 | A&A | Audit & Assurance EE RS

2 | AIS | Application & Interface Security 77Vr—=arve14o8—-7x1—-AtF*a1)7«

3 | BCR | Business Continuity Management & Operational Resilience RERUBRERCERLOVICR

4 | CCC | Change Control & Configuration Management EEEECEHER

5 | CEK [ Cryptography, Encryption & Key Management BS. BES{teREl

6 | DCS | Datacenter Security T2t atF¥al)F 4

7 | DSP | Data Security and Privacy Lifecycle Management T—2tF2V)FT1& TN —DF147 %14V NVER (Privacy Guard& &)
8 | GRC | Governance, Risk and Compliance ANF R VRo&aAVT 724720 R

9 | HRS | Human Resources AE

10 | IAM | Identity & Access Management PAT/T4T1ETI7RAER (T RA-Y, TV ViRKR. £RTF—27#E)
11 | IPY | Interoperability & Portability HEERAtEBERS

12 | IVS | Infrastructure & Virtualization Security 177 RBIEDEF2) T 1

13 | LOG | Logging and Monitoring ¥ Jo&xE=2V29

14 | SEF | Security Incident Management, E-Discovery, & Cloud Forensics | €F*aVF 1 1 F 2 MER. EF1 AANIRUVIFIR74 LIV IR
15 | STA | Supply Chain Management, Transparency, and Accountability B7514F - OER, B, RAFEE

16 | TVM | Threat & Vulnerability Management BEREREHENOEE (BEftet*aVTF1191b)

17 | UEM | Universal Endpoint Management METIVRKRLMER (1 DOBRBI/)—WNT,. PC-loT- A2HE2ER)

SRS A T

1 %L a PAS

. Japan Chapter
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3-2 v EYIHBELBISMAPICDINT

> 202259H30HISMAPSSZEEAF & TIE.
D V959K —EROFRAIE. ANA IS R2RAAET S
v RBIOEBEEIE. SaaSIIEER. laaS/PaaSIIEER. # 7L ISEEE
v BSY—NEBEET., 2x—JRKY—ERFAXXEI-FICEVBEIE/RLFIA
v E¥laaS/PaaSH 2 IV F 57 RIZEITS
@ THNA M7 F2FIALEWMES] 3. ISMAPRERY —ERXA%ZBIRYT S
Q@ TISMAPKREHRTHZIBE 1 1. SaaSIcHVT2021FE7HB6BY 11—t F 1) 7 1 MR
S - BEFABHRILREEEE ERESRREICHRITEHEICEIMMICEVFIATYT S
@ TEERREBICELIHWGOLEEMLEEBES 3. HAZMAELTOHMFEBEEFICEITIIREERESX1Y
T1EEFBEOEEICHE T, BEBEEZH/ AL TSI L2 BIFREASTRREZ2TS
® TISMAPIAD V757 KkExa1)F «+R5E) RT3
> ISMAPRIAAE . UTOB=FICLIRIEPEE7IL—-LT—VZRL TS,
> FREEH 1ISO/27017 (STARERSE) . JASA CS¥—%. k& FedRAMP
> BEB7L—LJ—%  AICPA SOC2. AICPA SOC3. {RIEE#HX#HIast 3850

-~ .
‘.'?"J'\' : urléy Copyright © 2022 Cloud Security Alliance Japan Chapter http://www.chapters.cloudsecurityalliance.jp/ 12
lapa apter



http://www.chapters.cloudsecurityalliance.jp/
http://www.chapters.cloudsecurityalliance.jp/

3-3 7 VERISMAP20220) B ¥ =

@M2021FE7ABICEO NS A MAHSEN QEBEENESLE
No F25BHR K38 & ) il
1 |HESF R{KEE 1 @]
2 |REtE. RE. FIF |RESE1 M@,
S5 EEHGREL/=2E
(RNELZTE - RS
HYUTNFAPEREL L
WeD)
3 |FAE mRER. >/ %ﬂfm REICHLT. B
Qv RI A MEE AFL07. akF) | (@EOERICELT,
. (RE L2 E - 5353 ¥ (R -BR - AR - MEEHF
EEREHIREINESER y)j;l,j—-; FEEET2E |W—FE)
(1))
4 (NS XA—4, AF—4 |BEFE1E.
A, A2 KRE EEHREL-EE
QEREE (RMLE 5B BEE)
= 5 |&in. BYFE R{KEE 1 @]
REREEHNINSER ik (BBEAOF 7 EAO5E
I& E52No.3ICRL)

SRS A T
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3-4 MBMISMAP-LIUD B E R

@ ISMAP-LIU (ISMAP for Low-Impact Use) & (3. BEBH2DIBEHM TEHLLEM ) X7 HINE VER - 15
WOWMBEITSSaaSHBEETIMELEXF 1) F 1 EROEHATT,

> —@BICTIVISMAPTHR - =158, BRLEX1VTF 1 BERELED

> BHYRF AR, B BHOBEECHL 315 (2 WRTAETHS

> RE. NTIAALRESTON, 2022FEICHETS L, RESHRET 3HE
> HM0ARMFRELTULS, BATLS

@ ISMAP-LIU:ER¥IETIE. FIAT 3% - FHROCEEFMOREEVALL. 28FICEWREE
FEEiD B THAICENRIHNEREER > THIMT 3,
?>i§3ﬂﬁﬂ\MEéh6§EEﬁE3UT‘ﬁ%ﬁ-%ﬂﬁ-ﬂﬁﬁﬁﬁtbhk%ﬁ@%
= REZT‘?—O

> X% - RHOREENMEUTHIZREHABVRTZ THRRHF—H.1 &L THEI YR
(FEMKLS#MIE8HA) L. 2T 5.
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(WZ) ISMAP-LIURIREM% ¥ 8INE & (3

1. ARENREVEBGR - PIEDIUR - BAEAESTRHEOERUTERTISRE
BRELRVERRGOFLETILHC. WebRHCIZRHEAL, TP HBCLSWBORT 12 HELTHR

2. BRHEASWMAORE LOEE - K&AFBHWENIRE

(EBEOMNE L. #FTIMBAOWWCOVTEIERWEN ROSNTVIIBSERC)
BAEA0EHE- REBSREAL TREOABEROILY MAI MITIBR

3. ENBHSO—RICERRIIEBEADEE, RU1-YE - JIAD—R- AT RLAFOBHBERSEE
A, &8, RES0RNRRLTR BRISRH
BAT RIS OREICH S 30E - 107> VS ORECHSREAMSELENLLL1-TER - SIERH

4. BEDNSEHASNIBETHD, SRWMEAEFEIATLEHERL TV SBWENET IRE
R REEHIFIBL TLZWebRHPIP L AEORHOSaaSEHL T, SHIERRMTERNRNT IBRORT - BIREITOHR

5. A-T2Y-A-DHOER - —RBWEMSRBELNPIAN ICEBMBIRVETILENHIES
Webt{ NOABIRITERLE, ARFFEENTUVSBBRTH). HZBRBOLMIBRRTENTLSHRERSDR
HESERE AL TREOBSRIERTHGNRStBRUATLTMR (BROBERRCYIBERNERELL5158)

6. KREFRF(CHREMMRBDBERRERESEITORE
7. HEEWMERRIOIIIEB-NPEIRAAFNSEOBEEITIRE

8. TTRXBOERICBITINA RSV ICEVTRFHME 1 FRBICEHTIE0D35. BEN - BENRREEESERORE
B HRESORRBHIC T SERMFOMSEADGE R

cloud
FeE A 1 security ; ; i alli i
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4 2vEVIICBADbAIIRA

® FOENFTIE. 20225F10A03H THINXAL P77 K1 OREEZEDER. BHALRIMAZRE,

1. TAmazon Web Services | PRI 7 vy

2. T'Google Cloud Platform G=9 959K IviNy

3’ r MicrOSOft AzureJ E *7 1' 7 u ‘J 7 I\ Cloud Provider Market Share Trend
4.

lOracle Cloud Infrastructure; BZA#F S 2 ’ ———

Share of Worldwide Reven
ki - N N
Q (5, Q (41 Q
R X 53 X xR
o
]
=
F
o
8
=3

Source: Synergy Research Group

2 WHEEMHE TISMAP (BMFIRH AT LDHDOEF* 1Y) T 1 FEMHE) OZ{J{ERT. ISMAPH:E
15HE (BFFEREIV IR —TJ K Y —EANORBEGHM) 2RETI7VKY—EXZEET S
FRE) Lo TWVe, LHAL2021FE2022FNHEKRIC. BARROMEHE,>EHLS,

y o it . ) )
‘.'?’:hJ'\'a,iiffére’ J Copyright © 2022 Cloud Security Alliance Japan Chapter http://www.chapters.cloudsecuritvalliance.ip/ 16
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4-1 FI2NFTH. PFA7RFORML 758 & RE

@ FORNFIE. 20225FKIC, 2FHMTREIITEREREL. 2aF

- B#. RiERE 2927RIADTEHTEE (AlliE, MAL2EESFOREL )
ANPELRUAEFICHL., FA—PKPFOKRY bOKIR, BIIRA X 5 OERFR

- EHRE - S 1,036 RHDGHIEE (BEVEEE ENERE, HHEFOREL)
REMIAOBTERHMRMKICH L. l0TZ2EA L =B E8EC B FREEHR

- B - B2 1,058 FRIAD TS TEE (FEREHEE. HEHESY-—EAZEZOREL )
EREFEPHEY—ERACHL., ERFERMOFH. 7 L7 — 7 PICTHRIITTKE

- MHEET - AL 21 TRIADTIEHTERE (EIEIEE, TERITHREFOREL )
%IFENG - R CAIIALERICH L., =Y PEHRARZY FEIEGEE . WebY 1 MR

- TOft, BERR7TSRIALEIMAR1421RADTTHIEE

@ FOEMNFREDNDRELEL T, FDERRREFEDOHTES1,602RIADT¢HiEE
( mgaﬁ‘ ﬁ*‘]ﬁ% ) BROERREORHFEILRE

(%)
—REHEAVINE

2 157 23 0 110 0 24 241 12

9 22 52 0

cloud ) A0 1,589 211 206 920

- , 215 35 241 17
ecurity
:?HJ}' . A 1,894 264 207 1,114
lapa. pter
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4-2 PREFTFPBIE BRED. 257 F/SaaSABITEMN

D BHRETFTOEFZ . XHEHEBWE. T4 750—8% 7757 KSaaSABITL 7=,
> MS Office 5 MS 365 A81T. BHMN1DIc. RREAFRICEREETE2HMELH>=2 &,
> Skype 5 Slack AN#817. BHD1DIC, ETFIVRMBREBBICKEICF v~ P THERTE 2ERSlack
BEEA D= L.,

DAVTLDT7ANY—13H5 box ABIT. HHAD1DIC, EEICFRIELTEVWERERE
MEXTEHEMTE LA > ENEH.

@ HhFHAKDOENE ; HAROERRBITEH/HEL. YATLOI 77 FBiTZRKL .
> RMIICBIRLBRRER. EREXBIRSATAL, SEENS 777 EABITHE.
> TOM16DEERRBHIE. RAW2025FEERKETICY 77 RABITRT,

v BREBVATLR, B tkeBHEHEBHICEAREL, D OEARONAZ VL XKLL
LERELELTVLS,

v BRERBITER. EREXSIR. BEFEARETE. BEAEN. BAERH. EAERH.
REIDES. ERERRIR. ERFEE. EEEHENL. RESHEER. N ERR. REFS.
EiERE. BREE. MmF. RERXRSFY, FEOLFEFTEE.

) I Copyright © 2022 Cloud Security Alliance Japan Chapter http://www.chapters.cloudsecuritvalliance.jp/ 18
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4-3 HERH. ABIRBOEE7 57 KA 2R

@D BBBWICROT N7Z4RX—-bI7 77 F&FEA
> 225%5A16H. BERROBHRIEE 17420 - ZvKRY 2022 2F 2 NTICREBAZ L .
v #5813, BEBREBICIROTHNAL P77 RRMNZRTENERAETRLTINS,

vV TTHOWEREZHRSFERAI 57 FEEBORER. BEDI 77 FY—EXZRAT3ED.
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