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{"services":

{ "services":

["port": <Server port>, ["port™: "443",

"id": <256E > N Service ID>, id": "123445678",

TeddresaT s <Server TR, address": "10.2.1.123",

"name": "Marketing Web App",

"name": <service name>,

thpe": "HTTPS"
]

"type": <protocol type tag>
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Assumes AH is already initialized
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Mutual TLS Handshake

Login Request Message

Login Response Messaage

Keep Alive Message

IH Service Message
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{ "session id": <256t k>, { "session id": "0x1234...",

LA

"credentials": "credentials
) ["spa encryption key": "aldskf...",
["spa encryption key": <64E > k>, .
- - "spa hmac key": "asldjf...",
"spa_hmac key": <64E > k>, "tls key": "tls key",
"tls cert": "tls cert"

]

"tls key": <file contents>,

"tls cert": <file contents>

]
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JSONDALERB 2 LA FIZR LET,

{"services": [

{"address": <AH IP>,

"id": <256t > b Service ID>,
"name": <service name>,
"type" : <service type>,
"port": <Server port>

g. IHFRFEA v E&—Y

{"services": [

{"address": "10.2.1.34",
"id": "123445678",
"name": "FinanceApp",
"type": "HTTPS",
"port": "8443"

AH (Accepting Host) D& &L, H#ESNTZY Y —ADY A h~DT 7 ¥ AZFATHRNC, BIFERN
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JSONDEARB 2 LA FIZaR LET,

JSON 7 #—~ v kD IHERDES]

m

{"IH Authenticators":

"IH": <IH/Device Pair>,

"session id": <256ty hIHE Y I 3~
D>,

"hmac seed": <IHM256E v FSPA HMAYT
— R,

"hotp seed": <IHM256t > hSPA HOTPY
— 5

"id": [ <256ty DO —ERIDDOEFI> ]
}

{"IH Authenticators":

"IH": "IH/DeviceID",
"session id": "4562",
"hmac seed": "###",
"hotp seed": "###",

"id": ["123445678","9012345"]
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IH AH Service

Assumes AH is already initialized
SPA

@ 0

Open TCP Connection

Mutual TLS Handshake

° Open Connection Request
o Open Connection Type

° Open Connection Response
Send Data Both Directions Raw Data
o Data Message

Data Message

Raw Data
e Close Connection
H AH Service
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