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“To promote the use of best
practices for providing security Cloud Provider Certification -—
assurance within Cloud Computing, CSA STAR

and provide education on the uses
of Cloud Computing to help secure

all other forms of computing.” User Certification — CCSK & CCAK
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Cloud & Cybersecurity Trends

«  Cloud Native «  Attack Economics & Sophistication 142 n{E 2 MEEIFIE,
«  Multi-cloud «  Zero Trust
«  Sovereign Cloud (e.g. GAIA-X) »  Cybersecurity is National Security
FHEIZUR _
- Artificial Intelligence as a Service *  Blockchain

. Vertical Cloud « Next Gen Cloud Hopper Attacks Rt EL : H57 REFSEh I EE

e (Cloud + 5G

« Serverless vs Containers

« Compliance as Code
« Ransomware > Extortionware 5> AT 7HBRRZE"IT A
- Software Defined Organizations «  Quantum Resilience £FI2E1-F1> IO

- Data Growth vs Privacy «  Multi-Factor Authentication Everywhere

Cloud Security becoming Cybersecurity
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Generalized cloud security concerns
PRZCR I M F 17 DR ZEEIR

 Effective realization of the shared SEHBEETIOZIERNZER
responsibility model . JO0-)VLREEL - AL vs i
 Global optimization & standardization VS  1&-EZXRF1EDE
regional & nation-state priorities o ADTAT K
» Compliance regimen - THRE, FEEMI, EIBOEM
» Data protection, resilience, managing e
complexities o FICRBELDAT N
- Evolving threat vectors . HSIRIESS . FEBIBAT. APL HT5
« Cloud Hopping, Insider Threats, APIs, Supply 1FI—>
Chain o TFIUFTADRT—ILAUE 1 BENL.

» Security at scale: automation, orchestration %41t (orchestration)
» Cloud security workforce readiness . HSYRTEIUF/ DB OES
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Global Ecosystem Expectations of Major CSPs

. Looklng for CSP leadership in addressing:

« Cyber risk and board visibility

« Threats to critical infrastructure and
ransomware threat vectors

« Threat intelligence sharing with competitors
and tenants

« Software sourcing and provenance, SBOM, API
security

« Cyber skills development and talent
development

« Harmonization of global compliance
requirements

« Confidential computing accessibility

« ATFATADEKE

FTERITSUREEEDIO—/ULRIIS AT LANDERF

« JIVREZEEDY—H—-VINDER

5318

BRVOE ]

o YAN-UR)E—ERAIHRAL
« BEAVIINODBRET T ADLY

- SR PFHIHBLOBRIEHRIEE
« VINITI7OHFR-BBH., YVINITT

#3525 (BOM). APIDt 1174

« BAN-RFILOHAELHEE

yalEks
SIED 00—

JUVREEAE

D7) ADhELR

10457 >3v I E2—FT4>ON
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SDG, Cloud & Cybersecurity

, SUSTAINABLE g™ s,
g‘?@\’y DEVELOPMENT %;..EALS
\&WJ 17 GOALS TO TRANSFORM OUR WORLD

2 ZERD GOOD HEALTH QuUALITY GENDER
HUNGER AND WELL-BEING EDUCATION EQUALITY

DEGENT WORK AND INDUSTRY, INKOVATION 1 REDUGED
ECONOMIC GROWTH AND INFRASTRUCTURE

11 Siwcomanres 12 covmeron

ANDPRODUCTION
ntgEE

INEQUALITIES

QO

CLIMATE LIFE LIFE PEAGE, JUSTICE PARTNERSHIPS _

13 ACTION 14 BELOW WATER 15 ON LAND 16 AND STRONE 1? FOR THE GDALS @
INSTITUTIONS SUSTAINABLE

DEVELOPMENT

GOALS
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Cloud is Power

* Virtually - ;é%,jgfj(c_
Unlimited HIED
Compute Compute

» Ability to Store All « £2TDEDZTZHIICS
Things Digitally AN BEE 9

« On Demand s DTOANAT TS ) . A
7 . . .
Access for Al TJ ’7’87\75 - - ,’,"’



Can Cloud aid SDG?
559 RESDGsETIETEZ ?

SUSTAINABLE o
DEVELOPMENT ALS
17 GOALS TO NSFORM OUR

 All 17 goals have a data
analytics challenge
 All 17 goals have an access to

information challenge . y i) :
« All 17 goals are aided by o T—AERNTICERRE

innovative thinking o [BERNADTITAICGRRE
.« RiTEFTIEROZEZTIC
K1=E
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What are the Barriers?
RS (A ? | |
« Compute technology is part of * J¥E1-5ild=TOEICEST

every country’s national EFERIEO™E
Y )4 . HAN\—tFIUF1EHAN— B

security « 0 OB ER THD, B
« Cybersecurity & cyberwar HeEIS
+ Global coordination is (@) #zeGoALS A=Ak
difficult and slow : : HgErp

« Centralization of
compute power &
decision making
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What is the way forward?
BISEDICFESUIBE L ?

» Transparency o« BEHREDELR
« Public & Private Sector . NEYZEPY. RRJERPY
« Policy & funding beneficiaries .« RUS—LEEOZIF
« Technology algorithms . FfiE 7TV L

* Transparency creates @) unesGoaLs o BIAMIATO
trust dmong all I —— j;ﬁ%%?ﬁﬁ @aifﬁ

J 07

stakeholders and e My

facilitates collaboration
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What is the way forward?
BISEDICFESUIBE L ?

« Innovation . $Aii==FT(Innovation)
» Private sector intellectual . BREPPAOKINIEAEE S GSPE DERS
broperty & GDP correlation . — 8 222 Tk
» Any individual with an idea can gﬁl%olzf_j;;;jﬁffi 7;\ fgﬁﬁt
ouild a cloud-based solution with N E

 More eyes on a problem @) ==o=rGOALS - RiindB 2
creates more solutions [E 2 Fll&

- Enlightened self-interest i TS ED —

. 1§olutions historidcally come iy ?ﬁgﬁg;{%&g\é&“
rom unexpected sources kil

P —BliE DN KRS

— encourage creative
thinking
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What is the way forward?
BICEDIC@FESURA LV ?

ST GOALS
+ Cybersecurity 4 o

o BAN—TF1)7+

 ELADFIEY)ENE
A DIRE

ownership & rlghts
 Reinforces Trust o« NS DR
* Encourages N e iy P AN ||
community participation DENH
» Key solutions are Zero Trust & + SEEIRZOELORZ
Blockchain hETOYIF—>
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Countdown to

0/ 353 09 26 05

Years Days Hours Minutes Seconds

Creating awareness to the future  « BES{ESNIZIRNTOBIHRAODEFI>
LOOMING threat to all encrypted information E1—-F1> T hBDBRUCT T DERHD

THREAT: from quantum computing BERK

QU ANTU M CSA Y2Q quantum countdown to - CSA : 20306E4H14H(CE13Y2Q

April 14, 2030 quantumAv> MBS
o SRBERR BRFLHTHEIEE. EFEFRS
*ﬁ"*@%ﬁﬁ- Many steps can be taken now, EE)J’E Sl
i Pl encouraging industry to act 1 .
=FHilr Quantum supremacy may threaten ° %E(D%F:J:Ejj NSDGOBERLIESF]
SDG i
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« Sustainable Development Goals are a laudable effort for humanity
o« FFocAlREREFE BRI AFEOIHICEER IANEEDIEA
* Cloud and technology can and is used for good and evil
o« I REFAMIE. BCOBLBEDITENTED
« Humanity must trust cloud to leverage it for SDG progress
o U537 N2SDGOER (CMRIFTERIILDHIC. ITTRDRSANFFONSE
« Nation-state Cyberwar is an existential threat to SDG
- EZRMEOYAN—ESHISDGICEOTIFHDE RN
« Quantum supremacy a major challenge
- ETFRMIOZE_LRBRNDIEHRADRE
* Transparency, Innovation & Cybersecurity provide hope
o BN, A IR=2a>(FAli=E). YA\ -+ 1T HIHEDIRR
e Zero Trust & Blockchain are key solutions to trust cloud and allow

private ownership of innovation
« TORSAMIOYVIFI—2NIZIRCIT I BASEROICDDHET. 1 IN-232%F(CTD
CL7Z2PJEECT D

Copyright © Cloud Security Alliance 2022




Py -
COA |

Thank You

Jim Reavis, Chief Executive Officer
Cloud Security Alliance
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