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CCAK(Certificate of Cloud Auditing
Knowledge) & [&7?

- HEY

« CCAK is the first-ever, technical, vendor-neutral credential for cloud auditing. This

certificate fills a gap in the industry for competent technical professionals who can
help organizations mitigate risks and optimize ROI in the cloud.

CCAKIE, 757 FEEDIHD., HIMH TR Y —Za2— rJILBHDEKRTT,
CDERIE. EENIVSVRICEITSYRIZERL. ROIZREEILT S LEEX
B CEOARLGHEMEMREROTVEIERDF vy IT2EHLEDTT,

CCAK prepares IT professionals to address the unique challenges of auditing the
cloud, ensuring the right controls for confidentiality, integrity and accessibility and
mitigating risks and costs of audit management and non-compliance.

CCAKIEZ., V77 FDEER. #EHE. &, 7/ EUT A O00EYHZa Y
FA—IILOER, BEEEECIVIFATUVRERD YA EQAR FDERE -
B ORBIIHNT 5=HDITTO Ty aFILEBRLET.
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CCAK(Certificate of Cloud Auditing

Knowledge

« CCAKDKRIT a3y
» ISACAHMRHEF B CISA, CISM, CRISC, CGEITZ##5E
« FedRAMP 3PAO Assessor, PCI-DSS Qualified Security Assessor, ISO 27001 Leader Auditor % ##5¢c
« ISACAOEEDNEMKRECSAD Y T FEMHE FR1E
* DevOps. CI/CDD &K S GHEM/BEHFEIL—LT—V ZED
« CSAMCCSKEARN—XRI[ZL T, ThEHTT AR

« WRA
- NER - SEREEE A
c AVTSAT U RAERE
- EFZHEEA
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s XV Ta4 - TFIVANT—FTIF

o FEEE

« YA N—EF2 T4 - J—HF—/FT—%F5
c EFYTFA, TSANY— - ALHLE b

clouc

oY g B Vo diRgs
DM\ liar

iance

@ sopan chapter TS

irity

Copyright © 2018 Cloud Security Alliance Japan Chapter

NABFTYF

CISA
+

CCAK

https://cloudsecurityalliance.jp/



http://www.chapters.cloudsecurityalliance.jp/
http://www.chapters.cloudsecurityalliance.jp/

EREREFR . 2BFfE
ElREZK :  76f

B IA4 . T70%
S R

CSAEKZDIEERSEITDENFIEHBL ST
HEAE: ATA4Y

PSI& LD B — FX—TF o« —DERER#ES 2 {5
CCAKRIIFTTHX +

* Certificate of Cloud Auditing Knowledge™ Study Guide

$59.00 : ISACALE ($70.00 : F£8)
CSAEBIDIEEREBRIITDEIGI L HEL DT
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CCAKEER WEIFH

Certificate of Cloud Auditing Knowledge™ Study Guide

* ISACADI T THA FLYEEA : $59 (ISACAZRE) . $70 GF&H)
Consensus Assessments Initiative Questionnaire (CAIQ) v3.1 (HAR:E
* https://cloudsecurityalliance.org/artifacts/caig-translation-in-10-languages/
Cloud Controls Matrix (CCM) v3.0.1 (B A:E

* https://cloudsecurityalliance.org/artifacts/ccm-translation-in-10-languages/
Top Threats to Cloud Computing Deep Dive (2018) (A AEE

* https://www.cloudsecurityalliance.jp/site/wp-content/uploads/2020/11/Top-Threats-
to-Cloud-Computing-Egregious-Eleven-Deep-Dive-J.pdf

) CCM/CAIQIE. —&BVA.0DFNEE (V3EMIELY) £ROLN D,

clot
oY o S P O . . . - .
| = 7 W L liances Copyright © 2018 Cloud Security Alliance Japan Chapter https://cloudsecurityalliance.jp/ 5
@ ssp20 chapter <FTCE



http://www.chapters.cloudsecurityalliance.jp/
http://www.chapters.cloudsecurityalliance.jp/
https://cloudsecurityalliance.org/artifacts/caiq-translation-in-10-languages/
https://cloudsecurityalliance.org/artifacts/ccm-translation-in-10-languages/
https://www.cloudsecurityalliance.jp/site/wp-content/uploads/2020/11/Top-Threats-to-Cloud-Computing-Egregious-Eleven-Deep-Dive-J.pdf

CCAKTEREIR:

> ISACAECSAD/IN— b F—2 vy TIZEDWTER
>Study Guide, Exam
PCSA: AT IUYDRFE
>ISACA: FHERRARE D FHF
DISACAM, CCAKD FL—=2F - HBORERZIEY

SHEDBATHORERBAFICDOLTIXISACAREMN? ? ?

CSAD ¥ /N & LTIE, LFOCSAKERMAIDIE X %18 C Txi A RE
* Daniele Catteddu :  Chief Technology Officer
* Rick Blue: Director, Training Partners
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CCAK FKFAA IER

1. Cloud comAn overview of cloud governance, frameworks, and cloud governance tools: 18%
D30 RANFTUVADHE, TJL—LT—9. V537 KANF R IY—ILOEN

2. pliance program: designing and building: 21%
959 RAVTSATUORTAYT S L HEHEEE

3.  CCM and CAIQ Goals, Objectives, & Structure: 12%
CCMECAIQMER. B, 1B

4. A Threat Analysis Methodology For Cloud using CCM: 5%
CCMZRWEY 577 FDOEODERBSTFE

5. Evaluating a Cloud Compliance Program: 9%
9398V TSA4T7RATAT S LD

6. Cloud Auditing: 15%
2570 FER

7.  CCM: Auditing Controls: 8%
CCM: Oy FA—IILDERE

8.  Continuous Assurance and Compliance including DevSecOps: 7%
DevSecOpsz & LMEMRIEE I TIA4T7 R

9. STAR Program: 5%
STARF O 5 L
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1. 939 FHANFTFAOBE, JL—LT—
. 2350 FANFURIY—)LDREIT (1)

c DI KRANTFURPE
c DD RANTFTUORE—REDAHINFT 2V RADELD
- EEEETELL, EHOMIEICH-2ZE0BERADME, TONAFCEELIRBAENMES,
s EEHEEFEETIL: H—ERXETIL (laaS/PaaS/SaaS) MDHNF U ADEZA
« laaS/PaaS;: T RTHOTANA FIZHET HR) O—DETF
« SaaS: TANAFZEICERLDHAEIIxT HEM/E2H/SLA
s EEEFETIV: BIHEETIL UNTYU9D/TS3AR—KE) OANFTURADEZRS
e NTYWHHSHER: TILFTFHr rREZHE
e TSAR—FHS5HE . AVTUICIEVEE., L. 959 FEAEDYRY E2EE
. FDIEM
« EXELRBATERE
« RACIR ) wH RIZE DL EFEDFREDAFEIL
c DS KRIZETAFSAMDEZRA

 Trust=Accountability + Transparency + Assurance
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1. 95 FANFTRAOBE, JL—LT—

D 730 EHNF2URIY—)LDIEIT(2)

c DIV KRANFTURITIL—LT—Y DEE
« CCM., NIST SP800-53, ISO/IEC27017, BSI C5, PCISSC Cloud Computing Guidelines7i &
«c VIRV RHEE
c V3D FBEAD) R DEENBE
c REEDKRBM. 1 VE T —RARE. F+RLET—FHIRR., ¥ F—IT. $TSAFx—2OM&E. B &
« YROEHIL—LT—7
* ISO/IEC 27005, NIST SP800-30 7&&
o CSAIRBED L—LT—%5 & LT, CCM, CAIQ, Top Threat Deep Dive (Bll K A A > C#HZREA)
+ V30 FaAVTISATUR
c AVTSATVRIIKHT HEREER (FTONSA 5, hRET, AREFTELTOTANA
&) DERREIL
* AVTSAT U AHEK
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1. 95 FANFTRAOBE, JL—LT—

. 959 KANFIORY—ILDEBIT(3)

c DSHORANFURY—)L
c U5 RIZEITARY o—
s ERHEEFEETIVICEITS, KU —EM (PEP)
e AV A= F—F—¢ LTHOEBX, CSPOO Y FO—LH+ 5D EERED T
« 3THY
s VI RFRAIZBEVWTHRLEELGANFTVORY—L
« TAR—EH . Terms&Condition. SLA. UAP., % &

clouc
F .Y o BVl
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2. 77¢P:/7747zxvn75
Ls :
¢« 7

JORAVTSATIUORTAYT S L

c VT RAVTSATIUORTAT T LDO—BMLGER

 Actor, Business/organization perspective, Governance perspective, Risk perspective
c VIV FEBEDERLELTDEER

c AT IRTOEH#ICH L TEELGIV FA—IILERRE

s VISR FAZFELTONAMTOEREE, L. SRAERIEFAEICEDS
« 7570 FICERT HEE - RAEIZEHOBE
« HIPAA, GLBA, GDPR, SOX, CLOUD%

» V570 FICERT HIFEDHE
 ISO/IEC 17788,17789, 27017, 27018, 27701
« NIST SP800-53, BSI C5, ENISA IAF, PCIDSS, PCI Cloud Computing Guideline, CIS,
EU-SEC, 7x &
. CCM/CAIQ PLA(CoC for GDPR) : CSA

v A -I'f" ’*u(‘('f.’lﬂ‘f\f
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97#P:/7747/xvn75

- EERDER
s —IRAITGEERODAR. )R xFFOHEH
« JL—LTJ—% & LTISC/IEC 27001, NIST SP800-53, CSA CCMZE D& RX

c 75 KtFxa) T« IZ8IFBC ertification, Attestation, Validation
 Certification : ISO/IEC 27001 + CSA STAR Certification

« Attestation; SOC + CSA STAR Attestation
SOC1/2/3MHFE
BSI C5:

e Validation: FedRAMP, MTCS, PCIDSS

clou
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3. CCMECAIQDBE. BRI, A1)

- CCMDOHLE
« CCMMD 1Y) 1J—R A& (full, dot release, minor release M Ek)
c 3=k

« NRAT : TITEREEDHEM R FOERK
« TONAE U5 REBECERTEMENTVA XY TAICHTEIRETOT S L
c BEEA/AVHILAT L. BEEICHTBEAAR
o CCM®D KA A &R
c XREBELODIVEVY, EBEDA—FT—v T, A4 FRALEDER, B &
« B RAA DM
« CAIQOHIE
s CSPAAE X TAEBRZITH LTS EZMHERET S2ERME
« CCMIZX L TCAIQIZEEN IR

cloud
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3. CCMECAIQDBE. BRI, #BRL(Q2)

« CCMEMDIREEDRER, < vEVT /vy TR

- YYvEVIDOBEK

s IVEVT EINTLSHIZHE, HIg

« Xow IO T7 TA—FHiE, Xv v ITHEHAEINBDESE (No gap, Partial Gap, Full
Gap)

s TYEVHTEYN—RTYE T LT,
« CCM V3 hi5 CCM VAND AT
« CCMV3ECCM VAD KA A UHERDIELY
« RELEFTRAODHAMFUR
« V3 SVANDFEITR ) & — (STAR Certification, Attestation|Z:#E )

« CCM, CAIQDIEELEZED /- DSZEE#

« 2020 % Japan Security Summit TDFEEE# (CCM, STARGESF. ISMAPE DEFEIZ DIV THEEL /=L D)
https://www.slideshare.net/MasahiroMorozumi/ccmstarjapan-security-summit-2020

cloud
Sy A "1 security ) ) .
| = 7 L lliance . Copyrlght © 2018 Cloud Securlty Alliance Japan Chapter https://cloudsecurityalliance.jp/ 15
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4. CCMZRW=9 57 FD-HDE B

ALIE S

« BROWFE
c VIV RBRETIVVI. T4—T54 TOHEDERE
° /\*ﬁ
« Attack Details, Technical Impacts, Business Impacts
 FEFIR
- EHEHER. ARYYIR
« 1 —RT—R
« BRESHTY—IL
CSA Top Threat and Survey
CSA Top Threat Deep Dive
CSA CCM
Mitre ATT&CK
NIST Valunerability Database
+ US National Cyber Awareness System

clc
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4. CCMZRW=9 57 FD-HDE B

DHFEIE(2

o BRANTFZEE L TUTDRABEDEBWZE

s VSO FBERET T
https.//www.cloudsecurityalliance.jp/site/wp-content/uploads/2021/10/Cloud-Threat-
Modeling J.pdf

c VSV RDEXFa T rER 11DEELER
https.//www.cloudsecurityalliance.jp/site/wp-content/uploads/2019/10/top-threats-to-
cloud-computing-egregious-eleven J 20191031.pdf

c VSO RIAEL—T 4 2O DEAER 11 DEEGER 71— 7547
https.//www.cloudsecurityalliance jp/site/wp-content/uploads/2020/11/Top-Threats-to-
Cloud-Computing-Egregious-Eleven-Deep-Dive-J.pdf
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https://www.cloudsecurityalliance.jp/site/wp-content/uploads/2019/10/top-threats-to-cloud-computing-egregious-eleven_J_20191031.pdf
https://www.cloudsecurityalliance.jp/site/wp-content/uploads/2020/11/Top-Threats-to-Cloud-Computing-Egregious-Eleven-Deep-Dive-J.pdf

TIGATIARTAT S L

* VTS RAVTZATURATAT I LOBNEFFMDIDDRA >
« FAEICLE ST, ZUITBHI5SYRH—ERANBME—HLTLENE S D
- BEEEROANMED LM
- {¥#EHIO Y TS5 47 R (Continuous compliance) MR
o HNFURADE A TOHOFHM
e« OA—RL— kR —LEDBEHE
o RN V—ERIZKT B3t
« VS5 RIZHITAHRY O—EEEmD BENE
- SRR, BN, BEOE R TOME
- MRS DERE, REl. Z2EIIxT S5
o S2H9R8{% 0D 5T
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DTSATIORTATS L

« YR DERATOFHME
« —MRMBURIVEBELTODAVITSATUREHEE Y 5 FIZHEA

c JROMIGELTHDEBENDIA Y T4 7 2 RKED
« AVTSATVABRE ) R EIFTOESH
- BEEHERODEMMEDE=S2) Y

- MMV TSATUR
- Continuous Auditing: ###it L 7-§Hfi 7 0t X, EEKRDEEH
» Continuous Monitoring: ##E L Izt ) T4 Z#HF T 578
« Continuous Assurance: Continuous Monitoring & Continuous Auditing D #& &£
« Continuous Compliance: Continuous Assurance & [ (X RE £

» Continuous Auditing®#5#Z (SLO, SQO) DIEfiE

clot
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« —HRAV7SEEE D AN

« Scope, AR (independence, Integrity and objectivity, Due Professional care,
Confidentiality, etc.) , Internal/External auditing, Audit/Assessment 7% &

. BEEDIEE
* ISO/IEC 17021, ISC/IEC 27006, ISO/IEC 19011
» SOC

c AT LDEERLEY T FEEREDEL
s R GEE R
c A—F—v T ITYVY—ADiGFH, KFEIB (DR, a2 TS54 7V REH
s EEHXEFDOA /Y F
« Y—EXETILCLDEESH., BEE
s AVTTAT U RMK
o HE%TESE (Continuous Auditing) D HhE 4

tE

anji

cloud
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7. CCM:ay> bkrO—JILOEE (EEEDH

1

« CCM Auditing Guidelined 2 f#
UTOEHNMHIN TSN, 2ELIECCMVAR—X, V3D1LDF
ELEARDM LGN DT,
ERE LTI, LTOEHOARZEHEZITNIEIRLKXRE S,
https.//cloudsecurityalliance.org/artifacts/ccm-v4-0-auditing-guidelines/
« EEMORO—T
* VSV R —ERETI. V5V FBRBETILVEZRE
« CCMIZE DL 1) R4 51l
« CCM Audit Workbook @ F| FH

« Control audit frequency, Test Plan, Test result, Reference to supporting documentation
s INLICEDVWTEEDEMR. Rk, FHEZEITS

clot
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8. DevSecOpsZz ST itfihIRAEL > T

AT AR

« MGHERIEE OV TSAT7RELT, BEYE (Automation) &74—
TARL—23Y BREEBE? orchestration) [274—AHA X
« DevOps, DevSecOps D7 L—LT—9 DIEfiE
« CI/CDIZE DK £KRBIERN

BEEAELTIEK, COT7L—LD—Y, JOERZEETH

s EHEALBRINTLASC/CDTHNIIEELEEHIAEE

X1 T4 TAMDC/CDTAOERANDHE DIELE

« TR MDFIEE (SAST, DASTE)

s Fx v HRA 2 k& LT Security gate DEZ A

a2 T+, FaaS/H—/\NL X IZDUWWTDIEAEE

clot
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9. STARZ A4 S L(1)

« STARLANJL1,23DHE

« OCF (Open Certification Framework) DL E
STARIZE[T A EFa2 T4 ETSA4/1N—

« X al) 7T 4 XCCM

« 754 /N —I[dCode of Conduct (CoC) for GDPR Compliance

STAR Registry
STARFREEICH T HHAEETIL
STARBE:ED & & L T C-Star
STAR Continuous (L X\)L3)

cloua
SeLE A N security - f .
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9. START A4S L(2)

STAR™ LEVELS OVERVIEW STAREF Y 7 1 B3

Open Certification %

AUDIT FREQUENCY Security Privacy

STAR Level 3 Continuous Auditing

STAR Level 2

. Level 2 + Continuous Self-Assessment
Continuous

E
o
2
<
LL
8 STAR Level 2 3rd Party Certification GDPR CoC Certification
o

-

w
o)
g
2
n
%)
<
o3
@
P
[rT]
o
<
o
)
g
|

STAREEEE L N )L STARF S 1 /3L —k

cloud
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9. STARZA4 S L(3)

- oo
https.//cloudsecurityalliance.jp/newblog/2021/10/07/csa%e3%81%ae%e8%aa%8d
%e8%a8%bc%e5%88%b6%e5%ba%ab%e3%81%ab%e3%81%a4%e3%81%84%e3
%81%ab/

« 2020 Japan Security Summit DX Z 1 FDE#
https.//www.slideshare.net/MasahiroMorozumi/ccmstariapan-security-summit-

2020

cloud
SeLE A N security ) ) . o .
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https://www.slideshare.net/MasahiroMorozumi/ccmstarjapan-security-summit-2020
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EERTIPs (1)

> Study Guide BT NISABTES (H< = CRERL)

> Study Guide Z 9§ N THEHA T DIFKE, LLTDCCAK Questions and Answers
CollectionZz %Y %5 A¥ 5. Study Guide 0):.?%%’?)? ZEHAELTOWCDONRRWERDON S,

https://store.isaca. orq/s/store#/store/ browse/detail/a254w000004KpGiEAK
($99 : ISACA=&A. $125: E=H)

> CCM/CAIQ/STAREEEEIZDUNTIE, UTZEBLTHE K ZENRE,
DECCMDE R AL VDANE, RIERE. AL VOBE,
dCCMMDHERL (EXCELD A T L)
DCAIQOMER UFLCCME DIELY,
> STAREEEEDHFE (L ANJL1/2/3)
>CCM V3 & CCM V4M5E LY

DEFEINF-FAA VBB LUARAR
)7349/7():0)&“ (CCMIZEBFENTUVT, AL F U RIZEENTLVELE D)

o9 -" security
"aﬂ-’\' alliances Copyright © 2018 Cloud Security Alliance Japan Chapter https://cloudsecurityalliance.jp/ 27
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ELERTIPs (2)

P05V FERBROEN - IEZEZEMLTHES I ENRE
D>EBET LT ELTCARANTLSFA

DMEME=—2 ) VT, MIEMEEOEME, Study GuideDINBEZEME L TH <
> STAREREED Continuous
>DevSecOpsZE. HEIEL & DA

DTN, —BEET ) T 1 HEDERR
DYRHEE
DHNFUR, AVTSAT7UR

clouc
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CCAKZFIRL=95V kEFxal) T4

CCAKD 451

1. SWAREFHIZ, EBEANEFTTIEREL . BILELFBATE D5
FIZ., FIRENGRBAEEZR -9 -OICE L L LMD AN

19

2. CSADNRIEL TULAEE - MY — )LD
« CCM/CAIQ, STAREREE. 72V FEBBSHFE. 77V FEXEBRET+—7
54T E

30
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2. CSAD R L TWAHEGER - FHEY—ILDA

* STAR Registry NEEH A R
(Registry)

JAnNAa Xl
KBEILITT
TAAY

Membership » Assurance » Education » Research » Community » About »

m AT~ = o~ a CONSENSUS ASSESSMENTS INITIATIVE

L FAIW VIl  QUESTIONNAIRE v3.0.1
CSA STAR Registry

Security Trust Assurance and Risk Registry

_ Control Question . . .
Control Domain D D Control Specification Consensus Assessment Questions onsensus Assessment Answers

Not Applicable
100 Percent IT, Ltd.

T |Are controls in place to prevent unauthorized access to tenant Access to tenant

access policies and procedures,

100 Percant T offers a vide range of managed | T suppert, Our and hard work from cur taam, over the last two o . o
docades. Ragardiens of business sice and industy sector, mplemant the o s yours & com application. program. or object source code. and assure it is applications is
restricted to authorized personnel only? controlled by the
Begistened sece: February 16, 2018
tenant

entity & Access (LA By ARV Y By B The identification, assessment, and prioritization of risks posed by Do you provide multi-failure disaster recovery bility? X

anagement P B B business processes requiring third-party access to the organization's  |Do you monitor service continuity with upstream providers in the X

ird Party Access information systems and data shall be followed by coordinated event of provider failure?
3DGIS srl AV BB application of resources to minimize, monitor, and measure likelihood Do you have more than one provider for each service you depend X

and impact of unauthorized or inappropriate access. Compensating on?
controls derived from the risk analysis shall be implemented prior to
provisioning access.

Buitt on multi-year experience in GeslCT design and GIS development, IDGIS is a melting pot of computer science, enginsering, architecture and
i kills, aimed to impr Ve have desp knowledge of the geospatial domain, with expertise in 2D and 3D Web...

Harch 03, 2020 IAM-07.4

Do you provide access to operational redundancy and continuity X Available internall
summaries, including the services you depend on?

IAM-07.5 Do you provide the tenant the ability to declare a disaster? X
IAM-07.6 Do you provide a tenant-triggered failover option? X Available on reque
1AM-07.7 Do you share your business continuity and redundancy plans with X Available on reque
your tenants?
lentity & Access (VB R Policies and procedures are established for permissible storage and Do you document how you grant and approve access to tenant X
anagement access of identities used for authentication to ensure identities are data?
ser Access Restriction / EUEERE o nly accessible based on rules of least privilege and replication Do you have a method of aligning provider and tenant data X
limitatinn nnlv to tsers exnlicitlv defined as hisiness neressary. classification methodologies for access control purposes? ~ -
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