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Appendix 1: Acronyms

ABAC
API
BaaS
CICD
CISO
CPU
CRUD
CSP
DevOps
DLP
FaaS
GDPR
HIPAA
[aaS
IT
KMS
NIST

OPA

0sS
PaaS
PCI
SLO
SPIFFE
SPIRE
STS
VNet

VPC

Attribute-based access control

Application Program Interface

Backend as a Service

Continuous integration, continuous delivery
Chief Information Security Officer

Central processing unit

Create, Read, Update, Delete

Cloud Service Provider

A portmanteau of “development” and “operations.”
Data Loss Prevention

Function as a Service

General Data Protection Regulation

The Health Insurance Portability and Accountability Act of 1996
Infrastructure as a Service

Information Technology

Key Management System

National Institute of Standards and Technology

OPA (Open Policy Agent) is an open-source, general-purpose policy engine
that unifies policy enforcement across the stack. OPA provides a high-level
declarative language that lets you specify policy as code and simple APIs to
offload policy decision-making from your software.

Operating System

Platform as a Service

Payment Card Industry

Service Level Objectives

Secure Production Identity Framework for Everyone
SPIFFE Runtime Environment

Security Token Service

Virtual Network

Virtual Private Cloud
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Appendix 2: Glossary

Service Service boundaries are defined by the declarative description of the functionality

boundaries provided by the service. A service - within its boundary - owns, encapsulates and
protects its private data and only chooses to expose certain(business) functions
outside the boundary.
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