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m 201456AH. 777Kk tFxa1)7+EEELTCCM (Cloud Control Matrix) %2R
m 2019 1H. CCM-IS0(27002,27017,28018) mBAAXE2vE /%2
m 20215E8H. CCM-ISO7vEIRIC. ISMAPOEIRRZENML 25
o RELISMAPOEF1)F B EBIRESZSLZBEATRELEDH. EOH
BRIREED. EOFEFRD. 77VRREEITIEFICIBIEL H VKR,
o SREH2:ISMAPEREIS. BHNIFINEREBE, VATLIBFETHIEESE.

SE. CSABAEZEBDISMAPI—7 I N—TTiTo27=2vEL )

CCM3.0.1
16Kx1>  133arba—-l
AIS 4
AAC 3
BCR 11
ccc 5
DsI 7
DCS 9
EKM 4
GRM 11
HRS 11
1AM 13
'S 13
IPY 5
MOS 20

SEF 5
STA 9
TVM 3

ERiRES

Net, Comp, Storage,
App, Data

ISMAPE 12 & 2

SaaS, PaaS$, laaS

avbO—JV R

1S027001, 1S027002,
1S027017,1S027018

BSI, COBIT, FedRAMP, HIPAA,
SP800-53, PCI-DSS etc.

HINF AR SE




CCM (Cloud Control Matrix) &l

m CCMEIZ.

o HKCSAZKERH, CSAHTH L ATEBEHLALBERBEELEIC, Y5IKEHD

BEEICDV T, SEERESEOHGEEEDHEZMIR ITHD,

o CCM1.0THISIKOEF1UF1B#%E 14ADBERATUHT, ZOE,

CCM3.0 T2 B %:BIL 16DK X1 THIGH T E{ToTULS,

. 42, CCM3.0IcBLTBMEN AR AU ICE. AICPACGKEI AR S L
£ W EHS0C2(ITH—E R EIZH1T 2 MERHE  DEMISESSY). IT
315F R QBRI T REIC Lo 7,

. EFABELT. 82O NEF—FF o FrEORBITE, HavbO—N
EEY—EREFNEDHIGRTEToTLS,

m CCM-ISMAPZyE> 7 LIS,

e CCM3.0.1&IS0 (27001, 27002,27017,28018) &m2vEJIC, ISMAPE
IBEREOHTTEZLEEEDNDTHS.



ISMAP7—%227 V—7 ORRIDIE 1

m CCM3.0TIE. 16D AL TEF 2T+ EEDH T ITETo7

No | C-ID Domain Rx1%8

1 AIS Application & Interface Security PIVr—oarveq8—-71—AtF1)7+
2 | AAC | Audit Assurance & Compliance EBRIELTI1T7A

3 | BCR | Business Continuity Management & Operational Resilience HRBRERGERALIVIVA

4 | CCC | Change Control & Configuration Management EEEHCEAEE

5 | DSl Data Security & Information Lifecycle Management TF—atXa)F1ERWII7 917NV ER
6 | DCS Datacenter Security Tt at¥a)r41

7 | EKM | Encryption & Key Management ESbedEn

8 | GRM | Governance and Risk Management HINF I AEVAER

9 | HRS | Human Resources AE

10 | IAM Identity & Access Management PAT/TAT1ET IR AER

11 | IVS Infrastructure & Virtualization Security 177 RBEDEx1)71

12 | IPY Interoperability & Portability HEERAEtEBERSE

13 | MOS | Mobile Security ENnNThEX2)T1

14 | SEF Security Incident Management, E-Discovery, & Cloud Forensics | £FaUF11 T NER, ET1ANIN), I59R7AL 20 I99 R
15 [ STA | Supply Chain Management, Transparency, and Accountability W71 FI—NER, ERKE, HARE
16 | TVM | Threat and Vulnerability Management BRERBEEOER




ISMAP7—%227 IV—7 ORERADIE 2

m CCMh=vyvEJTHBRI

Kxqy avk =379 HnroA  Y—ERE KHEXT R
X% A= FrEn¥ EDXH I FIED o
NDHE it it poirt ooy i

Cloud Service Delivery supplier Relationship Scope
corn Gold  Model Applicability &1 K applicability
ccM V3.0 P Gov

Updated Control Specification Relevance Service Tenant /

Control ID Ph N k D I 2 T
'H letwork Compute Storage App ata SaaS PaaS EELY Provider  Consumer Mﬂ:: SC

Architectural Relevance [~ |

Application & Interface Applications and programming interfaces (APIs) shall be FFVb—audng
designed, developed, deployed, and tested in accordance with | 7S 7 1287 1— & |
Application Security leading industry standards (e.g., OWASP for web applications) | (API) [E. RRDEBHE
P — el B — and adhere to applicable legal, statutory, or regulatory A (Fl R Eweb 7 T
T—RtFal)T4 compliance obligations. r—iavnRa. |
FAr—iautFal) OWASPAEE) 2> T,
> it WR. AR
FARIZTNIE DR
L E o APIE ST $3.10.0
SEF LRURE LD |
BEFBBI<DLEITh
[FIEBHELY,
Application & Interface Prior to granting customers access to data, assets, and TFT—5 AE.HEA X X X X X X X X X X X X $3.2.3
e infarmatinn cuctame idantifiad cacurity rantrartual and FLAOEEOT 2+
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Scope
M Applicability
AICPA

2009 TSC

53.10.0

ISMAP7—%227 IV—7 ORERADIE I3

m CCMO=yvEJTRBRI2

AICPA
(S0C2)

AICPA
Trust Service Criteria (SOC 25M Report)

(53.10.0) Design, acquisition, implementation,
configuration, modification, and management of
infrastructure and software are consistent with
defined system security policies to enable authorized
access and to prevent unauthorized access,

($3.10.0) Design, acquisition, implementation,
configuration, modification, and management of
infrastruct ms mmdanfnmss o songistent with
defined pi
policies.

lated security

COBITE
DI D
(73

FedRAM
PEDI
T (7

BITS Shared
Assessments
AUP V5.0

G.16.3,1.3

BITS Shared
Assessments
SIG v6.0

BSI Germany

BSlE D3t
Ttk 17

Canada PIPEDA

Schedule 1 (Section 5), 4.7 - Safeguards, Subsec. 4.7.3

HIPPAE®D
Mt

CCM1.0&
ORIt
7

CIS-AWS-

SSVVEN Foundation v1.1

ISOL 3
Wit

CISAWSS COBIT 4.1 CAGuidance Controls Fi;mﬁiﬂﬂ:gh FERPA GAPP (Aug 2009) HIPAA / HITECH Act ISOfIEC 1SO/IEC Iso/iec ISo/Iec
Foundation v1.1 V3.0 . : 27001:2013 27002:2013 27017:2015 270018:2015
{Final Release, Jan 2012) —MODERATE IMPACT LEVEL—-
AI2.4 AP009.03 Domain10 |NIST SP800-53R3SC-5  |NIST SP 800-53 R3 SA-8 126 45 CFR 164.312(e)(2)() 242 o a1
APQO13.01 NIST SP 800-53 R3 SC-6 NIST SP 800-53 R3 SC-2 B.1°Partial, A14.2.3, [12.6.1 1421
BAI03.01 NIST SP 800-53 R3SC-7  |NIST SP 800-53 R3 5C-4 bpaaL ALY 1022
BAI03.02 NIST SP 800-53 R3SC-12 |NIST SP 800-53 R3 5C-5 sz 1227
BAI03.03 NIST SP 800-53 R3SC-13 |NIST SP 800-53 R3 5C-6 1822
BAI03.05 NIST SP 800-53 R3SC-14 |NIST SP 800-53 R3 5C-7
MEA03.01 NIST SP 800-53 R3 5C-7 (1)
MEAD03.02 NIST SP 800-53 R3 5C-7 (2)
NIST SP 800-53 R3 5C-7 (3)
NIST SP 800-53 R3 SC-7 (4)
NIST SP 800-53 R3 5C-7 (5)
NIST SP 800-53 R3 5C-7 (7)
NIST SP 800-53 R3 5C-7 (8)
NIST SP 800-53 R3 SC-7 (12)
NIST SP 800-53 R3 SC-7 (13)
NIST SP 800-53 R3 SC-7 (18)
APO09.01 Domain10 |NIST SP800-53R3 CA-1  |NIST SP 800-53 R3 CA-1 122 Ao.L1. 911
APO09.02 NIST SP 800-53 R3 CA-2  |NIST SP 800-53 R3 CA-2 126
APO09.03 NIST SP 800-53 R3 CA-2 (1)|NIST SP 800-53 R3 CA-2 (1) 6.2.1
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ISMAP7—29 V-7 ORERADIEI T4

m CCMO=vyvEJTEBMI3

1SOL0) SP800- PCI-DSS ISMAPED

‘ 533 LD e
polres it poh pa1r el

(v v ] Scope applicability
ISO/IEC ISO/IEC ISO/IEC I1SO/IEC NIST SP800- NIST SP800- PCI DSS v2.0 PCIDSS v3.0 PCIDSS v3.2 NIST::O-53 AICPATSC FedRAMP R4 Gap bet ISMAP and ISO
27001:2013 27002:2013 27017:2015 270018:2015 53R3 53 R4 Appl N& W W 2017 Moderate ap between an
Moderate
A9.4.2 AR-7 The 5]6,6.! ;6. <Control> <Control>
A941, 941 1261 SC-3 organization designs SA-3 cc71 SA-3 1421 HESE  ISMAP & L THIBR & HIlT L=
8.1*Partial, A14.2.3, [12.6.1 1421 SC-4 information systems Sk-2 €31 Sl-2 14.2.3 941
8.1*partial, A.14.2.7 (14.2.1 SC-5 to support privacy SI-10 SI-10 14.2.7 942
A126.1, 1423 SC-6 by automating 1261
A18.2.2 1427 SC-7 privacy controls. 18.2.2
18.2.2 sC-8 <Management>
SC-9 4544 <Mangement>
sc-10 HEA5 #ESE : ISMAP L LCHIBRZ HIBTL 7=
SC-11 4551 454
SC-12 454.1
SC-13 4542
SC-14 4543
sc-17 4552
SC-18
sc-20 HESE : ISMAP L LCEIN & Il LT
sc-21 4551
5C-22
SC-23
A9.1.1. 9.1.1 CAl AP-1The 411,4.2,43 41.1;4.2;43 €c6.1 <Control> <Control>
CA-2 organization €c6.2 911 HESE  ISMAP & L Cihn & b L=
CA-5 determines and €C6.3 18.11 181.1
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CCM-ISMAPZYE I DLV

n [SMAPERHBFEHREIZIER. L TORKRTFIVITRIERLY.

® 77VFEIROERFREZFIVITHS
- CCM/CAIQFIY 7 VAMILBDFI VY

@ BFEOERRT/7V7FEARDORELHNN-ENhTVBIHIFIVITS
- REFEOEZEIM-N - BCCMAM—-IDOFIY7(CAIQFIVY
YAR)

@ ERREEZZEICOTINERDREILANNERDD
- BREOEZEI /M-I -3 HTBCCMa/MA-N—- I TIREEED
abAa—-(FlzlE. FedRAMP, SP800-53%:&)
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T DOERRFEES OH

n Ph)VRCERRBSNFEI IO ERRKITIEICE. KUHROLITSE
—CCM—RREBEDIAICSIETIEL W

o f5l: ISO/IEC27001 — CCM — SP800-53
- “AICPA TS Map”
“AICPA Trust Service Criteria (SOC2 SM Report) "
"BITS Shared AssessmentsSIG v6.0"
CCM V1.X
COBIT 4.1
CSA Enterprise Architecture / Trust Cloud Initiative
CSA Guidance V3.0
ENISA IAF
"FedRAMP Security Controls (Final Release, Jan 2012) --LOW IMPACT LEVEL--"
"FedRAMP Security Controls (Final Release, Jan 2012) -—-MODERATE IMPACT LEVEL--"
GAPP
HIPAA / HITECH Act
ISO/IEC 27001
Jericho Forum
NERC CIP
NIST SP800-53 R3
NZISM
PCI DSS v2.0
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NATE

ISO/IEC
27001:2013

(ISO/IEC
27002:2013)

Cloud Controls Matrix (CCM)
CSAHAA Y AD16D XA VICRIUIEI I R —ERIC
BUF31330BFHUF U714k (CSPHFIF)
CSAICER DI NI SRS RS (C L ASTARMLAE B S

29 R —ERCBISEREFIITIRIOER
HARS4>

ISO/IEC 270010 EE R IEUI37OEERFL
7TOIRGREIRER (CSCRUCSPHFIA)

A SNICEREE B (C LD E S TR

JNTUY50 ROPIHMREE(CH I 21EHR 17
DADDEETA RS>

ISO/IEC 270010 EE RIS UIE 16D EERSRE
ISO/IEC 291000 54 )\>—[RAI(CHt i UIZ250)
HeREIRSE (JTJUvH) 57 RTPIZZALERY 3CSPH
FIA)

SETBEBADIERE(CLHE S EE
BIRCFIVFTAIZISA N AT A
ISOSBEMNEVC114S18E CRAEM)
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CCMICEd1% CAILL CAIQ. STAR &l

m CAl (Consensus Assessment Initiative) (&, CAIQZfEAL C1— & EEEHH
HO¥ KR ZHERTILD

= CAIQ 3. CCMOEaPO-IVDARETL—V50 L, FTYI)VAMELIZHD

m ;‘Fr AR Levellld. CAIQz&E(C. BRBHBCFIVI21To0/-NEZ2 LT 5l

STAR™ LEVELS OVERVIEW STARt 1Y) 7 1 385

Open Certification Iiﬂ work
rivac

AUDIT FREQUENCY Security

STAR Level 3

STAR Level 2

< Level 2 + Continuous Self-Assessment
Continuous

=
(=]
2
<
w
(o]
w
o
=

STAR Level 2 3rd Party Certification GDPR CoC Certification

STARSEEE L N START 5 1 /AL —EBEE
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CSA STAR Level1 77 AXA MO AR IMDOE ST

STAR Level 177 AAV MO ERE S LU B ARETOEEMLFA—MOLRE
JBICDWVT, 7a90TWET,
CSAlIZ. STAR Level1EV 77 AA/ ML T7ANCSH B ML IR E.
CSAHRHL TLV\BCAIQ(Consensus Assessment Initiative Questionnaire )ic.
5okl
o The RT3V 7H1CSA STAR Redgistry:
https:/ /cloudsecurityalliance.org/star/registry/ )&zt L TL ET,
F7/=-CSAZ+ I\ Tld. BERO7ONI4HBENICEF1I)FT1I5HZLARTES
SOITN2ODXZIBELTLET,
o HAECAIQFMLA—-PDEZFIRZHAE TR
STAR Levell BV 77 CAAMDERFHREE. RETITOUEIHIETH
—EOFIEEAAETBALTVBVITHrNESBL T &L,
https:/ /www.cloudsecurityalliance.jp/site /?page_id=1005
o HZAEE CAIQFE@L FR—bE2RAINTIB7ONIEEIFIRY—EADIEHR
=
CSA STAR Redgistrylcld,. IAXNTHDI 77K Y—EADIBHRHA 7 IV 77N YMEIC
DARENTWETH, BERETEITCLIIHMULL. LTI 7HrMc2S R,
https:/ /www.cloudsecurityalliance.ip/site /?page_id=19811
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https://cloudsecurityalliance.org/star/registry/
https://www.cloudsecurityalliance.jp/site/?page_id=1005
https://www.cloudsecurityalliance.jp/site/?page_id=19811

sHotE:

SAHMSCCM4.0.27T. shi=tbevE %2R IKLEL 7=

WG CCM/STAR

WGEIREA 2021FE8A N 52022534

WG—4% T4 PEE (tkasamatsug@gmail.com)

WGH® CSABAZEELTHEANIRSIZMMA. CCM4.0.2/ISMAPDOZYEJ%{ERL. V)—-RT 3

WGHIE TBRFEHR AT LND=HNEF )T FHERIE(ISMAP ) Jid. T HZARRFedRAMP 1& & FEIEh, HABAFHARHZE
Fa)F1BRER/ILTND V7R —ER2F D - BRI DEICEN, 77VRT—ERREICH T EF2)
TKEDEFEREREY. BBLEAZEMNELEHIETT.
WGTlE., KEICSAKEHAIERL 7= CCMICE T2 EBRRMIEIS027000)-ANERFEISMAPEIRED?YEJ
FR(CCM4.0.2) kDT, CSAHAZZEHA M BIC13925/133BRERNDVYE Y2 REL. EERCCMENDI 5
REEEANDIDMIBVIVEJ2IZELTUKZEZBIEEL. GapRHEITVWET,

WGSEHETZ RE Bl1EEA-AIC, HEASBRFLRBA 1/ 2B TRET S,

WGS k& A1 2 HTeams. 2EEASlack. EBEFrvISlack, 75 —HFHOneDrive. R MO0ffice365NT7 /)% (E

(P7V/XMV7K | A,

%) GE1WGAY =S, BEOWeblREBHDTAIMNY TR, EESETIHETT
(GE2)WGHIIDIE. CSAZEBRBULEXANVTREFIATSRZE. EAID, £4#ID,. BEEXIDLEEHBOENAFHSERE !
(GE3)WGHIPCIE. EIAPCEE£#ESPC, E55ERRETITH . BESPCIEXY—IVD1 AM—=IVHIRRICEE !
GE4WGHERIZ, B 1GOEIE R, MBELTE-4G-56H I TRIKRICEVEINBZERICEE )
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