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TEEZAWVWET, EAIE, FEAEDYV SO RTONA FIZIE, EAXRIEDDoSIREMNY—E R
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A7EBRETIYVITIOT14ET«

1. BERETIDIDEXALVT A BEOREE : XU T BELEHZHELET ., Ml
DR D—EEDPHRR=Z—XIFATITMN? Fi. avR—R2 b, &RE., Y—E X, K&
BREEEZELCEI—T YV RTLDT—XTIOFYERELET. BEHETUVIERED
EEMNAZBEESTE (BRLEE2H0HSa0 FO—LELIFRIELE-EEROEE. #E
EDRESE) ZHTITDEDELT. U5DF] FIEFIVSOTK7—FTUF v (PaaS,
RILFTFoI—HE) NHEBFUENESHZHHL, RBL VRV ZERETED VS FY
—EXREBBHEETIL (laaS. PaaS. SaaS) DEFEZEITOIEHE. VSO REBRETUVDESX
AT BEZERETDHIENEETT,

2. FERAV MO EHEDORTE : EEZHELTCRATIITEHILICKY, LEa—d
DIRTLFERIFIFT IV —3y (F—42, 7IVr—2a>, PX7FL, A—Y, o>
FO—ILGE) OBEZRELET,
RDESGVSTIORRZ Yy VBEEDERZRETL T ZELY,

a. PaaSarv rO— LT L—2FEBRRNIZHY ETIHI?

b. 95O KT7HDO MIXREHETTMN?

¢ BFEMRO—E IEZIT52 88O LEIMN?
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FLMNEDESIZHEBEL., TNODHENEDESICHBLEOMIEZERHRELES ., FIZIE. 7
TN —2 aVIFEmEFDT—IDOMBEEEED IS ITRIELETI?
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LTORHOEBLEDY SV FOEEEREERELET,

b. PXATLADAOEHODKRSLA 2 (AAEHENETH—IY LFDEFEE, VTTFE
API, RR— S RAPIS— R A, A 2INO U RETY RNYY FOERE. e84
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E. VSO FBEBDIRIYRA D FEEEBELET, 51T, BHRIZCHIZE0 5D Y
—EXDEFEE<TYvESLET,

c. VYATLAOT—A270—%TvEYY, U5 KFEMR, ETLY—E X, BLOBX k L —
C.THAORAT RLALNEEDY SO FEADT—2 70— LBMEEELET .

4, BEORELSHM : BE. REBEDEHE. BIUEZA NIRRT LEZIZZOHEENS D
KEEFLIIBEEDOHDA—FICE>TERAINIAREEDOH DR EAHEEHELET,
CSA EXEZB (Top Threats) HEDNERVY—XFFAHALT. V5V FEEFEODERZEEL
x99, ARME] BROE=ODZ L DEHEIEMCSAT S Y b IT+—LEAVTSA NS OF ¥
[CHARAFENTULETHA, TAAME] ICHTEIBEBOFEZE 50T ESIL, Ea—<
DIS—, AEAEIZHT 2EBE. BEIR. BLUERORBICHITEFELTLLESL,

5. EXaUTaHIREREL. X2 UT A TR MNOEEEMEEERT S=HIZ. PAT LA
BEHEOAVAR—R U PDBREX Y YTERE, WU TEEIDOH DV T FEEETPE
EOBRZEEFTL. ZEBFEOES/FEHEBEELET,

NMOBEELHER N - REIREF+HLULEEREE
b. EE#3 - VSO FEXa VT4 T7—FTOF v LEBBORI (7 EE MN1DBEELER

(Egregious Eleven) j Z#&EBL EF)
c. EE#4 - RR+57751D. ERER. 77X, F—FH
d. EE#7 - R TH NS 2 —T = —R EAPI

6. BHIICHEL-BBICERARELGENELFHZEZRET L CTEEIBXZZMAF T, T o O
NEBFELIFIVRILRILEEDELSICTERBETEINERMRLEST ., 777 KkDEFa) T4
arvka—IL (REYUYHR)TEZFAL, WO DISHKRETTVS—2 a3 DERE
SROPFENEFEAET DIEHETEH. MEXILFz—2) 28IV RFOBRZEZ G THIME
[CEHREHTET,

7. ASaZy—2a ERBORUNT  EATETRESAI-GIEERIZ. BEShE
Bl. ThoDBEMNLEEELEREZEELEFS., ETVVIT—RERANEFAHTES
KSIZLET., V5T RFERFTOFIBE T ERREIZT D 5D FHIEIZDOLWTIERZELE
9,

8. EHMEHEIE : V5V FTSy FI7A—LFRRIZELELTHY., BUTEHY FEA, ERETILE
B#TY, BERETILOEHHLLELI—EBHICKY ., BRETILNF—LICE>THEYT, FEFIZH
BATHAHIZELNRIASINET, ChiE, T—FTIFVYvE2RICEELREELNHDEHE BIAEarR—
UM Y—EXDEBMELIFAIBRLZE) 1T, HITHTEFVET. BRENDOEZRETILIE. FILLER
RO PUDREESINT., LA >TEHELESNBWENSB X1 TARHBICF—LEELENE
LUREMENHY EFT,

b

6

7 The CSA Cloud Controls Matrix (CCM) is a cybersecurity control framework for cloud computing that maps and categorizes applicable cloud
controls.
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https://cloudsecurityalliance.org/artifacts/top-threats-to-cloud-computing-egregious-eleven/
https://cloudsecurityalliance.org/artifacts/top-threats-to-cloud-computing-egregious-eleven/
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2 MW7

T-01 Inside Threat &
Human Error

An insider or vendor leads to

. | compromise of an asset via gross.

negligence such as misconfiguration
or otherwise, unintentionally.

Exploits

HRS-09, CCC-05, IVS-02,
1AM-05

EE-02, EE-11, EE-06

2019, AWS ElasticSearch
database, Dow Jones

Misconfiguration and
Inadequte Change
Control

Misconfiguration of cloud services
like Internet exposure of data stores,
or failure to implement key security
controls such as account 2fa.

Affects

HRS-09, CCC-05, IVS-02, IAM-05,
EKM-03, EKM-04, IVS-07

EE-02, EE-08

L

In 2019, an AWS ElasticSearch
database belonging to Dow

Jones was exposed to the Internet
without any access controls.

L SN AT T EANY Y

Cloud Database, data service or
otherwise a data store.

e.g. Hosted, Elastic Search, 3,
PowerBI, Rds

EKM-03, GRM-02, DSI-02, CCC-05,
AlS-04, HRS-09

EE-1

In 2019, an AWS ElasticSearch
database belonging to Dow

Jones was exposed to the Internet
without any access controls.

mltlgated ‘ | pesc training, role boundaries and

Human Resource
Security

Controls related to people and staff,
such as awareness, agreements,

termination of access.

HRS-08, HRS-09

EE-03, EE-03

1n 2019, an AWS ElasticSearch
Case | database belonging to Dow
Study | Jones was exposed to the Internet
without any access controls.
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LML, COETILIEIEELTEHY

Misconfiguration

35'&/\10 *L\T:Ba)a 5 rj I:’F%’EY.:E? U ~/7\ Detection &

Recovery Solution

H—FlE, EFILEERIEDIDIZRIR
2— hRISHEYET, A— FAEHAE N2
Ni-tk. EATTEEA IR &SI £ EIE S T.01 Inside Threat &
é : “: 75‘\—6%35?_0 Human Error

Human Resource
Security

Controls related to people and staff,

Is mitigated

HRS-09, CCC-05, IVS-02, by HRS-08, HRS-09

BHY IS

BT EHE. BRBOETILIEIE. VT R

EE-03, EE-03

In 2019, an AWS ElasticSearch

Case | 2019, AWS ElasticSearch
nes

DIT7HEEIVPLRTLDEXF) T aIS
EOTAARGERAEZTHY. V57
FDOVI b7, PRATL, BLKUY 1] Eib
—ERIZESTIIFIZEETY ., A oA More Controls!
. ShoDERBEETIVIET 516 928 tha CCM|
2. #EBEMCREREELG 7 TO0—F =5

HKITDIULENHYET . BRRETUYT

TS5 ET. F—LIFYAN—KED

TAEREFRIL. WEMNE I HRIZE

BOEELAREL N EEZERICEHBIT S

ZEMNTEET,
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TS, BEFEIEEEMHATRELZOIY FO—JILOFEILCEEZET -HODaI 1 =_45— a3 FiTE
TO

hickY., AIXY SO FDORET EEROERFBKICEA TS ERREEXTITOIEMNTEET,

BANR—tFa2 )T D) RUVEBICIX, fBOPRZMG ) XY BIE. BM. BLUSMELGEE
DREICEET DA, TOER, BLUBEMOBEIBLL T ITHABARMIZEENET, ik, By
BICIEEBR. Y—IL, Eifi. BLUFIE (TTP) #HET I LICE>TERSINFEFT, CDLS5H
ZELETIPAEESIND L. BTV RV EZEEBT HHITTALETHM. RN, BLUREM
A RA—LIZTRYELVTTHIENTEET, BRETILA—FZFERITHLT. VRV EHE
TORRICEBDEEZEAL. BEZENATTHAN—tFXFa2 )T TAOTSLERASED L
NTEET,

CHOEBHEEHA T AL, ENBRHET) VI ZHRODIE. FIXHET HRICKRIDOZ L FE
STWET,

SEOHRMTIE., V95V FBEBORaT7TY 2T, ATTAK IDOZDMDERDSEEN. TLTE
YURELBIVISIRERETI VT - h—FTyvXRE VST FRERETIIVICEAT S ELHD
A|ERBELTVELNEBZZTLET,

Z 5 THIRE!
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5 &%

https://en.wikipedia.org/wiki/Threat model

https://www.microsoft.com/en-us/securityengineering/sdl/threatmodeling

https://www.microsoft.com/en-us/securityengineering/sdl/practices

Microsoft Threat Modeling Tool: https://docs.microsoft.com/en-us/azure/security/develop/

threat-modeling-tool

Model vs methodology: https://drive.google.com/file/d/1n
uMBckp8UMBA10g1kcKTjvXX6Ea tLF/view?usp=sharing
CSA Cloud Top Threats Egregious Eleven: https://cloudsecurityalliance.org/artifacts/top-

threats-to-cloud-computing-egregious-eleven/

CSA Cloud Top Threats Deep Dives Egregious Eleven: https://cloudsecurityalliance.org/

artifacts/top-threats-egregious-11-deep-dive/

CSA CCMv4 Matrix: https://cloudsecurityalliance.org/artifacts/cloud-controls-matrix-v4/
Security Guidance for Critical Areas of Focus in Cloud Computing v4.0: https://
cloudsecurityalliance.org/artifacts/security-guidance-v4/

CSA The Six Pillars of DevSecOps: Automation (Pillar 5): https://cloudsecurityalliance.org/

artifacts/devsecops-automation/

Chapter 4 - AThreat Analysis Methodology for Cloud Using CCM” in the CSA’s Certificate of
Cloud Audit Knowledge Common Body of Knowledge

PASTA (Process for Attack Simulation and Threat Analysis)

VAST (Visual, Agile, and Simple Threat Modeling)

OCTAVE (Operationally Critical Threat, Asset, and Vulnerability Evaluation).

DREAD risk assessment model

NIST Special Publication 800-150 Guide to Cyber Threat Information Sharing:
https://nvilpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-150.pdf

MITRE ATT&CK - attack.mitre.org
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https://cloudsecurityalliance.org/artifacts/top-threats-egregious-11-deep-dive/
https://cloudsecurityalliance.org/artifacts/top-threats-egregious-11-deep-dive/
https://cloudsecurityalliance.org/artifacts/cloud-controls-matrix-v4/
https://cloudsecurityalliance.org/artifacts/security-guidance-v4/
https://cloudsecurityalliance.org/artifacts/security-guidance-v4/
https://cloudsecurityalliance.org/artifacts/devsecops-automation/
https://cloudsecurityalliance.org/artifacts/devsecops-automation/
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-150.pdf
http://attack.mitre.org/

181 BRET YO LAHR— MMERRIZEE T S 554
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BERETIVVILR—bMIIvE DT ENtEXa ) T REABRESICOVTHRELET . CO
HEICIE. BRESA TS EXF21U T EEHOBEMLANILDSRBAEL., FHGCEHRVEEST DU R
D~AD)ITF7LUAREENET,

CHOXEIF. UTOEMNGERINTT:

e ITEHLFaTYRY)—: TODH FO—BRMASBEA, THBEE. VSO KTFT—FF5

FYDRFyv T av b,

o SRTFL/ATTVS—a ODEBR —BNIZIK, DRTLEY IR TLIZHEL, HA

FINESIFEAVR—3R FEIOHEBEERAZRIET DABREGYFET,

¢ HEBRYMLOIRVEDT . 7F—XT IO F v THRESNIZIVRVDERGSDOFERAT %, 578A

X, BEESNF=VRIDTZAAVRRRENFEISHOERT7T—FTFIOFYDRFY T ay

Fe X2V T - UDRIODEERAT., TEOHDODEZEHET .

o BEETIL: REM. BEERMN. TXIRXMIBE, BAGEBETILOEREROS VA +

#REL. ThoDBEBREEYVYEILEZEHD,

e BME COETIE. BEIBELZOSWEIZS. BELGEX1) T AKROERABREZEHKLFE

T, XV TAHEKII, MTO T4 —ILFTERSIhET,

- EFXaUTFqsarbto—)LE (fl: SC1-FREESSOA H = X LDEE

- BEE - COT74—IILFEREDERAEZERT DE=HITBHETHY. EE/&/H/E
DESICERESNET,

- URY - BEETILR—FIEBHINTWLWIEE)RI~DSE (H : R1, R2,

R5) .

- EH - C0tFa) T ARKICEAET SEMLNILOEHOYVR S a2 bA—IL, &
BHIE, LABETAEESHE O (must), LTIEAES AL (must not) ., 9 RETHD
(should) . ¥ RETILA L (should not) EWVWSEETHRIFYET ., FIZIEUTDLS I
sl& %D " RF LIE, JSON Web Token (WWT) Z4+—<w &AL OAuth 2.0
BMEEEZELLGTINEGRYERA, 7

21



FT%%ZZ c7f§ﬁ7f:%%E§455£[}:/ijj—— o

LUTFIZEEBETICERET ) VD —FEBREROHFHDHEZRLET -

— MR BEOBIM LA —ROGCEBDEN] ODBERISEOMRRELEL LY I A, BEAX
EEBOEMOIAMNLI—FORREEZMHET DILDTHILENHY FT,

— BT EROBMESA: —RHOLTEBBRORZMODERIISEROB
RARETEHYFIH, SRAXEEBORMOEANLI—FDKRRE
HRITDLDTHIRENHYET .

Threat

General Threat Name

FE@arrkA—JL)] ETEXEBE] : Ihiold. CSA ANEREL-O

Threat Description

Common Controls from CCM

Applicable Top Threats

*| MITRE ATT&CK Elements

Case Study example or definition
for further understanding EE:DD
#3:2019 Dow Jones (i.e. Egregious
Elven Deep Dive case study #3 -
Dow Jones disclosed in 2019)

Asset Description

General Asset Description

Cloud Service Provider

Product Type

Typically Applicable Controls

EE:DD #9:2019 Dow Jones

Potential details for configuration
that may mitigate vulnerabilities
or hamper threts

vhkR—JL (CCM) &0 SO FDER (EXEB . Top Threat) ~d Y
TJ77L2XRTY, BBOHBIZIE, BIAINITDHHBEBZH ST —LDOE
HEDLSIZ. BEDEFEKESELLHAMTHIEDOMLAHYET., Th
5MDCloud Controls Matrix@ FAA EHBEBa FO—)ILDEY 3
VIZUR MY ITLET, BIHRIZ. EBiDEgregious Elevenis ED i
#iDTop Threats T—F T T IL—TOHRMWIZZET DHEIETZ
DREBITEDFET .

ATT&CK: MITRE ATT&CK T L—LT—U ~DHNESRIZELY . HARE
PH—FLI—HY A, —EDHBECERGEDEBZTZRDLHI LN
TEFES,

DI27LUR BEESTDT—XRRXAT 4 Ff=I&Top Threats Deep Dive
HIRMI~DSHE,

SPIEEM:ERAA: Z DOHEIZIE. SaaS. PaaS. E7f=I& laaS L Fhh
DUATLDY S FRREZEEALET, Asset Title&Description
IZIE. MOADRD—FEZFERHITIDICHELELZDIFERZEZELZALTLE
=0y,

59 FY—ERFTO/NAH: ASEElasticSearchd &k 51, —fig%
M7 FASE CUZEEDCSPEH—EXRDHIZBHEIZLET .

HBECCMa > FO—IILEHF—RR BT o  EHTTEEAIZEEA A CSA
Cloud GControl Matrix. S2UDEEDAR A TIZ—RIICERA SN SO
vhkO—)LEREH, T—RREAT4IE TR V2 3> nRBICH
WWFE9,
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MfEsBtEh— Fo=HIcEBhmcshi=toa>n

Vulnerability Short Title

' Desc. | Vulnerability Description
CCM | Common Controls from CCM
TT Applicable Top Threats
SPI Saas$, Paa$, laaS
EE:DD #3:2019 Disney+ Case
Study marker, description or link
Ref. (i.e. Egregious Eleven Deep Dive

Case Study #2 - Disney+ disclosed
in 2019)

Impacts

Impact Description

Technical: Confidentiality, Availability,
Integrity

. | Operational: (i.e. CIRT)

Compliance: (i.e. fines)
Reputational: (i.e. brand impact)

Record count

. | Incident response requirements

Fianancial details

T2

Case Study example or definition
for further understanding EE:DD
#3:2019 Dow Jones (i.e. Egregious
Elven Deep Dive case study #3 -
Dow Jones disclosed in 2019)

ﬂll

BH

SPIERAM: HMessEIk. FEXLEFETI/L (Shared Responsibilities
Model) IZE D < # 4 72SP1 (SaaS/PaaS/laaS) MDA Y X2 > X XMEE
FRLDIZIFFERSINFEFA. THOBFRATIE. 7Y fH—FIZHT
SHEFEMEIZ DNTGOEIENO-GOERBRCHIBT T D EMNTEET

AN FOBHRERRA: HMTWEE] FLE TESRAWEE] O
WIhHhEBERL, ZTORKRICOWNTHAICEHRBALES,
HEDFEMIZDULNTIL. CSA Certificate of Cloud Audit Knowledge
Common Body of Knowledge @ TZFE4E - CCMZEZRAW=Y 5D FOER
SHFEL ITRBEIATUHET,
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