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DSUREFIVTATIATIR:
https://cloudsecurityalliance.jp/j-docs/CSA_Guidance_V4.0_J_V1.1_20180724.pdf
ISMAP EIRE#E: https://www.ipa.go.jp/files/000082277.pdf

ERIMERIICHIIZIIVRFI AT 2 EHERT S RES:
https://www.fisc.or.jp/document/fintech/file/190_0.pdf

BN IBIROREICRITZERCOVTOAM RS/ >(CEETS QA:
https://www.ppc.go.jp/files/pdf/170530_faq_rouei.pdf
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BES{bOHEH(EFEELD):
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EBFBURICHF2TEDDICBIRINEIES DU N CRYPTREC):
https://www.cryptrec.go.jp/list/cryptrec-Is-0001-2012r5.pdf

N—=UF1E-23>m5HER:
https://cpl.thalesgroup.com/ja/encryption/tokenization
https://pcireadycloud.com/token/

EFF17957 REMTOMEILCEIFTIBE): https://www.nict.go.jp/press/2020/10/19-1.html
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HAT(E NICT [CTHZFRPEIEERMTONTED. EFTF17770 REHEEE(CH W TEICEREER{ L DIZHIC
BIF OIS SN S ME FEES MO T2 REF ICANTRIENENTLET,

FSROERSE*

ESHOERCBVWTHAREROL A RS> TE NIST(7 AUDERRERIMATA) OBRINSIBEN 3 Lh'%
< ENSERNI—EIEIERSN TS, SP 800-57 (HEIRCHITBHEREIR) £ SPB00-130(HESHEE AT
LEEtOIL—LT-7) WBEIRSIAT AICH I 2ER BRI CHIEN' TIRETT .

BAF (& CSA MERRLIZ V5D RS —EX DR EIEAOHEIET> MO —)LOEREE T HINTLSAEZ NIST
SP800-57 MRAFEICYYE>JUIZKTY,

i

tF 21U BEE NIST XZ(IPA &D): https://www.ipa.go.jp/security/publications/nist/

ESMEIEN A RS/ (IPA LD/NIST BIERERIST): https://www.ipa.go.jp/security/vuln/ckms.html

D3RG —EADHEIE(CSAI DENERER])
https://www.cloudsecurityalliance.jp/site/wp-content/uploads/2021/02/Key-Management-in-Cloud-

Services_J.pdf

BYOK DRIFEFEMB: https://www.cyberware.co.jp/professional-services/byok/

SRS —EXBERS AT L
https://cpl.thalesgroup.com/ja/encryption/key-management/ciphertrust-cloud-key-manager
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I3 RG—ERFEED KMS (1 - -NIERTFIVTA BHITHIET DIehICHRBIRICENTLON DOHEEE
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e BYOK(Bring Your Own Key)
o I1-Y-BENMESHEIERUTITIRS—ERFFEADIRT LERK
o FFEAALEROESHEIISVRS -EAFEEENTEE
o API MARIRNZIENEZL. AV TUZAMD HSM ETIERRUTcERZ 7 U —> 3 2RI 3L T
FHIADZEN AT RE

BYOK iESkEN 3B RICET# I BAOTF1)T1ZEFE I IHNBNDODE T . SEEMICIELEEF N ER LML
THIAINTH., BESEAMERRCAARNNREOTVET  FBERFIRCOVWTEEZR DU ENGIHEICE
I-Y-BEMNREFIE, FitrIARTHeEMIDRENDD, ZDeH)SFTRY —ERAEEE(C DY - hERK

U5 A0 Y —E2XRftenTLEd.

> SEER

Microsoft Azure Double Encryption (CDWT:
https://docs.microsoft.com/ja-jp/microsoft-365/compliance/double-key-encryption-overview?view=0365-

worldwide
https://techcommunity.microsoft.com/t5/microsoft-security-and/understanding-microsoft-information-

protection-encryption-key/ba-p/2214589

Google Cloud EKM [CDWT: https://cloud.google.com/kms/docs/ekm

Salesforce Fvv>10#HDEEY—LEZ(Cache-Only Key) :
https://releasenotes.docs.salesforce.com/ja-jp/spring19/release-

notes/rn_security_pe_cache_only_key_ga.htm
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High Level Architecture of Double Key Encryption:
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T4, 5G, SERIEE, TOV)F1- > ETEHAMEATVET,

s BEER

Microsoft Azure Dedicated HSM: https://azure.microsoft.com/ja-jp/services/azure-dedicated-hsm/

AWS CloudHSM: https://aws.amazon.com/jp/cloudhsm/
https://aws.amazon.com/jp/blogs/security/how-to-clone-an-aws-cloudhsm-cluster-across-regions/

HSM ZFIFBUIZEEEIRICDULT (INSA &D): https://www.jnsa.org/seminar/seckey/201013/index.html
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