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The Enterprise Resource Planning (ERP) WG seeks to develop best practices to enable organizations
that run their business on large ERP implementations, such as SAP or Oracle applications, to securely
migrate to and operate in cloud environments. Every ERP deployment is something that is unique to
each organization. In most cases, organizations spend months, if not years, customizing their SAP or
Oracle implementations and also spend a significant amount of money with third-party contractors
to complete implementations. This makes standard security measures more difficult to implement
due to the differences of each deployment. The complexity of these large implementations,
combined with the criticality of data and processes housed in these applications, necessitates the
establishment of industry best practices to provide security guidelines for companies migrating to
the cloud, in order to protect the organizations’ critical infrastructure.
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User and Profile Metrics
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* NIST Computer Security Resource Center | NIST Risk
Management Framework SP 800-53 Revision 5.1: CM-6(1)
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o Salesforce ISVforce Guide | How Does AppExchange Security

Review Work?
o Salesforce Apex Developer Guide | Apex Security and Sharing

o Salesforce Apex Developer Guide | Security Tips for Apex and

Visualforce Development

* Salesforce Trailblazer Community | Monitor Setup Changes
with Setup Audit Trail
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@ 7L A ¢ Center for Internet Security | The 18 CIS Controls
* Salesforce Integration Patterns and Practices | Integration
Patterns Overview
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* APl Event

o Bulk API Result Event

* Concurrent Long Running Apex Error Event
* Credential Stuffing Event
* Identity Provider Event

* |dentity Verification Event
* Lightning URI Event
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* Login Event
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* Logout Event

* Report Anomaly Event

* Report Event

* Session Hijacking Event

* URIEvent

3. EAAOEIRAOTDEHIZONTIE URAMIERSINE
SalesforceBLUNARLATITD M T REE=ZEHL., IEE
BEEEREZTMIILENHIET,

4, IRTCOOTNERESNBZIEFROFXF I ITVI1— I3V EFERT I
EHHNET,

5. ATRETHNIEISIEMY—ILEERALT. AT ZBBMICHEFET370
CRAZE AL B3I L)X EZEEEICT B,

6. 1VITVMRIETACRAZEAL, 1TV MIERSINLE
. BUBF-LIMOOTU FOIMGIICE S LET .

= YI77LY2A *  Salesforce Trailblazer Community | Enable Login Forensics
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Setup Audit Trail
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o Salesforce Trailblazer Community | Real-Time Event Monitoring

o Salesforce Trailblazer Community | Enable Event Monitoring

o Salesforce Trailblazer Community | Real-Time Event Monitoring

Data Streaming
o Salesforce Trailblazer Community | Real-Time Event Monitoring

Data Storage
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o Salesforce Trailblazer Community | Classify Sensitive Data to

Support Data Management Policies

o Salesforce Security Guide | Give Users Access to Data
o Salesforce Trailblazer Community | Secure Your Sandbox Data
with Salesforce Data Mask
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o Salesforce | Salesforce Shield

o Salesforce Trailblazer Community | Classify Sensitive Data to

Support Data Management Policies

o Salesforce Trailhead | Secure Your Apps with Salesforce Shield
o Salesforce Trailblazer Community | Strengthen Your Data’s

Security with Shield Platform Encryption
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. ISO 27001:2013 | A.8.1 - Asset Management
o Salesforce Trailblazer Community | Classify Sensitive Data to

Support Data Management Policies
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o Salesforce | Certifications, Standards and Regulations

o Salesforce | Trust and Compliance Documentation

*  Wikipedia | Continuous Monitoring

*  Wikipedia | Continuous Auditing

*  Wikipedia | Regulatory Compliance
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