5 A
LJIM

Security from the
Cloud to the Edge

I3RS IVIICLVE
dtF1UFr+

Jim Reavis, Chief Executive Officer
Cloud Security Alliance



http://www.cloudsecurityalliance.org/

ABOUT THE
G NONVAD
SECURITY
ALLIANCE

“To promote the use of best
practices for providing
security assurance within
Cloud Computing, and provide
education on the uses of
Cloud Computing to help
secure all other forms of
computing.”

Building security best practices for
next generation IT

Global, not-for-profit organization

Research and Educational Programs

Cloud Provider Certification — CSA
STAR

User Certification — CCSK

The globally authoritative source
for Trust in the Cloud







WHAT IS CLOUD COMPUTING?
JSIRIVELI-FT14I¢ElL?
« On demand provisioning of computer as a
service
13- —-ERELTAS TN R-TOED3Z)
« Compute delivered as a utility, like telephone

SeI‘Vice or Water Integration & Middleware
B KEOLIIC, ADE1- M I —FT1UT1EUTR
H
« NIST developed the most popular definition:
NIST(:J:%EEﬁ:E)_ﬂQE"J @E% Core Connectivity & Delivery

https://nvipubs.nist.gov/nistpubs/Legacy/SP/nistspecia
Ipublication800-145.pdf

» (CSA created a layered model to visualize
SaaS/PaaS/IaaS _
CSAlE. SaaS/PaaS/laaSzHREALIIEEET I %Z
YERK

Abstraction

Hardware

laasS (Infrastucture as a Service)
Paas (Platform as a Service)
Saas (Software as a Service)

Facilities

i

CSA Cloud Reference Model

Copyright © Cloud Security Alliance 2021



HOW DO WE ORGANIZE OUR THINKING ABOUT CLOUD SECURITY?
39 REFIUFTAOVTDERT ?

1. Securing our Cloud Usage
D30 RFIRZTEF17(C93

1. Securing Cloud to Edge
D3RSIy TCZ2TF17(C9D

2. Finding Hidden Cloud
Connections
RNz 57 ReDiEHZBAB NI B
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SECURITY OF THE CLOUD
2537 RDEF1VT1
1. Layered Cloud Model
fEEEY S5 FETIL 2 Shared Responsibility

Infrastructure Software
. :I:t e as a Service as a Service
EEEXEFEETIL
Security Responsibility
L ar g e r n u m b e r 0 f Mostly Consumer Mostly Provider

vendors for vetting
?(ﬂ)/ﬁ“/ﬂ’—lcotés
di

Greater technical security 3 Impact to Security Program
control implementation

Software as a Service

Integration & Middleware

§ § § responsibility: DevOps, t:‘F:L IJ T4 7°|:| 73A’\O)$2%
Core Connectivity & Delivery i g E DeVSGCOpS Continuous
Abstraction % c Deployment, Microservices,
2 S 2 Serverless
Hareeare £ L B tFaUFoarkO— ~ BIAtform as a Service
5 8 8 NDEREFDHA :DevOps,

DevSecOps, Cl/ICD, ¥v71¥7z 4o
HY—EX, Y—/V—L X

Infrastruch a Service
cloud
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SECURING CLOUD TO THE EDGE (AND EDGE TO THE CLOUD)
J539RBIVY (BUTIYIDNSIFDR) ADOtEF1UF1

« Connecting corporate computers securely to the cloud
PEDODIDE1-5%I3VRCEF 17 (IR 1

« Cloud managed edge devices such as Internet of Things,
Autonomous Vehicles, Smart Cities, etc.
IoT. B&NHEEREE. AN— N TAREDIFTIRNA—ZRIVST /AR

« Zero Trust, SDP, SASE are major trends I
TORSAB, SDP, SASE(ZER N>R [

«  Harden edge devices 2 2
Ty>T )\ A 2D EF1)7 15816 | e l
Zero Trust e o2, N

LEARN & ADAPT {é} of IPs o . Initiating Host -\
mmmmmm r \ \
Hosts h QA
LS accepting
VERIFY VALIDATE LIMIT ACCESS A SDP host
THE USER THE DEVICE & PRIVILEGE —
e [—1
- e ]
g 2
— i " accepting
=2 = of ] SDF clien OF host 2. Mutual T

Source: Centrify =
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HIDDEN & PERSISTENT CLOUD CONNECTIONS
Il%éh'c WA E LV KEHIR I SO RiE

Systems with connections to a command & control cloud host
C&C’] FIVRRANIZREIT D AT
Managing IoT firmware
IoTJ7—LADI7DEE
«  Provisioning access
JOE>a=>J79tx
« Updating systems software
AT LYINIIT7 DEFR
 Example: SolarWinds 3
{5 : SolarWinds
« Cloud access hiding in plain sight
INRENTWVBDIZTIRT IR
»  Ciritical attack vector =
BARRINER)H— L
« A major supply chain issue for 2021!
2021F(CEIO Y T34/ F1— > DRiE
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Your Information
Technology
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Cloud-
Based
Information
Technology

Cloud-
Managed
Information
Technology



Money flows to Cyber (Cloud) security
REEIYVA/N— (UFOF) £Fa2UT4I12KNn5

crunchbase news TOPICS ~  VC FUNDING REPORTS ©  EMERGING STARTUP HUBS ~  ABOUT ~

VENTURE

Market Summary = ETFMG Prime Cyber Security ETF

Lacework Raises $525M To Secure 55. 38 USD NYSEARCA: HACK
The Cloud -0.25 (0.45%) +
Chris Metinko January 7, 2021 May &, 4:10 FM EDT -Disclaimer

1 day 5 days 1 month & months ¥TD 1 year 5 years Max

70 55.38 USD May 6, 2021
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HOW DO WE ORGANIZE OUR THINKING ABOUT CLOUD SECURITY?
39 REFIVTAOVNTDERS ?

1. Securing our Cloud Usage
H5I KRR EF17(0T 3 . P,
I

2. Securing Cloud to Edge
D3RSIy TCZ2TF17(CFD

]
o . 2 ' 3
3. Finding Hidden Cloud Connections l
BN 357 ReDiEf 2 BASMNCT D

Q
CLOUD SECURITY IS CYBERSECURITY@ D
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of Cybersecu-rltuy ,
HA/NN—tFX2 YT 14D
“Cloudzilla H%Eﬁ"
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LET’'S CONTINUE THIS JOURNEY TOGETHER
L_@ﬁ'ﬂi A E{VE )

Collaborate
FSEE SECURITY GUIDANCE
. Understand the threats P Y ) ' For Critical Areas of Focus
%}E&Z@i@ﬁ@ bAK In Cloud Computing v4.0
. Build the right strategy and architecture Cartificato of Cloud Auditing Knowledge Rl S TR0

IEL;M%ZH%CT—#?’]?T’@*%% A Cloud Security Aance® snd ISACA® Credentiad FxFal )T HAIVR

. Think virtually cloud to edge ‘
D3RS IYSETERAFLLD

. Strong CI/CD security practices
58 7172CI/CDEF+ 1T 1 DEE

- Automate 005@%””4/: 739K
EEME S Trusted % EXUF1UTABH

. SaaS Procurement © Cloud © 1LOBEREE
SaaSigiE Provider

. Level up our skill sets
AFINEY DL YT

. www.cloudsecurityalliance.org

lal ol ad 4
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Certificate of
Cloud Security Knowledge

DAy A
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i ’ H z-i | : Cloud Controls Matrix
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Thank You
HONESTTVFUE

Jim Reavis, Chief Executive Officer
Cloud Security Alliance
www.cloudsecurityalliance.org



http://www.cloudsecurityalliance.org/

