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Appendix A: Acronyms

Selected acronyms and abbreviations used in this paper are defined below.

Al
API
BYOK
cc
CISO
CLI
CMK
CRL
CKMS
CSA
CSP
CYOK
DEK
EKM
FIPS
GRC
GUI
HSM
HTTP
HTTPS
HYOK
IAM/IdAM
IT
JSON
JWT

KMS

Artificial Intelligence

Application Programming Interface
Bring Your Own Key

Common Criteria

Chief Information Security Officer
Command Line Interface

Customer Master Keys

Certificate Revocation List

Crypto Key Management System
Cloud Security Alliance

Cloud Service Provider

Control Your Own Key

Data Encryption Keys

External Key Manager

Federal Information Processing Standard
Governance Risk and Compliance
Graphical User Interface

Hardware Security Module
Hypertext Transfer Protocol
Hypertext Transfer Protocol Secure
Hold Your Own Key

Identity and Access Management
Information Technology

JavaScript Object Notation

JSON Web Tokens

Key Management System
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KMIP
KYOK
ML
MCKMS
MTLS
NAE-XML
NIST
NISTIR
OAUTH
OCSP
0S
PaaS
PCI DSS
PKI
RBAC
RDS
REST
SAML
SaaS
SLA
SOAP
SQL
TCP
TPM
TLS
mTLS
TTLV
URI

URL

Key Management Interoperability Protocol

Keep Your Own Key

Machine Learning

Multi-Cloud Key Management System

Mutual Transport Layer Security (TLS) Authentication
Network-Attached Encryption (NAE) -eXtensible Markup Language (XML) (NAE-XML)
National Institute of Standards and Technology
National Institute of Standards and Technology Interagency Report
Open Authorization

Online Certificate Status Protocol

Operating System

Platform as a Service

Payment Card Industry Data Security Standard

Public Key Infrastructure

Role-Based Access Control

Relational Database Service

Representational State Transfer

Security Assertion Markup Language

Software as a Service

Service Level Agreement

Simple Object Access Protocol

Structured Query Language

Transmission Control Protocol

Trusted Platform Module

Transport Layer Security

Mutual Transport Layer Security

Tag, Type, Length, Value

Uniform Resource Identifier

Uniform Resource Locator
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UOoID
WS-Security
XML

XXE

Unique Object Identifier
Web Services Security
Extensible Markup Language

XML External Entity
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Appendix B: Big 5 CSP KMS Comparison

Presented below is an overview of four key public cloud service providers’ KMS Offerings.

Alibaba Cloud

Alibaba has one managed service that is relevant to this document.

Alibaba Cloud KMS

AWS

Alibaba Cloud Key Management Service (KMS) provides secure and
compliant key management and cryptography services to help
customers/users/organizations encrypt and protect sensitive data

assets. KMS is integrated with a wide range of Alibaba Cloud services to allow
customers/users/organizations to encrypt data across the cloud and to
control its distributed environment. KMS provides key usage logs via
ActionTrail, supports custom key rotation, and provides HSMs that have
passed FIPS 140-2 Level 3 or other relevant validation, to help
customers/users/organizations meet their regulatory and compliance needs.

AWS offers two managed services that are relevant to this document.

KMS

CloudHSM

Azure

AWS Key Management Service (AWS KMS) is a managed service that makes
it easy for customers to create and control the encryption keys used to
encrypt the data. It uses hardware security modules that have been
validated under FIPS 140-2 or are in the process of being validated. AWS
KMS allows users to manage customer master keys (CMK) and use them for
various cryptographic operations. A CMKisa

logical representation of a master key. CMKs are used for managing data
encryption keys (DEK) that are used for encrypting data, including large
amounts of data and other data encryption keys.

AWS CloudHSM is a cloud-based hardware security module (HSM) that
manages encryption keys on the AWS Cloud using FIPS 140-2 Level 3 validated
HSMs. This service essentially provides a CloudHSM Cluster. Clusters can
contain multiple HSM instances spread across multiple Availability Zones in a
cloud region. HSM instances in a cluster are automatically synchronized and
load-balanced. Customers receive dedicated, single-tenant access to each HSM
instance in their cluster. Each HSM instance appears as a network resource in
their virtual cloud network. AWS provides HSM cluster management APIs.

Azure has two managed services that are relevant to this document.



Azure Dedicated HSM

Azure Key Vault

Google Cloud

Azure Dedicated HSM is an Azure service that provides cryptographic key
storage in Azure using dedicated HSMs. It is the ideal solution for customers
who require FIPS 140-2 Level 3-validated Thales Luna devices and complete
and exclusive control of the HSM appliance. It is also suited for applications
which need Common Criteria EAL 4+, NITES, or Brazil ITE and needs
cryptography other than RSA and ECC. HSM devices are deployed globally
across several Azure regions. They can be easily provisioned as a pair of
devices and configured for high availability.

HSM devices can also be provisioned across regions to assure against
regional-level failover. Microsoft delivers the Dedicated HSM service by using
the SafeNet Luna Network HSM 7 (Model A790) appliance from Gemalto.

Azure Key Vault helps customers with secrets management, key management
and certificate management. Secrets and keys are safeguarded by Azure, using
industry-standard algorithms, key lengths, and hardware security modules
(HSMs). The HSMs used are Federal Information Processing Standards (FIPS)
140-2 Level 2 validated.

Authentication is done via Azure Active Directory. Authorization may be done
via role-based access control (RBAC) or key vault access policy. RBAC is used
when users deal with the management of the vaults, and key vault access
policy is used when they are attempting to access data

stored in a vault. This service has native integration with a large number of
other Azure services.

Google has two managed services that are relevant to this document.

GCP Cloud KMS

GCP Cloud KMS is a scalable cloud-hosted key management service that lets
customers manage cryptographic keys for their cloud services the same way
they do on premises. It supports AES256, RSA 2048, RSA 3072, RSA 4096, EC
P256, and EC P384 cryptographic keys. Cloud KMS

is integrated with Cloud IAM and Cloud Audit Logging so that customers can
manage permissions on individual keys and monitor how these are used. Cloud
Key Management Service stores cryptographic keys in a hierarchical structure
designed for useful and elegant access control management. Cloud KMS has a
built-in 24-hour delay for key material destruction in order to prevent
accidental or malicious data loss. Cloud KMS can also generate HSM-backed
keys with GCP Cloud HSM.
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GCP Cloud EKM

IBM

GCP Cloud External Key Manager (EKM) is in early access and allows to

encrypt data with encryption keys that are stored and managed in a

third-party key management system. Cloud EKM lets customers/users encrypt
data in BigQuery and Compute Engine with encryption keys that are stored and
managed in a third-party key management system that is deployed outside
Google’s infrastructure. External Key Manager allows
customers/users/organizations to maintain separation between data

at rest and encryption keys while still leveraging the power of cloud for
compute and analytics.

IBM has two managed services that are relevant to this document.

IBM Cloud HSM

IBM Key Protect

IBM Cloud Hardware Security Module (HSM) Luna 7.0 from Thales protects the
cryptographic infrastructure of some of the most security- conscious
organizations in the world by securely managing, processing and storing
cryptographic keys inside a tamper-resistant, tamper- evident device. With
IBM Cloud HSM 7.0, customers/users/organizations can solve complex security,
compliance, data sovereignty and control challenges associated with migrating
and running workloads on the cloud.

IBM Key Protect is a cloud-based security service that provides lifecycle
management for encryption keys that are used in IBM Cloud services and
non-IBM cloud applications. Key Protect provides roots of trust, backed by a
FIPS-140-2 Level 3 hardware security module (HSM). It supports importing
the customer’s root of trust encryption keys into the service. It can generate,
store, and manage customer keys with a secure, application-friendly, cloud-
based key management solution for encryption keys. When keys are deleted,
they can never be recovered,

and any data that is encrypted under those keys cannot be recovered. All
programmatic interfaces are secured by TLS and mutual authentication.
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Appendix C: Key State Lifecycle
Layered View

Minimal standards:

This document proposes that the CSPs follow each of the states in the key state lifecycle. Recognizing that not
all application developers will find it useful to move through the key states. This document proposes a two-
tiered key state transition. Implementing five Tier 1 state models will be mandatory for all keys, while Tier 2
sub-states/ reasons will be optional.

Tier 1 Tier 2

1. Generated

2.Suspended: includes sub-states
a. Distribution
b. Replacement
c. Rotation

3. Activated

4. Deactivated: includes reasons such as
a. Compromised
b. Revoked
c. Expired
d. Archived

5. Destroyed

The advantage of this view is that a developer who wants to do a quick key state check can simply work
with these five values (and state transitions) and still meet the key lifecycle management criteria for
logging/ auditing.

Also, a particular CSP may want to limit their actions based on these Level 1 states, e.g. if the key isin a
deactivated state to only allow decrypt/ verify/ MAC verify/ unwrap operations. However, if an auditor
wants to explore the reasons for the deactivated state, there is an option for them to delve into Level 2
details about why a key is currently deactivated.
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