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About Cloud Security Alliance

The Cloud Security Alliance (CSA) is a not-for-profit organization with a mission to promote the use of best practices for
providing security assurance within the cloud computing industry. Furthermore, it provides education on the application
of cloud computing and its role in securing all other forms of computing. The CSA is led by a broad coalition of industry
practitioners, corporations, associations, and other key stakeholders. For further information, visit
www.cloudsecurityalliance.org and follow us on Twitter @cloudsa.

About the CSA Israel Chapter

The Israeli chapter of the Cloud Security Alliance (CSA) created this document. The CSA Israel chapter was founded by
security professionals united in a desire to promote responsible cloud adoption in the Israeli market while delivering
useful knowledge and global best practices to the Israeli innovation scene. Visit our Facebook group at
www.facebook.com/groups/789522244477928 for more details.
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def index(event, context):
for record in event['Records’]:
sns_message = json.loads(record['Sns']['Message'])
raw_email = sns_message[ 'content']
parser = email.message_from_string(raw_email)
if parser.is_multipart():
for email_msg in parser.get_payload():
file_name = email_msg.get_filename()
if not file_name:
continue
if not file_name.endswith('.pdf'):
continue

# export pdf attachment to /tmp

pdf_file_path = os.path.join('/tmp', file_name)

with open(pdf_file_path, "wb") as pdf_file:
pdf_file.write(email_msg.get_payload(decode=True))

# extract text from pdf file
cmd = "/var/task/lib/pdftotext {} -".format(pdf_file_path)

pdf_content = subprocess.check_output(cmd, shell=True)
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e AWS Secrets Manager
® (AWS) Tutorial: Storing and Retrieving a Secret

* Create a Lambda Function Using Environment Variables To Store Sensitive Information e An opinionated tool
for safely managing and deploying Serverless projects and their secrets.

e Key Vault Documentation

e Working with Azure Key Vault in Azure Functions

* Secret management with (Google) Cloud KMS
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https://aws.amazon.com/secrets-manager/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/tutorials_basic.html
https://docs.aws.amazon.com/lambda/latest/dg/tutorial-env_console.html
https://github.com/trek10inc/serverless-secrets
https://github.com/trek10inc/serverless-secrets
https://docs.microsoft.com/en-us/azure/key-vault/
https://docs.microsoft.com/en-us/azure/key-vault/
https://jan-v.nl/post/working-with-azure-key-vault-in-azure-functions
https://cloud.google.com/kms/docs/secret-management

module.exports.parse = (event, spotText) => {
const boundary = getValueIgnoringKeyCase(event.headers, ‘'Content-Type').split('=')[1];
const body = (event.isBase64Encoded ? Buffer.from(event.body, 'base64').toString('binary') : event.body)
.split(new RegExp(boundary))
.filter(item => item.match(/Content-Disposition/))
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POST /app HTTP/1.1

Host: XXXXXXXXXXX.execute-api.us-east-1.amazonaws.com
Content-Length: 327

Content-Type: multipart/form-data; boundary=(.+)+$
Connection: keep-alive

(.+)+$

Content-Disposition: form-data; name="text"

PureSec

(.+)+$

Content-Disposition: form-data; name="filel"; filename="a.txt"
Content-Type: text/plain

Content of a.txt.

(.+)+$
Content-Disposition: form-data; name="file2"; filename="a.html"
Content-Type: text/html

<!DOCTYPE html><title>Content of a.html.</title>

(.+)+$
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- “Best Practices for Working with AWS Lambda Functions”

- “Optimize the performance and reliability of Azure Functions”
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https://docs.aws.amazon.com/lambda/latest/dg/best-practices.html
https://docs.aws.amazon.com/lambda/latest/dg/best-practices.html
https://docs.microsoft.com/en-us/azure/azure-functions/functions-best-practices
https://docs.microsoft.com/en-us/azure/azure-functions/functions-best-practices
https://docs.microsoft.com/en-us/azure/azure-functions/functions-best-practices
https://docs.aws.amazon.com/lambda/latest/dg/vpc.html
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