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Web Services Risk and Compliance

August 2015

Appendix A: CSA Consensus Assessments Initiative Questionnaire v1.1

The Cloud Security Alliance (CSA) is a "not-for-profit organization with a mission to promote the use of best practices for
providing security assurance within Cloud Computing, and to provide education on the uses of Cloud Computing to help

secure all other forms of computing.” [Reference https://cloudsecurityalliance.org/about/] A wide range of industry
security practitioners, corporations, and associations participate in this organization to achieve its mission.

The C5A Consensus Assessments Initiative Questionnaire provides a set of questions t
consumer and/or a cloud auditor would ask of a cloud provider. It provides a seri
questions which can then be used for a wide range of uses, including cloud proyfier selection and security evalualign.
AWS has completed this guestionnaire with the answers below.

security, control, and pfagess

Domain Control Group | CID G Q / AWS Resp \
Compliance Audit Planning €0-01.1 | Do you produce audit assertions using, AWS obtains certain industry certifications and
structured, industry accepted format Jex. i dent third-party i and
CloudAudit/AE URI Ontology, CloudTjst, provides certain certifications, reports and other
SCAP/CYBEX, GRC XML, ISACA's Clou relevant documentation directly to AWS
Computing Management Audit/Assfance | customers under NDA.
Program, etc.)?
Compliance Independent €0-02.1 | Do you allow tenants to view your S8570 AWS provides third-party attestations,
Audits Type I/ SOC2/ISAEZA02 or similar thigd- certifications, Service Organization Contrals 1
party audit reports? (SOC 1) Type Il report and other relevant
compliance reports directly to our customers
Compliance C0=02.2 | Do you conduct network penetration tdgts | under NDA.
of your cloud service infrastructure
regularly as prescribed by industry best AWS Security regularly scans all Internet facing
practices and guidance? service endpoint IP addresses for vulnerabilitie;
hese scans do not include customer instangyf).
— AWG Security notifies the appropriate paryfs to
Compliance C0-02.3 | Do yt?u ?ﬂﬂd}JCl reg_ular ap?\lca?tlon rem te any identified vulnerabiliti A

“Amazon Web Services: Risk and Compliance August

2015” &K Y 5|H

https://cloudsecurityalliance.jp/ 5
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STAR Registry

Membership » Assurance » Education » Research » Community » About »

CSA STAR Registry

Security Trust Assurance and Risk Registry /[\ Fﬁﬁ -'j- 4
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100 Percent IT, Ltd.

100 Percent IT offers a wide range of managed LT services and support. Our success is due to the innovation and hard wark from our team, aver the last twa
decades. Regardless of business size and industry sector, we unde

Mm AT~ = o~ a CONSENSUS ASSESSMENTS INITIATIVE
LFAI W VDIl  QUESTIONNAIRE v3.0.1

Begistered sice: February 18, 2018

3DGIS srl

Built I GeolCT design
<cammunications siils, simed to improve gesspatial mansgement] .
Control Question

Fegistrsd soce:Hach 3, 2130 Control Domain D D ntrol Specification Consensus Assessment Questions Consensus Assessment Answers

Not Applicable

- T |Are controls in place to prevent unautherized access to tenant Access to tenant
access policies and procedures. application, program. or object source code, and assure it is applications is

restricted to authorized personnel only? controlled by the
tenant
entity & Access (LA By ARV Y By B The identification, assessment, and prioritization of risks posed by Do you provide multi-failure disaster recovery bility? X
anagement P B B business processes requiring third-party access to the organization's  |Do you monitor service continuity with upstream providers in the X
ird Party Access information systems and data shall be followed by coordinated event of provider failure?
AV BB application of resources to minimize, monitor, and measure likelihood Do you have more than one provider for each service you depend X

and impact of unauthorized or inappropriate access. Compensating on?
controls derived from the risk analysis shall be implemented prior to

1AM-07.4 provisioning access. Do you provjde aclcess to ope.rational redundancy and continuity X Available internall
summaries, including the services you depend on?
IAM-07.5 Do you provide the tenant the ability to declare a disaster? X
IAM-07.6 Do you provide a tenant-triggered failover option? X Available on reque
1AM-07.7 Do you share your business continuity and redundancy plans with X Available on reque
your tenants?
lentity & Access (VB R Policies and procedures are established for permissible storage and Do you document how you grant and approve access to tenant X
anagement access of identities used for authentication to ensure identities are data?
ser Access Restriction / EUEERE o nly accessible based on rules of least privilege and replication Do you have a method of aligning provider and tenant data X
limitatinn nnlv to tsers exnlicitlv defined as hisiness neressary. classification methodologies for access control purposes? ~ -
cloud
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CLOUD CONTROLS MATRIX VERSION
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Control ID ‘Control Specification

Application & AlS-01

Interfa\.e Seulnty

Applications and interfaces (APls}) shall be designed,
developed, and deployed in accordance with industry

acceptable standards (e.g., OWASP for web applications)

and adhere to applicable legal, statutery, or regulatory
compliance obligations.

3.0

TIWT - RO 2R3z — A (AFD
\3\ ERDDNLRE ok Aldwebr IV

15 MIEE. OWASPILEY IZfES T,
B =+ BgE R Lidnidigagle. &
fo. ChAIFEEET 2R R EOIESE
Ectlmn= slAin g gIE €~ (RN

Relevance

Storage App

Relevance

Supplier Relationship

Service
Provider

Tenant i
Consumer

AlS-03

Interface Security
Data Integrit

!
TEX RE
Prior te granting customers access to data, assets, and F-A BE. WHYAT LAODBEOTI L 2%RF X X 53
information systems, all identified security, contractual, and |1 TOMIZ. BEOTPICALMLTHESh 2T <
regulatory reguirements for customer access shall be T_ﬂ') % :LUT:I’JL ;am—_l BiHAR FHEREIF
addressed and remediated. ACEFIIGEh T BFh TLAlth T
BHLY
Data input and output imegrity roufines (i.e., reconcilation |77 /7~ 9 30D {875~ ART 7 - H~= 3T X X X X X X X X X X [
and edit checks) shall be implemented for application FHRELAF LICLDNIBTD
interfaces and databases to prevent manual or systematic | HERAMRELLLILIIST S0,
processing errors, corruption of data, or misuse, ADFzoIl = FLTVFLTPLF ok Fxul
HEVEERS LA TN AR, )
13,

CCM3.0BZSBREICOWT | CSA CCM V3.0
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"AICPA TS Map"”

"AICPA 2014 Trust Service Criteria (SOC 2SM Report)”

"BITS Shared AssessmentsAUP v5.0"

"BITS Shared AssessmentsSIG v6.0"

CCM V1.X

COBIT 5.0

COPPA(Children’s Online Privacy Protection Act)

CSA Enterprise Architecture / Trust Cloud Initiative

CSA Guidance V3.0

ENISA IAF

European Union data Protection Direction 95/36/EC

"FedRAMP Security Controls(Final Release, Jan 2012)--LOW IMPACT LEVEL--"
"FedRAMP Security Controls(Final Release, Jan 2012)--MODERATE IMPACT LEVEL--"
FEPRA (Family Education and Rights Privacy Act)

GAPP (Aug 2009)

HIPAA / HITECH Act and the Omnibus Rule

ISO/IEC 27001-2005, 2013

ITAR (Information Traffic in Arms Regulation)

Jericho Forum

Mexico - Federal Law on Protection of Personal Data Held by Private Parties
NERC CIP

NIST SP800-53 R3 Rev 3 Appendix J

NZISM (New Zealand information Security “ianual)

ODCA (Open Data Center Alliance) 'jsag=a ic:ial £A7\S Iater Interoperability Rev 2.0
PCI DSS v3

Copyright © 2018 Cloud Security Alliance Japan Chapter

https://cloudsecurityalliance.jp/



http://www.chapters.cloudsecurityalliance.jp/
http://www.chapters.cloudsecurityalliance.jp/

cISMAP

cloud
o Y. Ul

LIMAIL

o alliance Copyright © 2018 Cloud Security Alliance Japan Chapter https://www.cloudsecurityalliance.ip/
Japan Chapter ~—



http://www.chapters.cloudsecurityalliance.jp/

*EEn:unIEZ$_A EU- SEC

D393 Ea—T AV EERICEDE, M OEECENL TERT S
22, V7530 FEF2) T4 DERERICK HBAEDRBH ZHRFETR

() COMZFIA LI=ZERFEDIE - 5747
5ED External
HI\F> X governance

Standards
A —
e @ 7777777 =l B DCCM
EERE

Legislation CCMvTvEVY E A EEEH
s p CCM mapping anH= Direct use of existing CCM
Al @ - Matchi controls

______ == atching

a
847 specifications EUsEC EU-SEC®D
frt i1 | = requirements BERFBIEE
@ — and controls %525%0)
Sector specific Full gap repository iRk
(banking, public segtor)
SEHSE T o !
DR @ """" - Creating new
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NHIEED)
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51/ :  EU-SEC, “EU-SEC Awareness Workshop” (September 10, 2018)
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CSA Cloud +

FedRAMP/NIST Controls Matrix

Security Refjuirements

CSA Training

Third-Party/Audgor Requirements

~ FedRAMP L DHEEERIE T A Y 5 L (FedSTAR)
- GSA (General Services Administration, ¥ E @& #T) & AR H
— TRV ES & (Continuous auditing) D #:# & ZEAF &

5|A : https://www.afcea.org/site/sites/default/files/files/Offset%20Symposium%20PFC%20Final%20v2. pdf
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