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Appendix A: Acronyms

Selected acronyms and abbreviations used in this paper are defined below.

ACM
API
CI-CD
CMP
CSP
ESB
HSM

IAM/
IdAM

IPC
KMS
NFR
0S
QSA
RBAC
SDLC
SLA
SOA
SOTA

VM

Application Container and Microservices
Application Interface

Continuous Integration - Continuous Delivery
Container Management Platform

Cloud Service Provider

Enterprise Service Bus

Hardware Secure Module

Identity and Access Management

Interprocess Communication
Key Management System
Non-functional Requirements
Operating System

Quality Service Agreement
Role-Based Access Control
Software Development Lifecycle
Service-Level Agreement
Service Oriented Architecture
State Of The Art

Virtual Machines

87



Appendix B: Glossary

Application container
[NIST SP800-180]

Container management
platform

Container lifecycle
events

Developer
[NISTSP800-64 Rev 2/
ISO/IEC17789:2014]

Host

Lateral movement
[LIGHTCYBER 2016]

An Application Container is a construct designed to package and run an
applicationoritscomponentsrunningonashared OperatingSystem.
ApplicationContainersareisolatedfromotherApplication Containers
andsharetheresourcesoftheunderlying Operating System, allowing
for efficient restart, scale-up or scale-out of applications across clouds.
Application Containers typically contain Microservices.

AContainerManagementPlatformisanapplicationdesignedto
manage containers and their various operations including, but not
limited to, deployment, configuration, scheduling and destruction.

The main eventsin the life cycle of a container are Create container, Run
docker container, Pause container, Unpause container, Start container,
Stop container, Restart container, Kill container, Destroy container.

Thecloudservice Developerisasub-role of cloud service partner
which is responsible for designing, developing, testing and maintaining
the implementation of a cloud service. This can involve composing the
serviceimplementation from existing serviceimplementations.

The cloud service Developer’s cloud computing activities include:

+ design, create and maintain service components (clause
8.4.2.1);

*» compose services (clause 8.4.2.2);

o testservices (clause 8.4.2.3).

NOTE 1 - Cloud service integratorand cloud service component
Developerdescribesub-rolesofcloudservice Developer, wherethe
cloudserviceintegratordealswiththecompositionofaservicefrom
other services, and where cloud service component Developer deals
with thedesign, creation, testingand maintenance of individual
service components.

NOTE 2 - This includes service implementations and service
components that involve interactions with peer cloud service providers.

OS supporting the container environment

Lateral action from a compromised internal host to strengthen the
attacker foothold inside the organizational network, to control additional
machines, and eventually control strategic assets.
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Microservices
[NIST SP800-180]

Microservices
Architecture

Microservices Systems
Software Development

Enterprise Operator

Enterprise Architect

Container resources

A microservice is a basic element that results from the architectural
decomposition of an application’s components into loosely coupled
patternsconsistingofself-containedservicesthatcommunicate
witheach otherusingastandard communications protocoland
asetofwell-defined APIs, independent of any vendor, productor
technology. Microservices are built around capabilities as opposed to
services, buildsonSOAandisimplementedusingAgiletechniques.
Microservices are typically deployed inside Application Containers.

A microservices architecture usually refers to an application that has
beenstructuredtousebasicelementscalled Microservices, each
runninginitsown process and communicating with lightweight
mechanisms, oftenanHTTPresourceAPI.Theseservicesarebuilt
around business capabilities and independently deployable by fully
automated deployment machinery.Thereisabare minimum of
centralizedmanagementoftheseservices, whichmaybewritten
in different programming languages and use different data storage
technologies.

Thisistheprocessofbreakingdownanapplicationintocomponents
(microservices) basicelementstocreatethroughcode extraction
or rewrite capability (greenfield) microservice architecture of self-
contained services that achieve a business objective.

Theindividualororganizationresponsibleforthesetofprocessesto
deploy and manage IT services. They ensure the smooth functioning
oftheinfrastructure and operational environments thatsupport
application deployment to internal and external customers, including
the network infrastructure, server and device management,
computer operations, IT infrastructure library (ITIL) management,
and help desk services.*

The individual or organization responsible for strategic design
recommendations. Theydetermine, byapplyingtheirknowledge of
cloud, containerand microservices componentstothe problems of
thebusiness, thebestarchitecturetomeetthestrategicneedsofthe
business. Additionally, they develop and maintain solution roadmaps
and oversee their adoption working with developers and operators to
ensure an efficient and effective solution implementation.

Three resources required for containers to operate are CPU, Memory
(+swap) and Disk (space + speed) and Network.
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Container resource
requests

Container resource
limit

Service Registry

Client-Side Discovery

Server-Side Discovery

The amount of CPU, memory (+swap) and Disk (space + speed) that
thesystem will allocate to the containerits share considering the
Resource Limit.

The maximum amount of resources (CPU, memory (+swap) and Disk
(space + speed)) that the system will allow a containerto use.

Theregistry containsthelocationsofavailableinstancesof services.
Service instances are registered with the service registry on startup and
deregisteredonshutdown. Clientoftheserviceand/orroutersquery
the serviceregistry tofind the availableinstances of a service.

The client requests the network locations of available services from the
service registry.

The Server requests the load balancer for the network locations of
available services from the service registry.
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