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I HBEFETEF )L (Shared Responsibility Model)
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Shared responsibility model Azure
o ) . == https://docs.microsoft.com/ja-
20\ Y—DRIE .... [p/azure/security/
Devices Mdobil and PCs] T 1T RESPONSIBILITY ALWAYS RETAINED BY CUSTOMER fundamentals/shared-responsibility
== — -

== :I:t _ |dentity and directory infrastructure

EﬁE;E:EZ) I/ :"i’”“ai""st ‘ :== RESPONSIBILITY VARIES BY SERVICE TYPE

;:E E E{E:ET) I/ Operating system ..

Physical hosts .
Physical network - RESPONSIBILITY TRANSFERS TO CLOUD PROVIDER

Physical datacenter
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Future

Internet of Things enables
new forms of large-scale
attacks.

‘%.- Militarization of Cyberspace
c

continues.
13

Today
EE Massive data thefts across

verticals; rampant economic

. and military espionage;

ComPUtlng advanced persistent threats,
becomes pervasive destructive attacks

Computers used as tools to facilitate

In the traditional offenses; hacking cases
. . increase with motives becoming more
beglnnlng diverse (e.g., fraud, hactivisim)

Isolated cases of nation-state
espionage and young hackers
exploring networks
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What is Zero Trust (Access Control) All About?

REQUESTOR TRUST LEVEL : ASSET SENSITIVITY
EVALUATED IN REALTIME ’
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Microsoft Zero Trust solution
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] Cloud Controls Matrix (CCM)
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. . . CLOUD CONTROLS MATRIX VERSION 3.0.1
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> https://cloudsecurityalliance.org/artifacts/ccm-translation-in-10-languages/
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https://cloudsecurityalliance.org/research/cloud-controls-matrix/
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