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Managed Un-managed
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IoT

Smart Home GW

— Elec. Meter [ Smart Home ] fixed

Electricity HEMS

Smart Smart Home

ATM ][ City/Town ] [ Apps ]

Smart Phone

Trains

[ Life Support Robots ] movable

Automotive

SIP: Strategic Innovation Promotion Project
by Cabinet Office, Gov. of Japan

ref: Dr. Tokuda, Keio Univ.
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Internet of Things

February 20, 2016 | By Paul Sabanal |OT Home ROUterS Botnet
Leveraged in Large DDoS Attack

upon us. Everything from nys | sucurine t I

The Internet of Things (l0T

home appliances, watches

even children’s toys are be

AnnnAantad Anlina

®"Cvber attacks in loT

Ars

on the rise

boost in loT services

~Home Roiiter Rontnet | n\lpraged N

¢ | < _‘ News roundup: As Internet of Things concerns become
RISK ASSESSM ENT SECURITY B HACKTIVISIV et o k. pas. s o usors arste
e risk; Target pays up; Apple devices

“Internet of Things” is the new Windows XP ! secured in the enterprise.
—malware’s favorite target
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BN 323 Broadband Router
7 B 0N Login:
-ZO_VOIP_AG logln: BC-328 xDSL Router

g 355 ADST, Router

Router M User Access Verification
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dvs.login:
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LHEBLIET 740/ BWULVISRAT—KRT

[shogo@www9058up ~]$ telnet x.x.243.13
Trying x.x.243.13...

Connected to x.x.243.13.

Escape character is '*]'.

PN 3.0.dm800s
O login: rdot = |
Password:1pP345

BusyBox v1.1.2 (2007.05.09-01:19+0000) Built-in shell
(ash)
Enter 'help' for a list of built-in commands.
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LED display control system
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Solid Stage Recorder
| § 1]
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Wireless Router

TV Receiver

VoIP Telephony System
Parklng Management System 1

—
Security Appliance Internet Communication Module :
Video Broadcaster
4 R B AT R0 X PANEL —>
4 user( Vo D 1 - - e
£ | O ®rx/Tx0 H By e
Hﬂﬁ-ﬁi= ﬁj 180'!'3',:::..'5-':?::0 llooz §
-, SERIAL OUT»

Yin Minn Pa Pa, Shogo Suzuki, Katsunari Yoshioka, and Tsutomu Matsumoto, Takahiro Kasama, Christian Rossow, “loTPOT;
Analysing the Rise of IoT Compromises,” 9th USENIX Workshop on Offensive Technologies (USENIX WOOT 2015)
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./ cat mips busybox; rm mips; cp busybox systemr; rm busybox; ./systemr & sleep
./ cat mipsel busybox; rm mipsel; cp busybox systemr; rm busybox; ./systemr &

.J1 cat arm busybox; rm arm; cp busybox systemr; rm busybox; ./systemr && sleep

.JI cat ppc busybox; rm ppc; cp busybox systemr; rm busybox; ./systemr 8% sleep
./ cat superh busybox; rm superh; cp busybox systemr; rm busybox; ./systemr [i&
.J cat mipsié6 busybox; rm mipsi6; cp busybox systemr; rm busybox; ./systemr &:

./ cat 1586 busybox; rm 1586; cp busybox systemr; rm busybox; ./systemr && slcep
yrs Binaries of MIPS, MIPSEL, ARM, PPC,
gyt SUPERH, MIPS 16 are all downloaded and
executed
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IPv4 Hosts Top Million Websites Certificates Tools~ Help
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Office of Inspector General
Office of Audits

CYBERSECURITY
MANAGEMENT AND
OVERSIGHT AT THE JET
PROPULSION LABORATORY

June 18, 2019

Report No. 1G-19-022
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NASA, #1/\—BRCHBT—FTH SADEEFTEHD Raspberry Piy - ITmedia NEWS W

& itmedia.co.jp ¢ th i &

ITmedia NEWS > 5 1 U 7 ¢ >NASA, #/(—~RRTMET— i BADREN..
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@ "Raspberry Pij

20194063236 075455 22H [ITmedia]
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Deep Space Network Dish in Goldstone,
Caiortua
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K25 IEREHHMEEEE (0CI0) KRy b
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Source: NASA.

DSNO/AFRS P74 (Hflk : NASA)

National Institute of
Information and
Communications
Technology

https://oig.nasa.gov/docs/IG-19-022.pdf
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NASADRE 57— 4 h'Raspberry Pi£@ACN & L TS hic £ IE - GIGAZINE +

Giigazine v fal5>[s

WIIERTRN T o5 i BIEET Y S8
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20194064258 1985005
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t*alrq
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by Les Pounder

FAYNMBFEBNASA) . 2018F(c Y = v MEEFRM(PLORY hT—IBN\yF > TEhfcT e
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« eMBB: Enhanced mobile broadband
* URLLC: Ultra-reliable & low-latency communications
« mMTC: Massive machine type communications
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v Mobile virtual Network Operators (MVNO) Security
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v’ Regulatory Impact on 5G Security and Privacy

H #: “A Comprehensive Guide to 5G Security,” Wiley, Jan 2018.
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Relation between Cars and ICT (Past, present and future)

Various Web services a .

- Int t Radi
e [ Olg0e A~ T @

- Map/ Navigation service 30
- Weather, News e —— g e
Data AW -
Center
Dynamic Route Detection of

uidance Hazardous

’ Probe Data from
othe

Environmental

X
1) Server

ex. Traffic Jam Avoidga€e
Map Update

d@er

ex. Charging Spots, Estima
of Driving Distance Register new

charging spot

1900 ~ 1970 2000 101

ex. Slippery
ots, Flooding

Implementation of 200 ECUs for luxury cars,

ECU (semiconductor) 50-60 for volume cars

Slide from Prof. Tsuguo Nobe



Relation between Cars and ICT (Past, present and future)

Mobility
Service Biz.

Various Web services

) ) » Internet Radio
It is desirable that the - Restaurant Guide

network is always available, * Map/ Navigation service
- Weather, News

but not necessarily always The car runs as the
connected driver operates
=

Driving
Algorism

Likewise, runs as the

computer instructs

Software must be
developed to always
instruct correctly

Cccasionally Update

4 A

1900 ~ 1970 2000 10 15 20 25

S ~n f

200 ECUs for luxury cars,
Age of 50-60 for volume cars e

Century of petroleum, century of cars

Slide from Prof. Tsuguo Nobe

Age of the Internet
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Several different Operating Systems is run on same Hardware, the communication between different systems sharing
same data base

I = = Pafi Applications | Menu Screen, Navigation Screen, Media
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Crustr MO Agpheation - G M A il Application =
o ‘ “nment ed Party UL Acps - - . 2 :
o= ' . Layers l Application Qt, Java script, HTMLS5, Flash Air, X11, Win32
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g : . . A - - Tuner, Navigation Core, Media Player, Telematics
9 - Infactustue & Infrastructure § 3 g ) y ] ’
51 n Wodewae n E;:M ﬂ ’*u:":;“ - Agpllc_atlon Phone, Vehicle Controls, Voice Recognition,
S| Aetosx Adapiive comoliant = W"‘ Middleware ervices Software Update, _.
8 4l 0 @ 90 ¢ [ B8LY caxrelayers Functional Network manager, Audio manager, Video manager,
z| ;' ___Elements __] Microphone manager, Bluetooth manager, Wi-Fi
i g Py ‘;;:‘n‘;s 15 Linet '? =mwmw—~—T manager, ...
A Lavers Device Drivers 12C, 128, UART, USB, LVDS, CVBS, CAN, LIN,
{ & B2 : Wi-Fi, Bluetooth,Ethernet, ...
' J’;" Operating
= ;5;_:;:_'.:_ » Hypervisor System & Kernel | Linux, Android, QNX, Windows Embedded, ...

Hardware
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Artificial Intelligence and Machine learnings are integral part of VMS design.

Music Phone

Auto Scale Your Web
Application With Amazon Web

SWC < Services

NAVI Radio  Bluetooth DVD
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O Hilc “Connected Car”h'$ 3.

THE CONNECTED CAR

="V 100/, Of cars will be connected
0 by 2025

75(y Of cars on the road will be
O autonomous by 2035’
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360° CameraSystem Seamless Connectivity with Mobile Devices .

Sourca: '"GSMA 2013, *Navigant Research 2013
http://johndayautomotivelectronics.com/top-five-technologies-enabling-the-connected-car/
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Enterprise

Audio/ Video Telematics Diagnostics

http://gigaom.com/2013/08/06/ciscos-remedy-for-connected-car-security-treat-the-car-like-an-enterprise/
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Wireless communication

[ Back-end servers }

E. .8

ICT Cloud High Dynamic Precision
\ mob}hty computing precision database positioning
services and storage map

| l < 3G/4G/5G >
-~ —
Bluetooth, WiFi

Smartphone WiFi
Smart key e < RF >

< DSRC, C-V2X >

V2V/V2I/
vep

Wired communication

Diagnostics Memory
sticks

Head unit

-
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External
gateway

Chassis
control

[ Telematics ]7

Body
control

“

o

<E:xternal communications on Vehick>< Internal communications on vehicle >
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EXTENDED AUTOMOTIVE CELLULAR CONNECTIVITY LANDSCAPE

OEM-Backend
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Precise
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®

] Reference Station
digital street signs) ‘T 11T

LTE-V2
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OEM and 3rd party -Backend{s]

. (variety of services, e.g. fleet mgmt.,
CUSTOMER to Infotainment remote services, secure autocloud, etc.)
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Vehicular Edge

Computing

RSU as edge servers

Vehicle as clients

Road-Side
Unit
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https://jp.alibabacloud.com/solutions/et/city

City Event Detection and Analysis

Event Detection SR |

l Daily Alerts
9832
l Total Videos

2458

l Event Type Pistribution

s B 2o [l Poad Closores 219 110

5.2

I\

Sensor Distribution

skt Pt Moo Pesoepron B riernd Prrcospition

A
i

&9 15m3s

® 2017:12-15 15:40:32

Event Prooessil;g

Total Responses

176

Police Vehicles

87

Event Alerts

Time

2007-09-24 03551051
2007-09-13 19:3212.012
2007-09-21 7231:33.033

P,

Average Response Time Priotity Passes

58 sec 08

Ambulances Fire Trucks

32 19

Location Event Type

Fengging Ave and Jianshe 41h Rd intersection 122
Gualiguanghua Rd, in frant of the stadium 122
Billboard fire putside of Dengshan Baodao Glasses 119

2007-09-23 12:54:27.007 Homets nest In external AC enit, apt 1500, building £ Jiajng Gardens 119

2007-09-26 15:50046.046

Hormets nest, Taihehua Gardens, Roze Court, 119
building 7, unit 1, apt 402

2007-00-29 0f:13:00,000 Accident, Nanzhuangdou Hub, westhound  AutoMavi user
Evant Tima 2017-10-06
05:43:00.000
EventLocation  Fuxing Interchange
Processing Status Dispatched
Senasor Video Recognition
Plate Mo. Vehicle Type  ETA
Ambulance gm22s
Paolice Car Smats
ambulance 15mi3s
Paolice Car 15m15s
5 Fire Truck 20mizda
1 Aambulance Bm2is
2 Police Car Smass
3 smbulance 15mis
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Network Incident analysis Center for Tactical Emergency Response

NICTER

Direct Alert Environment for Darknet And Livenet Unified Security

DAEDALUS

Global (indiscriminate attack)

Honeypot for Amplification Attack
AmpPOT*

Honeypot for loT Malware

# Collaborative research with Yokohama National Univ. and Saarland Univ.

$®J3®

Cybersecurity Universal REpository

Passive
A

NICTER Real-network Visual ANAlyzer KAl

NIRVANACZK

NICTER Real-network Visual ANAlyzer KAI-1I

NIRVANACZZ =

(targeted attack) Local

CURE

{

Active

Proxy
Log

>

Large—scal'e Deception Framework . o

~ STARDUST
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Infected hosts

Scans reach NICT sensors on the darknet

published (research blob) port features

02/27/2018@
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2l15 3l01 3l15
A sample case of a coordinated scan detection
(x: date/time, y: number of sources)

Source: C.Han, et al, "Real-Time Detection of Malware Activities by Analyzing Darknet Traffic Using GLasso," TrustCom, 2019.
H.Kanehara, et. al., "Real-Time Botnet Detection Using Nonnegative Tucker Decomposition," SAC, 2019.
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Source: M.Aminanto, et. al., "Combating Threat-Alert Fatigue with Online Anomaly Detection using Isolation Forest," ICONIP, 2019.
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Input form
Modeled and Registered
In ut
p Peeeem) | Database
Threat lnformatfon 7 A P X
I : |
1 |
1 ! - \ 1
H Search form | +7 /) i
Search | ) . - :
1

|
i \_ Search thread structure

1 P e e e
1 e N
1 | I
I ! !

: ~Y
Analysis : @ o :
1
S !
: ' '
\ '.__Search common events .’
. e % 2ralU SO Sy

REVAT L

hd)kbﬁb‘_l Rl AT LEMEL -

PA150825 ML160805 Pp161115 Sy121010 Sy130523 SW131212

date 2015/08/25 2016/08/05 2016/11/15 2012/10/10 2013/05/23 2013/12/12

Adversary

Reconnaissance

Weaponization

i i
Delivery e cricz nk )y B | 10 e et%@ 1 ce

c10
Exploitation W & éﬁ <> clo

TIZ,

Installation @Clﬁ @CU ﬁczouz@%%CM éca @CS ém @ ém e
@ |y’ w4 | ] | Y 2

Action on
Objectives c18
V2 V3, V4, V5 Vi
Spanish-speaking
Victim EU and North EU and North countries in Latin
America America

America

11:goo.gl Link,12:a URL on Hotfile.com,13:a URL on 4shared.com,l4:auto-notify@ups.com,|5:auto@ups.com,

16:feed404.dnsquery.com (Host),17:securevpnalam.net,18:hsshvpn.net,19:smoktruefalse.com,l10:prince-of-persia24.ru,
111:med-global-fox.com,l12:hxxp://intranet.excelsharepoint[.Jcom/,
113:hxxp://info.docs-sharepoint[.]Jcom/,114:hxxp://networkupdate[.]Jonline/,115:hxxp://webfeed.updatesnetwork[.Jcom,|16:hxxp://invoicesharepoint[.Jcom/
C1:Skype,C2:.zip Files,C3:a legitimate instant messaging file,C4:W32.IRCBot.NG,C5:W32.Phopifas,C6:.exe file,
C7:Downloader.Liftoh,C8:Spear-phish email, C9:a RTF file disguised as a .doc file, C10:CVE-2012-0158,C11:CVE-2010-3333,C12:Bitcoin miner,
C13:a variant of Zeus/Zbot(version 2.1.1.2),C14:Retefe,C15:Windows PowerShell,C16:a fake 'thawte Inc.’ certificate,C17:Smoke Loader,
C18:man-in-the-middle attack,C20:IRC bot,C21:.doc file,C22:Web Link,C23:Kronos,C24:ScanPOS

V1:Victim's contacts,V2:the data for the bank,V3:The stolen track data,V4:The process in which the data was found,V5:The username

VAT L DEERB

Source: T.Nagai, et al, “"Understanding Attack Trends from Security Blog Posts Using Guided-topic Model ™", JIP, 2019
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Source: R.lijima et al, "Audio Hotspot Attack: An Attack on Voice Assistance Systems Using Directional Sound Beams," TETC, 2019.
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