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CLOUD RESILIENCE:
TESTED BY PANDEMIC
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BUILDING SECURITY BEST
PRACTICES FOR NEXT GENERATION
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RESEARCH AND EDUCATIONAL
PROGRAMS

° CLOUD PROVIDER CERTIFICATION
- CSA STAR

“To promote the use of best * USER CERTIFICATION - CCSK

practices for providing
security assurance within
Cloud Computing, and
provide education on the
uses of Cloud Computing to
help secure all other forms
of computing.”

° THE GLOBALLY AUTHORITATIVE
SOURCE FOR TRUST IN THE CLOUD
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Partnering to make Japan more secure o.-.2<
LIMAJ\C

BAANDEE : JUSWVVEXT1IUTAAN @umomn

« Criteria on Security Assessment System (ISMAP) developed by METI is an
important milestone in Japan to encourage secure cloud adoption
- BREBFF (METIZE) AR LI-EX ) T iHEEZE (ISMAP = information

system Security Management and Assessment Program = BIFFIEER > A T LDT=-HD ¥ 1 1 T 1 5§
#iEg) (X, BRDNI SO RZEXaT7ICRYANST-ODEEREL—F
 "Cloud First” policy similar to United States
« REIERIHD “VF0FT77—R K KYP—DEA
» CSA congratulates METI on an excellent initiative
- BEEEEAMETNOEBLIzA =7 T« TICHE
« CSA Japan involved in providing comments on draft
» CSAU Y /IAUIZLD RS T FERE. T Ak BEE
« Japan Congress 2019: Opportunity for METI to disseminate info in advance
« CSA Japan Congress 2019(Z TE RGNS #1214
* https.//www.meti.go.jp/press/2019/03/20200327017/20200327017.htm|

#5 £54 JAPAN CONGRESS 2019
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Building connections
through online cloud
security solutions.

#CSAAnywhere

‘

A 4 a8 0O
Online Training Free Webinars & Events Community Discussions
IS IIN—ZDT FRIMDWEBINARE TRV PRERTORRE R
#CSAAnywhere: https://cloudsecurityalliance.org/online-resources/

CSA COVID-19 INFO https://cloudsecurityalliance.org/covid-19
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Cloud & COVID-19
Do FREHFEIOAFDIAILA



COVID-19 & Cloud Impact
FHEIOFTDITVEADA D INT K
* Greater usage of cloud in response to pandemic
e NUTEIVIRIETY 27 FRANEE
» Overall resilience strong
c ERELTRTRLGERANSD 1=
 Mistakes made in rush to “Work From Home"
s E—FTV—VZRCHFY . BEIRAE
« Companies in “clean up” mode
TETREHENODOBEIXBRLODOH D
Problems identified with legacy IT systems
LA — AT LTHENRE
Experience pointing the way to new enterprise architectures
HLWI VA —TS3AXT7—FT 9 F vy ~"DARENATEINT
 Questions about health of cybersecurity industry
s AN—tEF2TAERNESTULONSD., [CEREF
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COVID-19 Cloud Usage
HFREIOFTTOI 57 FOFARERE

e Cloud providers and customers report spike in usage ¥4
« V5 FEXE. MRBEBXATY 77 FRIADRIEZIEI 7 R

* |solated reports of resource exhaustion in new laaS service
provisioning

c FLWMaaSH—EXRDTRED I ZVJICELT, VY —XDHEFD
mENHLIETLEIFoNT

« Some cloud collaboration and conferencing tools
overwhelmed

c VIV REDAZTHRL—2 30 Y—IILOREVATLNI DU LT:
EDWELH oI

» Overall, cloud scalability was successful
- LT, V5V FRDRT7T—5E)TAE3FHRELT:
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COVID-19 Common Problems
FROOFTFT LR oNSBER

« COVID-19 related attacks (e.g. Phishing)
cHBODSEEICERELEZHE Bl J0vP D)

« Work from Home configurations insecure
e JE—FD—OMRITFTHREDOELFL) T EDAHE

e Traditional VPNs and VDI (Virtual Desktop
Infrastructure) not designed for 100% virtual workforce

« EEE DVPNXVDI(Virtual Desktop Infrastructure)ld., 7/V—
FrILDFEREE L TEERLGERETICE > TLEL

« Some security controls loosened for agility
c AEREDF=DHICTEFaV TV FA—IAEOHONT
r—X0NH o 1=
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COVID-19 Key Lessons Learned
A IO FTTOE ARG A

» Cloud adopting companies tend to do better than legacy IT
c VIV FERALEEXRQFLAD—RITOEFEEY 5 FAT<ER

« Multifactor authentication and SSO very important
c BHERFBIAME D VI LA VA VIEBHTEE

« Software Defined Perimeter & Zero Trust are new blueprint
for enterprise architectures

« SDP(Software Defined Perimete)&EF A FS XA NI A —TS5AA X7—F
T FvDFH LVEEETRIZAR S

« Hybrid & multi-cloud enterprises need to effectively move
workloads quickly between laaS platforms

s NA Ty FPTILFI S FOIFEALEIE, aaST Ty 74+ —LE0D
J—o 00— KDBEEZRE—T A4IZHELILSITODLELDHS




COVID-19 Cybersecurity Industry Impact?

ZROOFOHAN—TXa2 ) TFTAEE~ANDA /NG FIE? ’~n

 Cybersecurity industry is more important than ever
cHAN—tTX 2T EFZFLUAIICELBLTEZIC

 Concerns about global economic crash
- HABREFNERETDIEADER
* Nightmare scenario: « B0 > 5 1) 7
» Global economy sinks into depression (20% or more unemployment)
c HRBEFDRZGTARRT (20% LU EDKRFEER)
« Companies must downsize or even eliminate cybersecurity department

c BEXEFTAN—tF2) T HBAOHERTE /N, BICEELEDLELIND

+ Organized crime moves in, attacks and controls weaker companies — the new
cybersecurity department

c LFREBOBE  BLVLELZHRELTCXB-—FHHFHr "\ —EF2
7 1 BBF9
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Cloud Security Beyond COVID-19
S5O KXo T - HEOOFEZEBAT
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Enterprise Concerns %A K 2522 &1E?

Cloud attacks & breaches will explode, probably based on basic threats

D920 F~ADHBEIVSOVFEDERIIZHE, XM DERICK DHFTREEKX

What are the Black Swans? o TS5 wH R U+ [FHNZH? IR0 X% L o
« Total Cloud Meltdown? Not seen as likely, any more than the Internet Sk

VSO FDREBANIEIV?2ZB7TE WV, A8 —FRy FOBRERE Y ERFER

"Snowden” events leading to widespread lack of trust in the model and players? More likely

c R/ —TUMBHIZCLKD ISV RFODETILOSMEICE TS FS A MOEHE? KYURTEEEHY
» SecurityatScale « XA Y F 4 HRAT =T FHBE

« Ubiquity of compute (cloud & loT), storage (cloud & loT) and bandwidth (5G) *\DTH ECTHRAEA

c AEXF AR R*ZHEAaAVEa1— Fk(coud, loT), R kbL—(cloud, loT) . BIE

« Perl&fsive compute (Cloud, Big Data, loT, etc) leading to a Loss of Privacy?

AYEa—T 4T DEEIECloud, Big Data, loT, et M TS A IR —BEEZHL=-5F 7
GDPR is not the last privacy regulation, more will come — with stricter requirements
GDPRBIT S A NU—REDETTIELG L, SRS SICELVEHORHILERND

In the future, will you be allowed to have databases of Pl if you cannot provide security?

B3R, XY T+ AHERTELVDIPIT (BEAEIER OT—2A—ZARFELVHSHhEH?

 Can we maintain portability, choice, agility?

KB BT, BROEE. BEM (i) LHRTESM?

« Can we retool and grow a cloud security workforce?

9530 FEFa T4 BADEER - BREM - ILKITATREN ?
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Enterprise Directions ©&EMNELINESHEEK. WK

Cybersecurity skills gap remediation = greater cloud security knowledge

YAN—tFXFa1a )T AFILOHEB=KYBSLDISTOFEFa T 1 HE
Scale & Automation < YL & BEI{E

DevOps/DevSecOps » DevOps / DevSecOps
Machine Learning « XS —Z=VH

Highly virtualized, API-driven security models
BEICRELLShI, APIR—ZDEF1YT1ETIL

e Zero Trust & Software Defined Perimeter

« ¥0 35Xk, SDP(Software Defined Perimeter)

* Microsegmentation

s YAV AETAVT—aY

« Containerized, Microservices & Serverless

e AVTF. A4 AY—ER, —/L R

e Structured frameworks and orchestration to shrink threat windows

s BEOAYOZHOLIBEILIL—LID—VEF—HR =23y (HHAEE)
* Highly dependent upon identity and crypto advances

s PATUOTA T+ EEEMEEESHEMOELICEIERAKEL

Blockchain = Worldwide ledger of trust

JOy 7 Fz—U=HRLBED SR FDEIR
CSP Coordination vv|th ISMS program

HS5YH REEEFISMSTATSLIZRIET B &
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Enterprise Directions — High Assurance ft#htE 2R EE— L oh Y LI {RIE

Puttina crown jewels in the cloud

RKELGEECBERBRIIVSVFICEL L
Network « Ry fkJ—4

* Movina away from VPNs to aranular identity-based access control to applications

s TNV —230ADT7 A FA—LIRVPNE OO THEBLETATUOTATAR—ADEERIZYIYEZ S

« Software Defined Perimeter and Zero Trust to create virtual private clouds, analogous to classified network architectures

s RETSAR—FI S5 KVPOBEFISDPEEA PSR MER—REL, VTR (HBEE) SlTEht=xry 77—
DT7—FTOFv&ELIZEDET S

Encryption & Key management .« St REE
« Client-held keys, e.g. BYOK - FIAEMNEET 8. DF YBYOK(Bring Your Own Key)
 Encryption in transit, at rest and in use (as close as possible) « {miE. R%EF. FIHARFOESIE (ATRELRYEL T)

Confidential Computing Ay 24 FoovilavEa—T4 Y9 GEEFERLE-TFEOERLED
« Limit decrypted computing to hardware-based “Trusted Execution Environment” in CPU and memory
c IXTHRAVEL—T 45 %,. CPUEAEYRHRD/N— K T F7RA—ZXND“Trusted Execution Environment’|Z[RE 3 %

« Emerging new area: https://confidentialcomputing.io/
s FIT-ICRAREINDODDOHSPE :  https://confidentialcomputing.io/

Goal is to protect against traditional malicious attackers, prevent cloud provider insider access
to data and block rogue government request for customer data

BHEIME: BEXEOBEHSIUBENSOBH, 757 FEXRENAREICLST—4
ADTFT VAL, BERRBICHTSBFOEAREERODMEIL
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Certificate of Cloud Auditing Knowledge
2720 FEEMBOEBRETE

* A new individual professional credential under development by
CSA
FOP A BV . 5| EARTEMABEE. CSATHES
QO MM . oonsiates expertise in understanding the essential principles
Certificate of of Governing and Auditing cloud computing systems.
Cloud Auditing Knowledge  « /3 5r) RQUEa1—TF 4 VT VRTLDHAINF VR EEEICHEITS
EXRRRADOIRAZREL TS C & DA
« Exam, online and in-person training
c RRICKBEE, bL—=2T (FoF40, WE) HY
* Available in Q4 2020
* 20204F 4 4 HiFA o

« Site for information and announcements:

https://cloudsecurityalliance.org/education/ccak
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https://cloudsecurityalliance.org/education/ccak

CCM & CSA STAR Provider Program

CCM &,

r.v. YV
S IVl

Cloud Controls Matrix

o= A
sy

ro 4 VN W _ %

& W P

Fed

Ul
A)

EX¥EMIMTTAY S LCSA STAR”

=

Cloud Controls Matrix undergoing significant revision, Version 4
CCM(Cloud Control Matrix) KIggT#H, =2V4~

Im’%lal development underway for simpler “STAR-lite” assessment
criteria

2 MM EZESTARS 14 MNHBRFEETP
Working with GSA on mutual recognition program with

FedRAMP, aka FedSTAR

FedRAMP & DHEESZRE TR 5.4, Al#&FedSTARICEIL T, GSA
(General Services Administration, KEFE & 75T) & SR
Developing “Continuous auditing” framework

##EH9BEE (Continuous auditing) D #:48 & Z B F h
Evaluating feasibility of extending STAR for Internet of Things
STAR®D 0T~ D FRIZ D LN T H 1% (feasibility) Z R EE &

Goal for rapid growth beyond ~900 current STAR entries
STARDERZME : RITOEHZBMO00ZFEA T
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« Build new architectures and strategies ¢ B LWF—FT 9 F v EEBEEDEIF

* DevOps & DevSecOps to to achieve high levels of automation in the cloud backend

c DI9 ROy I Ty FIZEITHEELGZBEEERMD =8 DDevOps & DevSecOpsD HEE

* |oT controls framework, autonomics & architectures to harden loT endpoints

* OTOIT Y KRS 2 FEREICEIT=, oTERROZR#MA. BRI, 7—FTIOF v DR

+ Al to improve accuracy and automation of holistic systems
AIZRAW:=, 22X TLOIEREEBBEDH
Blockchain as the World Wide Ledger of Trust to provide an immutable framework for audit and technology
enumeration
« JOYIFI—VE IR MOHRAERRE L, EELBRITORERRLEZRAT IRETAORMAAH ZRH
* Enterprise architectures harmonizing SDP, Zero Trust & 5G

- SDP, TAFS R+, sSCHOLEARMEERTEIIVA—TSAX7—FTIVF DR

Document Al weaknesses and threats to cybersecurity

AIDBRES A 1X\—EF2YFAITE>THORRIZOVTOXEDIER

Crypto & Key Mgt reference architectures to secure applications, data and workloads at all points
BEEREBOVIFLOAT—FTIFrORRI& D, HOWBIREIZETE7IU, T—4, 79—/ 0—FORHE
Update CSA security controls frameworks for state-of-the-art serverless, containerized and microsegmented

technologies

BHOY—INLA, AT, 21708 A 7—a 5T 5CSAD X1 1) T« EEBEARDOEEE

Increased secure developer guidance

EXIVT1EENDHDHREBRE T H 1 X AT

Create “quantum safe” deadlines for updates to prevent quantum attacks

[MEF IAEORETIREERHORE : BFaVE1—T 1 VT 3BBADHEZ

Research Priorities

=
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cloud

Summary FE&oH OSA security

alliance®

« COVID-19 highlights the benefits of a Cloud First, virtual strategy

c FEOOFITKY., V53V FT7—R ERBIEDOEBRMEEAZFESAEY I

 Cloud computing has proven resilient and scalable during the
pandemic

c NOTEIVIFARL, V59 RaAVE1—T 41 27 Ot E YRR ZHEER

 Concerns about economic impacts on cybersecurity
c BBFHUFIA—DICKDBHAN—CF2 ) ToICHTE2EEDES

« CSA accelerating research to enable broader adoption and

assurance of cloud
« CSAITMHRRARZMEL. V5 FRIADILKED S FIZEITS
X)) T REDERZBIET
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Thank Youl!

Contact CSA

osAT =x Email: info@cloudsecurityalliance.org
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— R Twitter: @Cloudsa

Downloads Archive

+ Examining the Use of Blogkcnain
Technology for a Secure loT - March 13,
21

e — st A Site: www.cloudsecurityalliance.org

Release Date: March 20, 2017
+ Guidance wi - Domain 14 Related
Technologies - January 18, 2017

et o Download: www.cloudsecurityalliance.org/download

@606

21

Cloud Security Services Management Working Group Charter

Release Date: March 15,2017 e L et
it
m Internet of Things Working Group N AN
Pe— .

HTTPS://CLOUDSECURITYALLIANCE.ORG/
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