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Appendix 1

tHE & H

“Software-Defined Perimeter Working Group: SDP Specification 1.0,” by Brent Bilger, Alan Boehme, Bob Flores, Zvi Guterman,
Mark Hoover, Michaela lorga, Junaid Islam, Marc Kolenko, Juanita Koilpilla, Gabor Lengyel, Gram Ludlow, Ted Schroeder, and Jeff
Schweitzer (CSA, April 2014).

SDP v1.0 Spec

“Software-Defined Perimeter for Infrastructure as a Service,” by Jason Garbis and Puneet Thapliyal (CSA, 2016).
SDP for laaS

“Software-Defined Perimeter Working Group Glossary,” Cloud Security Alliance (CSA, 2018).
SDP Glossary

“Zero Trust Networks: Building Secure Systems in Untrusted Networks,” by Evan Gilman and Doug Barth (June 2017).
http://shop.oreilly.com/product/0636920052265.do

“fwknop: Single Packet Authorization > Port Knocking,” by Michael Rash (CipherDyne).
http://www.cipherdyne.org/fwknop/

“Open Source Software-Defined Perimeter,” Waverley Labs.

http://www.waverleylabs.com/open-source-sdp/
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Appendix 2

SPAD 2448

SDP 1. 0% TEREINTLASPANN Ty kDT +—Tw FIRDEEY TY,

Nonce Prevents servicing outdated SPA packets
Timestamp Most common: Service Access Request
Message Type Possibly deprecated: access request, NAT access request,
gateway command message
CIPHERTEXT
Message String Source IP address to allow, service ID(s) to open
i . NOTE: Gateway knows whichporttoopenaswellas
Optional Fields whetherand where toforward the connection.
Digest NOTE:Mightbe usedtorequest tunneling of service traffic.
Before encryption, this SHA256 hash is calculated over
CLEARTEXT HMAC the ciphertext portion of the message and then used by

the server to verify message integrity after a successful
message decrypt.
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