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Appendix A—Acronyms

Selected acronyms and abbreviations used in this paper are defined below.

ACM Application Container and Microservices

CMP Container Management Platform
CSP Cloud Service Provider

HSM Hardware Secure Module

IAM Identity and Access Management
KMS Key Management System

oS Operating System

RBA Role-Based Access Control

SLA Service-Level Agreement
SSL Secure Sockets Layer

VM Virtual Machine
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Appendix B —Glossary

Application container
[NIST SP800-180]

Container management
platform

Container lifecycle
events

Developer
[NIST SP 800-64 Rev 2/
ISO/IEC 17789:2014]

Host

Lateral movement
[LIGHTCYBER 2016]

An application container is a construct designed to package and runan
application or its components running on a shared operating system.
Application containers are isolated from other application containers and
share the resources of the underlying operating system, allowing for
efficientrestart, scale-up,orscale-outofapplications across clouds.
Application containers typically contain microservices

A container management platform is an application designed to manage
containers and their various operations, including but not limited to

deployment, configuration, scheduling, and destruction.

The main eventsinthe life cycle of a container are create container, run
container, pause container, unpause container, start container, stop
container, restart container, kill container, destroy container.

The cloud service Developer is a sub-role of cloud service partner which is
responsible for designing, developing, testing, and maintaining the
implementation of a cloud service. This can involve composing the
service implementation from existing service implementations.

The cloud service Developer’s cloud computing activities include:

+ design, create and maintain service components (clause 8.4.2.1);
+ compose services (clause 8.4.2.2);
+ test services (clause 8.4.2.3).

NOTE 1 - Cloud service integrator and cloud service component
Developer describe sub-roles of cloud service Developer, where the
cloud service integrator deals with the composition of a service from
other services and where cloud service component Developer deals with
the design, creation, testing, and maintenance of individual service
components.

NOTE 2 - This includes service implementations and service
components that involve interactions with peer cloud service providers.

OS supporting the container environment
Lateral action from a compromised internal host to strengthen the attacker

foothold inside the organizational network, to control additional machines, and
to eventually control strategic assets.
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Microservices
[NIST SP800-180]

Enterprise Operator

Enterprise Architect

Container resources

Container resource
requests

Container resource limit

Amicroservice is a basic element that results from the architectural
decomposition of an application’s componentsinto loosely coupled
patterns consisting of self-contained services that communicate with each
other using a standard communications protocol and a set of well-

defined APls, independent of any vendor, product, or technology.
Microservices are built around capabilities as opposed to services, build on
SOA, and are implemented using Agile techniques. Microservices are
typically deployed inside application containers.

The individual or organization responsible for the set of processes to
deploy and manage IT services. They ensure the smooth functioning of the
infrastructure and operational environments that support application
deployment to internal and external customers, including the network
infrastructure, server and device management, computeroperations, IT
infrastructure library (ITIL) management, and help desk services. *

The individual or organization responsible for strategic design
recommendations. They determine, by applying their knowledge of
cloud, container and microservices components to the problems of the
business; the best architecture to meet the strategic needs of the
business. Additionally, they develop and maintain solutionroadmaps and

oversee theiradoption working with Developers and Operatorsto ensure
anefficient and effective solutionimplementation.

Four resources required for containers to operate are CPU, memory
(+swap), disk (space + speed), and Network.

Theamountof CPU, memory (+swap),and disk (space + speed) thatthe system
willallocate to the container considering the resource limit.

The maximumamountofresources (CPU, memory (+swap),and disk (space +
speed)) that the system will allow a container to use.
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