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Vulnerable Storage Accessed by Users Last Updated Oct 21,2015, 00:00 AM UTC
S3 Buckets with Open Permissions Found in Log Files View 30-Day History Impacted Users
% =

53 Buckets with Open Permissions Found in Log Files

Last 30 day

3 Sto rage Resources All Vulnerabilities v Actions v B Secure Your AWS Account
Writable by ACL Modifiable by
Name Public ¥ Users Public Users Outbound Data Inbound Data Users Access Count
v v 8 mB 321 mB 197 361
v v 8.8 mB 339 mB 107 598
v v 18.2 mB 305.6 MB 728 3,840
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U McAfee Dashboards  Governance  Analytics  Incidents  Policy Reports  Custom Apps

Cland Resistrv >

Sa ﬂSaﬂ Actions v

Overview Risk Usage Traffic

Risk Score Last updated Apr 23, 2019 UTC mm High Risk Medium Risk  mm Low Risk
Data 3 User / Device 3 Service 2 Business 1 Legal 3 Cyber 1
3 B NN I ] HEEEEEE | |l

Data Risk: 3
Attribute  Weighted Review
Category Attribute Value J score Weight Score  Date Notes
> I Dats Sharing File Sharing Support @ Yes 80 12% 30  Apr2019 +
> Data Loss Protection  Integrated Data Loss Prevention ( @ No 60 4% 10  Apr2019 +
> | Encryption Signature Algorithm of SSL Certifii @ SHA256 With RSAEn... 30 1% 1 Apr2019 -+
> I Dats Retention Data Retention Policy Upon Accot @ 15 to 30 days 20 15% 11 Apr 2019 +
> B rocrntion Nata Fnrruntinn in Transit @ TLS 1.0 20 204 > Anr?010
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Risk Score Distributions

grouped by the location of Business HQ
Privacy Friendly Countries—USA
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U McAfee Dashboards  Governance  Analytics Incidents Policy = Reports  Custom Apps

My DaShboard Actions v

> New Services > Unassigned Services > High Risk Services

37 +18 (95%) 34 3 5 +6 (21%)

48 Users | 860 KB Upload Data 2 Low | 32 Med | 21 Allowed | 2 Denied ||6 Partially Allowed
Last 7 Days Last 7 Days

Users with Uploads greater t... O 5 P a rti a ‘ ‘y A‘ ‘ Gwed
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Reports Custom Apps

Cloud Governance [

Trigger an email notification for changes in Service Risk.

My Notifications

on/off Send an email notification for these Saved Views:

a All Active Services IF Risk Values = An Increase in Risk Score & Any Change

Cang

= An Increase in Risk Score & Any Change :
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Unmatched Uploads

Unmatched Uploads include any outbound traffic events to services that are not identified by our Global Registry. Sort and search by URL to determine how much data your users are passing to these services. This information can be
exported in a CSV file.

UNMATCHED UPLOADS

Q [ csv
URL UPLOAD COUNT v UPLOAD DATA USERS NO OF DAYS
2 8.4M 219.1 GB 278K 422
14 71M 164.3 GB 81.5K 454
r 51M 118.1 GB 207K 453
i 48M 371 GB 9,367 184
n 48M 3939 GB 9,397 185
di i 43M 101.3GB 243K 453
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] Name Location Rule Name Applications File Types Direction
I”] basic file blocking Predefined igh risk file  any 7z, bat, chm, class, bot
types cpf, dll, exe_hl "
— pif, rar,

- - - \t?)rr'ent,' vbe, wsf
File Types Direction Action” | ... o
rypted-zip

[ both alert

continue

any both alert

Create Best Practice Security Profiles for the Internet Gateway
https://docs.paloaltonetworks.com/best-practices/9-0/internet-gateway-best-practices/best-practice-

internet-gateway-security-policy/create-best-practice-security-profiles
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