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THREAT ANALYSIS LINKS AND REFERENCES

Spoofing Identity 1. Timehop Security Incident, July 4, 2018: https://www.timehop.com/
Tampering with Data security/

Repudiation 2. UberDiscloses Year-OldAWS DataBreach, Exposing Millions of Users:
® Information Disclosure https://awsinsider.net/articles/2017/11/21/uber-aws-data-breach.aspx
Denial of Service 3. Amazon hitwith majordata breach days before Black Friday: https://www.
Elevation of Privilege theguardian.com/technology/2018/nov/21/amazon-hit-with-major-data-

breach-days-before-black-friday
4. VOIPO database exposed millions of call and SMS logs, system data:
https://www.zdnet.com/article/voipo-database-exposed-millions-of-call-

and-sms-logs-system-data/
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THREAT ANALYSIS LINKS AND REFERENCES

Spoofing Identity 1. 120 Million American Households Exposed in ‘Massive’

= Tampering with Data ConsumerView Database Leak: https://www.forbes.com/sites/

= Repudiation thomasbrewster/2017/12/19/120m-american-households-exposed-in-

Information Disclosure massive-consumerview-database-leak/#37bb94d27961

Denial of Service 2. Marketing Firm Exactis Leaked aPersonal Info Database with 340 Million

B Elevation of Privilege Records: https://www.wired.com/story/exactis-database-leak-340-million-
records/

3. Short Circuit: How a Robotics Vendor Exposed Confidential Data for
Major Manufacturing Companies: https://www.upguard.com/breaches/

short-circuit-how-a-robotics-vendor-exposed-confidential-data-for-major-

manufacturing-companies
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THREAT ANALYSIS LINKS AND REFERENCES

= Spoofing Identity

= Tampering with Data
® Repudiation

= Information Disclosure
Denial of Service
Elevation of Privilege

1.

2.

Introduction to Cloud Security Architecture from a Cloud Consumer’s
Perspective: https://www.infog.com/articles/cloud-security-architecture-intro
The New Shared Responsibility Model For Cloud Security: https://www.
forbes.com/sites/forbestechcouncil/2018/10/15/the-new-shared- responsibility-
model-for-cloud-security/#508d0f422490

The Importance ofa Defined Cloud Strategy: https://www.expedient.com/
blog/the-importance-of-a-defined-cloud-strategy/

Accentureleftahuge trove ofhighly sensitive dataonexposedservers:
https://www.zdnet.com/article/accenture-left-a-huge-trove-of-client-

passwords-on-exposed-servers/
The Consequences of a Cyber Security Breach: https://www.sungardas.com/

en/about/resources/articles/the-consequences-of-a-cyber-security-breach/

Why Enterprise Architecture Deserves a Seat at the Security Table:
https://erwin.com/blog/enterprise-architecture-seat-security-table/

Personal data of over 50,000 Honda Connect App leaked: https://www.
hackread.com/personal-data-of-over-50000-honda-connect-app-leaked/
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CCM Controls
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THREAT ANALYSIS LINKS AND REFERENCES

M Spoofing Identity 1. German Man Confesses to Hacking Politicians’ Data, Officials Say: https://
Tampering with Data www.nytimes.com/2019/01/08/world/europe/germany-hacking-arrest.html

® Repudiation 2. German data hacker says he was ‘annoyed’ by politicians: https://www.

® Information Disclosure irishtimes.com/news/world/europe/german-data-hacker-says-he-was-
Denial of Service annoyed-by-politicians-1.3751332

M Elevation of Privilege 3. Deloitte hit by cyber-attack revealing clients’ secret emails: https://www.

theguardian.com/business/2017/sep/25/deloitte-hit-by-cyber-attack-
revealing-clients-secret-emails

4. Deloitte breached by hackers for months: https://blog.malwarebytes.com/
security-world/2017/09/deloitte-breached-by-hackers-for-months/

5.  Major identity manager breach exposes sensitive user info: https://
www.engadget.com/2017/06/03/major-identity-manager-breach-stole-

sensitive-user-info/?guccounter=1

6. Onelogin, May 31, 2017 Security Incident: https://www.onelogin.com/
blog/may-31-2017-security-incident

7. SystemShock: How A Cloud Leak Exposed Accenture’s Business: https://
www.upguard.com/breaches/cloud-leak-accenture

8. Quora breach leaks data on over 100 million users: https://www.engadget.
com/2018/12/03/quora-breach/

9. Attackers Scrape GitHub for Cloud Service Credentials, Hijack
Account to Mine Virtual Currency: http://www.forbes.com/sites/
runasandvik/2014/01/14/attackers-scrape-github-for-cloud-service-

credentials-hijack-account-to-mine-virtual-currency/

10. Dell Releases Fixfor Root Certificate Fail: http://www.bankinfosecurity.
com/dell-releases-fix-for-root-certificate-fail-a-8701/op-1
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THREAT ANALYSIS LINKS AND REFERENCES

Spoofing Identity 1. Murderinthe Amazon cloud: https://www.infoworld.com/article/2608076/
= Tampering with Data data-center/murder-in-the-amazon-cloud.html

= Repudiation 2. Allegedhackertriedto sell details of 319 million iCloud users for bitcoin:
Information Disclosure https://www.cultofmac.com/583836/alleged-hacker-tried-to-sell-details-
Denial of Service of-319-million-icloud-for-bitcoin/

= Elevation of Privilege 3. PoC Exploit Compromises Microsoft Live Accounts via Subdomain Hijacking:

https://threatpost.com/poc-exploit-compromises-microsoft-live-accounts-  via-
subdomain-hijacking/138719/

4. How can Office 365 phishing threats be addressed?: https://www.
helpnetsecurity.com/2018/05/18/office-365-phishing-threats/
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THREAT ANALYSIS LINKS AND REFERENCES

M Spoofing Identity
Tampering with Data
B Repudiation
Information Disclosure
Denial of Service

H Elevation of Privilege

1.

2.

3.

CERT Definition of an ‘Insider Threat’ - Updated: https://insights.sei.cmu.
edu/insider-threat/2017/03/cert-definition-of-insider-threat---updated.html
Cloud Security Risks and Concerns in 2018: https://blog.netwrix.
com/2018/01/23/cloud-security-risks-and-concerns-in-2018/

IBM X-Force Threat Intelligence Index 2018: https://www-01.ibm.com/
common/ssi/cgi-bin/ssialias?htmlfid=77014377USEN

Insider Threat — 2018 Statistics: https://www.uscybersecurity.net/insider-
threats-2018-statistics//2018 Global Cost of a Data Breach Report.pdf
Examiningthe 2018 CostofaDataBreach: https://databreachcalculator.
mybluemix.net/assets/2018 Global Cost of a Data Breach Report.pdf
Tesla’s Tough Lesson on Malicious Insider Threats: https://www.
infosecurity-magazine.com/news/teslas-tough-lesson-on-malicious/
The 6 Worst Insider Attacks of 2018 — So Far: https://www.darkreading.
com/the-6-worst-insider-attacks-of-2018---so-far/d/d-id/1332183
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THREAT ANALYSIS LINKS AND REFERENCES

B Spoofing Identity

= Tampering with Data
= Repudiation

= Information Disclosure
B Denial of Service
Elevation of Privilege

1.

The Treacherous 12: Top Threats to Cloud Computing + Industry Insights:
https://downloads.cloudsecurityalliance.org/assets/research/top-threats/

treacherous-12-top-threats.pdf

Cloud APl security risks: How to assess cloud service provider APls: https://

searchcloudsecurity.techtarget.com/tip/Cloud-APIl-security-risks-How-to-

assess-cloud-service-provider-APls

Insecure API Implementations Threaten Cloud: https://www.darkreading.

com/cloud/insecure-api-implementations-threaten-cloud/d/d-id/1137550
Facebook data breach highlights APl vulnerabilities: https://www.
pingidentity.com/en/company/blog/posts/2018/facebook-data-breach-

highlights-api-vulnerabilities.html
Facebook says atleast 50 million users affected by securitybreach: https://
techcrunch.com/2018/09/28/facebook-says-50-million-accounts-affected-

by-account-takeover-bug/

Cloud Security Threats - Insecure APIs: https://community.hpe.com/t5/
Shifting-to-Software-Defined/Cloud-Security-Threats-Insecure-APIs/ba-

p/6871684#.XBkCEGhKiUI
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THREAT ANALYSIS LINKS AND REFERENCES

B Spoofing Identity 1. Uber fined $148m for failing to notify drivers they had been hacked:

= Tampering with Data https://www.theguardian.com/technology/2018/sep/26/uber-hack-fine-
Repudiation driver-data-breach

= Information Disclosure 2. Exposed S3bucket compromises 120 million Brazilian citizens: https://www.
B Denial of Service scmagazine.com/home/security-news/exposed-s3-bucket-compromises-
Elevation of Privilege 120-million-brazilian-citizens/
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THREAT ANALYSIS LINKS AND REFERENCES

=

[ I < I <

a

Spoofing Identity
Tampering with Data
Repudiation
Information Disclosure
Denial of Service
Elevation of Privilege

1.

2.

Why Cloud Security Is Everyone’s Business: https://www.gartner.com/
smarterwithgartner/why-cloud-security-is-everyones-business/

Source: Deloitte Breach Affected All Company Email, Admin Accounts:
https://krebsonsecurity.com/2017/09/source-deloitte-breach-affected-all-
company-email-admin-accounts/

Deloitte hack hit server containing emails from across US government:
https://www.theguardian.com/business/2017/oct/10/deloitte-hack-hit-

server-containing-emails-from-across-us-government

Deloitte Gets Hacked: What We Know So Far: http://fortune.
com/2017/09/25/deloitte-hack

“Get Off of My Cloud”: Cloud Credential Compromise and Exposure: https://
www.defcon.org/images/defcon-19/dc-19-presentations/Feinstein-Jarmoc/
DEFCON-19-Feinstein-Jarmoc-Get-Off-of-My-Cloud.pdf

Netflix Cloud Security: Detecting Credential Compromise in AWS: https://
medium.com/netflix-techblog/netflix-cloud-security-detecting-credential-

compromise-in-aws-9493d6fd373a

Microsoft Security Intelligence Report: https://download.microsoft.com/
download/F/C/4/FC41DE26-E641-4A20-AES5B-E38A28368433/Security
Intelligence Report Volume 22.pdf

Microsoft warns that hackers are increasingly targeting cloud accounts:
https://www.theinquirer.net/inquirer/news/3016031/microsoft-warns-

that-hackers-are-increasingly-targeting-cloud-accounts

Microsoft Security Intelligence Report volume 23 is now availablePoorly
secured Cloud Apps: https://cloudblogs.microsoft.com/
microsoftsecure/2018/03/15/microsoft-security-intelligence-report-

volume-23-is-now-available/

. Understand top trends in the threat landscape: https://www.microsoft.

com/sir

. What Is Amazon EC27?: https://docs.aws.amazon.com/AWSEC2/latest/

UserGuide/building-shared-amis.htm

. Virtual machine prerequisites: https://docs.microsoft.com/en-us/azure/

marketplace/cloud-partner-portal/virtual-machine/cpp-prerequisites

. HowtoLoga Security Event Support Ticket: https://docs.microsoft.com/

en-us/azure/security/azure-security-event-support-ticket

. Apple tells app developers to disclose or remove screen recording code:

https://techcrunch.com/2019/02/07/apple-glassbox-apps/

. Announcing AWS CloudTrail: https://aws.amazon.com/about-aws/whats-

new/2013/11/13/announcing-aws-cloudtrail/

. AWS Discussion Forums - AWS CloudTrail Feature Additions: https://

forums.aws.amazon.com/forum.jspa?forumID=168

. AWS Discussion Forums - AWS CloudWatch Feature Aadditions: https://

forums.aws.amazon.com/forum.jspa?forumID=138

. Announcing the public preview of Azure Monitor: https://azure.microsoft.

com/en-us/blog/announcing-the-public-preview-of-azure-monitor/

. Azure AD ActivityLogsinAzure Monitor Diagnostics nowinpublic preview:_

https://techcommunity.microsoft.com/t5/Azure-Active-Directory-ldentity/

Azure-AD-Activity-Logs-in-Azure-Monitor-Diagnostics-now-in/ba-p/245435
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THREAT ANALYSIS LINKS AND REFERENCES

Spoofing Identity

™ Tampering with Data

[< I < I <]

Repudiation
Information Disclosure
Denial of Service
Elevation of Privilege

1. 22K Open, Vulnerable Containers Found Exposed onthe Net:https://
threatpost.com/22k-open-vulnerable-containers-found-exposed-on-the-

net/132898/

2. Five Ways Shadow IT in the cloud hurts your enterprise: https://www.
networkworld.com/article/2997152/cloud-computing /five-ways-shadow-it-

in-the-cloud-hurts-your-enterprise.html

3. Cloud Adoption and Risk Report: https://info.skyhighnetworks.com/WP-
CARR-Q2-2015 Download White.htmI?Source=website&LSource=website

© Copyright 2019, Cloud Security Alliance. All rights reserved.

38


https://threatpost.com/22k-open-vulnerable-containers-found-exposed-on-the-net/132898/
https://threatpost.com/22k-open-vulnerable-containers-found-exposed-on-the-net/132898/
https://threatpost.com/22k-open-vulnerable-containers-found-exposed-on-the-net/132898/
https://www.networkworld.com/article/2997152/cloud-computing/five-ways-shadow-it-in-the-cloud-hurts-your-enterprise.html
https://www.networkworld.com/article/2997152/cloud-computing/five-ways-shadow-it-in-the-cloud-hurts-your-enterprise.html
https://www.networkworld.com/article/2997152/cloud-computing/five-ways-shadow-it-in-the-cloud-hurts-your-enterprise.html
https://info.skyhighnetworks.com/WP-CARR-Q2-2015_Download_White.html?Source=website&amp;LSource=website
https://info.skyhighnetworks.com/WP-CARR-Q2-2015_Download_White.html?Source=website&amp;LSource=website

tF1)57([ERE: V2R —EX 3
OFEH &L - A~ 1EF A

BEAPTDHEE. 759 FRaAVEa—TF4U09)Y—XEFE
ALT. FIFRE. A, ST SH FEEEEZEMIC
LET. BEEOHIHEEF. V59 KH—EREIZTILY T :xﬁﬁMxmmﬂ
TERR LT HELTEET, YALIITERR TS5 oo

M RH—EXIE, TILYTTHCSPO KA AL VEFET B0,

FYELBLOCRAET, TD5. 259 KIZhzR k&h
ERILDFIE. VSO KETLOIF7THY—ILE, SHICH ® Infra
BEBBEIELI-ODHREBERNY AL LTHESENTEET © Meta

HSHRYY—ZOEAGIE LT, MIZIZUTOLEOAHY % :Zﬁ
9

CLOUD SERVICE MODEL

SECURITY RESPONSIBILITY

¢ DDoSH £ Software as a Service (SaaS)
o RANLA—IILETAYI VTR Platform as a Service (PaaS)
o TFTTUAILBEOITAZ=Y Infrastructure as a Service (laaS)

o KEELZBEIN=V VU vITEHR
o RENEFHBEHRT —HIRN—RIZEBTIL— T+ —RAKE
o EEOHAHAAVTUVYNEBHMMOVTUYDRRTA LY

P57 F—ERDERIZHT HEMEE L TIE, CPIZXEIXILVFROBENLY S FDOEH
DREMPZEIFoNFES, CSPIF. 1 T bAIEOHEMAZRABLTY V—RAOBRICHL LK
FhEREYFEREAL, V75V FERBICERLE-EREZY SV FFRAENRETELSFREZREML
BHNERYERA, V537 FEEXEEHEEEE. V5V RMAENAELDT—IO0—FL, 74
HEHDIWER L—CH—EXADREZER TELIBEVLERFRILMALGCITNEGY FEA,

ESRRA 2T k

LLREENHIBEEDY 7V FEBROEBRTL—VICBALEZGES. WEBE(E. TOBEENIXILSE
ATEDY I FY—ERZEBEGBHNTHATAZENTEFET, L. TOREELNESEEDNY
AZVTDESBERGY VYV —REHBE LGS, TOERBEIFEXRICLGLAAERELHYET .

HBDNE, HMEBEHEIIILD I T7OREOCEBED=-HICHVSHOREZEESIAL LIAEFEA, BEEFTHL
SOFHLVKERKRICKROE, @UIHLLEBEFNIEZRYELA, SO LEF. V5V FRERHD
WMEY SO RS —ERXREDBDAPIO— LZERTEDI X2 ) T BMEHAET LI LEZEKRT
2hH LnFEREA.

© Copyright 2019, Cloud Security Alliance. All rights reserved. 39



ZR

o TEF. VFVFLEOREBZHERIRETY, KODLEHEATIE, V59 FH—EXF
RICEYIBEShhDIVRIEERTEEEA,
o U570 FDLPEMOHEAICEY ., FA SN GWT -2 REDEREHLENTEET,

BESH & =6

V950 FY—ERADER - EA - FEFRBEICEAT 2GENEFHELTUTOLDOAHY FT -

o S YL FLockyDFFE T BHZeptoldMicrosoft OneDrive. GoogleDrive. BoxZz ED Y S
D RH—ERFZBELT, BEEOHDZ 77 ML EBEMUHEEEDOFICE Tz 7Enbdl
TILHAY FT,

o CloudSquirre| RE(FX T4 v VT A —ILKEBICL>THEoEINET, COHEA—IL
& ("tax invoice" D&k S5%) BEEIZRZAS3M MLEFE-L-T, HEEFEZLEFLTA—IL
ZRHEMEELESELET, —EBC &, CloudSquirrel IFEBMDEEHHUNEFEHDOIES1E
ENFIRI7AILEZT D O—RSIEZZEICEH-THREZRESIEEFT, Thn b
ZFDTILY T 7 IEDropbox(ZR R FENF=CCICHEHBKLET ., TNoDaT UK
[X. .mp4, .wmv, .png, .dat, .wmaZZEDBDILRFEHODTL—2TFR T 7AILIC
BEINFET,

CSAHA TR

Domain 6: BEIEEM & EEHE

Domain 7: 1 73X LSV F¥ - X2 T4
Domain 9: 41 > T FLAKRUR

Domain 10: 774 —>3txal) T4

© Copyright 2019, Cloud Security Alliance. All rights reserved. 40



CCM Controls

MA77usr—vaveqoi—or—2Exa

IR
AIS-02: TBET ¥ £ RER

sz umeE e BRALY YT UR
BCR-09: SE&f##T

cCC pERgE Pt d
CCC-02: BHREDINERE

M7 Fo547170REE
IAN-02: BHEBADS A FHA )L / FOES

AaZUJER
IAM-04: 7K1y >— & FIE
IAM-05: B FED 7> Bt
IAMV-09: 2 —H 745+ RXET
IMW-10: 22— 792X LEa1—
IMM-11: 22— 7O XBRYEL
[IAM-12: 2 —+ ID &E&I1E#R

MlF—stFauFqsemRs1I90o08 Moo cmEtntsayTq

b
DSI-01: 4 %§
DSI-02: F—A2DEEXRETIO—

DSI-04: 03 / SN / X2 )T 4R — [VS-13:

e pem
EKM-03: ##T—% DR

GRY paRAC R S &R
GRU-01: R—R 54 LB

RS IS

HRS-05: E/ XA LT/ REE
HRS-08: #HZMWMHIIZZITAN LN HER

HRS-09: El#& / =B34 L

IVs-01: BE&NY / RAKRA
1VS-02: ZEHREN
IV§S-06: vy b= tFa )T+«

2y NI=OT7—FTIOF~x

MOS-02: 7 FTUHr— 3R BT
MOS-03: EBEht=7FU4Hs5r— 3>
MOS-04: BYOD BICHRBEINI=VY I+ 7

MOS-05:
MOS-06:
MOS-19:

EEsIPaE[E
5 RR—XHY—ER
tXxal) TNV F

Nz 5 & St o e
TW-02: HaS5tE / /Xy F &=

THREAT ANALYSIS LINKS AND REFERENCES

Spoofing Identity 1.

Tampering with Data

E Repudiation 2.

Information Disclosure
Denial of Service

Elevation of Privilege 3.

o

Malware Used by China APT Group Abuses Dropbox: http://www.
securityweek.com/malware-used-china-apt-group-abuses-dropbox

Zepto variant of Locky ransomware delivered via popular Cloud Storage
apps: https://resources.netskope.com/h/i/273457617-zepto-variant-of-

locky-ransomware- delivered-via-popular-cloud-storage-apps

CloudSquirrel Malware Squirrels Away Sensitive User Data Using Popular
Cloud Apps: https://resources.netskope.com/h/i/272453388-cloudsquirrel-

malware-squirrels-away- sensitive-user-data-using-popular-cloud-apps

CloudFanta Pops with the Cloud using SugarSync: https://resources.
netskope.com/h/i/295875750-cloudfanta-pops-with-the-cloud-using-

sugarsync
Data Theft Via the Cloud: You Don’t Need Flash Drives Any More: https://
blog.learningtree.com/data-theft-via-cloud-dont-need-flash-drives/

What Is Cloud DLP?: https://digitalguardian.com/blog/what-cloud-dlp
Best Practices for Cloud Security: https://insights.sei.cmu.edu/sei

blog/2018/03/best-practices-for-cloud-security.html
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Appendix: AESE

Egregious 11: Cloud Computing Top Threats in 20197 R— k & LT, CSA MTop Threats Working
GrouplZZEEDEELABZITVEL, EE0DRAEL. FELLTT7 Uy — FMARLEMZRAL
F L1

FAEDE—BRBEIZETI2HELADAWNE. 759 FEX1 )T 4ICHATRBSFEICONT, HEEYR
FEEDSZEITHYFE LIz, =M. EFEDL2 OREIZHZIZ14 DREZMA T, ¥ T D
SEE6HDOVRMEERLELZ, TD26 DBEESFIEICONT, T—F 2T TL—TDAN—H
BROFBHATEDEEMZRL., KEOEEMY ZTVE L, ABED DB TIE, ABERRESE
N6 DY R RS DBMDOBESEEEZRRSEEHLTESLLSICLELR, ABEREREEBMTEDS
NEBRERESMIZREILT, 7T—F V00 L—T IBEETRZODISHREF1UT4I2HT S
BeEEEHMELEL.

FEDE_EBRETE, 19DVR ML TEERDOBERAN LIV IMFTTAHAIENELBERELGYFL
fzo COTL—T(F, BAEBICEST, EXa U T DEMRNMIEZRLELDHE X2 T+ DE
SREHEEATLWIAZRIELESIELEL, FRELTIORAI 2V FDRSA FRIZANVS L&
LELE, BEERE, V750X T OMEISHLT, 1ALI0THES S EMERSAFEL
fzo 1ZECEETRHRWL, 10EFEICEEZERYETS, TNETADHTIY—JEDRS » MEFEHIE
SN, COFHEICE>TEF2Y T DBRIFENI VIR T ESNFELR, T—F 2T TIL—T T,
FEHNTEYVENTRTOEF21 ) TAREEZEBRNLT, by TNERY CHELT,

&=EIC, T—F20J0)L—T (I, Ft=. STRIDEBBETLICKYV EF 2 ) T+ DBEBEOITELT
WELE, COAKEETA 78V T MIKYRERESA, X)) T BRZFET SDICAL LA TL
FT, RETRY LFEEF2) T DBREFEN, UTOBEOHATI)—DENANIHTIEESH
MBS ADICAWLWLONELT: :

o YFFEL : Spoofing identity (S)
T—ADHRE A : Tampering with data (T)
o 7552 : Repudiation (R)

o 1&%RBE : Information Disclosure(I)

o H—EX4EE :Denial of service (D)

o H5HEDMEREM : Elevation of privilege (E)




