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1. Cloud Customer Architecture for Securing Workloads on Cloud Services,
https://www.omg.org/cloud/deliverables/CSCC-Cloud-Customer-Architecture-for-Securing-Workloads-on-Cloud-Services.pdf.
2. Cloud Computing Security for Tenants,
https://acsc.gov.au/publications/protect/Cloud_Computing_Security_for_Tenants.pdf.
3. ISO/IEC 27018:2014 — Information technology — Security techniques —Code of practice for protection
of Personally Identifiable Information (PII) in public clouds acting as PIl processors.
4. Software Defined Perimeter for Infrastructure as a Service, https://cloudsecurityalliance.org/artifacts/sdp-for-iaas/
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5.  Shared Responsibilities for Cloud Computing, Microsoft Azure,
https://gallery.technet.microsoft.com/Shared-Responsibilities-81d0ff91.

6.  AWS Shared Responsibility Model, https://aws.amazon.com/compliance/shared-responsibility-model.

7. Huawei Cloud Security Whitepaper,
https://static.huaweicloud.com/upload/files/pdf/20171123/20171123171541_66845.pdf.

8.  Staying Secure in the Cloud Is a Shared Responsibility, Gartner,
https://www.gartner.com/doc/3277620/staying-secure-cloud-shared-responsibility.
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Infrastructure security Physical and network security [ | [ | [ |
Virtualization platform, virtual storage, and API security [ | [ |
Virtualization security
Virtual network [ | | |
. Antivirus, intrusion prevention, host security hardening, and patch
Host security pr y 9 P | [ | [ |
management of OS, firmware updates
Middleware security Container, API, database, and resource management platform security [ | [ | [ |
Application svstem Web vulnerability scanning, web tamper protection (WTP), anti-DDoS,
PPl 4 application firewall, Identity and access management (IAM), and API | [ | [ |
security - .
security, DLP solutions
Data security Data transmission and storage security, integrity protection, backup, m u u
and recovery
Network audit, network behavior management, traffic control m u u
Security management management, key and certificate management, IAM, database audit, ™ ™ ™
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