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Working Group Executive Overview (V—F% 77/ —7 D)
The mission of the CSA Japan Chapter Application Containers and Microservices (ACM)

working group is to conduct research on the security of application containers and
microservices, to publish guidance and best practices for the secure use of application
containers and microservices, and to engage in educational activities on security of application
containers and microservices.
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Working Group Scope (—F 77N —FDRa—F)

Per NIST Special Publication SP 800-180 (DRAFT), Application Containers are defined as “a construct
designed to package and run as application or its’ components running on a shared Operating System.
Application Containers are isolated from other Application Containers and share the resources of the
underlying Operating System, allowing for efficient restart, scale-up or scale-out of applications across
clouds. Application Containers typically contain Microservices.”

Microservices are defined per the same NIST SP as, “a basic element that results from the architectural
decomposition of an application’s components into loosely coupled patterns consisting of self- contained
services that communicate with each other using a standard communications protocol and a set of well-
defined APIs, independent of any vendor, product or technology. Microservices are built around
capabilities as opposed to services, builds on SOA and is implemented using Agile technigues.
Microservices are typically deployed inside Application Containers.”

Building on the joint NIST / CSA Application Container Security Guidance developed by the NIST
Cloud Security Working Group as well as NIST Special Publication SP 800-190 Application Container
Security Guide, the scope of this working group is to conduct research on how to secure application
containers and microservices, and engage in educational activities on security of application containers
and microservices.
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Relationship to Cloud (75U REDEEFR)

For agencies and enterprises moving applications to the cloud, a microservices architecture
leveraging application containers represent a smarter and more economical way to move to the
cloud.

Application containers can be run “on premise” on physical computer systems owned and

maintained by the organization, or on platforms provided by a service provider.
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Working Group Membership and Organization (V—3% 77 /)L —7 DS INE#& 1 L OHERR)
The working group is composed of volunteers from individual/corporate/ affiliate members of
CSA Japan Chapter. Under a steering committee and co-chairs, the working group coordinate
typical project management, online workspace, technical writing assistance and reporting to
Board Member meetings of CSA Japan Chapter.

Kanto sub-work group and Kansai sub-work group are formed to plan or execute any related
outreach, awareness or research opportunities.
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Deliverables (F5E#))
[June - August 2019]
- Japanese-language translation of “Challenges in Securing Application Containers - Integrating

Application Container Security Considerations into the Engineering of Trustworthy Secure
Systems”

- Materials for Workshops by CSA Japan Chapter ACM WG (Topic: TBD)

[September - November 2019]

- Japanese-language translation of “Best Practices for Implementing a Secure Microservices
Architecture - Integrating Microservices Security Considerations into the Engineering of
Trustworthy Secure Systems”

- Materials for Workshops by CSA Japan Chapter ACM WG (Topic: TBD)

[December 2019 - February 2020]

- Japanese-language translation of documents published by CSA ACM WG (Topic: TBD)

- Materials for Workshops by CSA Japan Chapter ACM WG (Topic: TBD)

[March - May 2020]

- Japanese-language translation of documents published by CSA ACM WG (Topic: TBD)

- Materials for Workshops by CSA Japan Chapter ACM WG (Topic: TBD)

Deliverables will be governed by intellectual property rights policy of CSA Japan Chapter.

[2019 4= 6 H-8 A ]

- “Challenges in Securing Application Containers - Integrating Application Container Security
Considerations into the Engineering of Trustworthy Secure Systems” H AGEFIFR K

- CSA Yx /5 ACM WG FERERCE B (Fe w2 R E)

[2019 £F 9 A-11 H ]

- “Best Practices for Implementing a Secure Microservices Architecture - Integrating
Microservices Security Considerations into the Engineering of Trustworthy Secure Systems” H
AFERIARAR

- CSA Y% /5 ACM WG WFERERCE B (he w2 R E)

[2019 & 12 }J-2020 4+ 2 A #]

- CSA ACM WG TR 2 A b B AGERIARIR (M2 R7E)

- CSA V%73 ACM WG WFERAERE B (M 27 RIE)

[2020 4= 3 H-5 A #]

- CSA ACM WG J4TR% 2 A b0 HATERIFRIR (e 27 - RAE)

- CSA Vx5 ACM WG R PERUEE B (R 27 R TE)
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Communications Methods (f=3EFE)
Regular meeting onsite/online and collaboration via mailing lists and social media.

Official language of the working group: Japanese and English.
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Duration (EBHIR)

The working group will operate until May 31, 2020 for its chartered deliverables, and at that
time consider charter renewal.
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Working Group Leaders (V—F% 77 NV —7FEEHR)

Eiji Sasahara, Leader - CSA Japan Application Containers and Microservices (ACM) Working
Group
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