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HAT : Tindustrial Internet of Things: Unleashing the Potential of Connected Products and Services ] (World Economic Forum)
http://www3.weforum.org/docs/WEFUSA _Industrialinternet_Report2015.pdf
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ICS Security WGO;EEIAS

- Develop more situational awareness for asset owners and
Industrial Automation vendors

 Enlightenment of C-level

* Business and system use cases of ICS connected to cloud
» Cyber-attack trends of ICS

* Cyber Security Risk Analysis based on Use Cases

- Analysis of ICS challenges — Awareness, Organization and
Process, Knowledge, Technology

* Industry specific standard, regulations, and risk will be
developed
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First deliverable
- Cloud adaption overview of
ICS Security

Section Title Contents(Examples)

1 ICS past, present, and future Past: standalone, Present: connected to
enterprise IT, Future: connected to cloud
and digitalization

2 ICS threat landscape Threat vector, attack surface(pathways),
major attack methods and cases
3 Strategy for secure ICS Challenges(Awareness, Organization and
Process, Knowledge, Technology)
4 General measures for legacy ICS and Vulnerability management, security
digitalized ICS monitoring, etc.

Industrial Control Systems WG welcome your participation !
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