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(This presentation provides several case studies of the migration to cloud by several
large organizations. We discuss the key lessons learned, including outdated security
practices, regulatory challenges and the path forward to rearchitecting security
programs to be cloud ready.)
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Mr. David Lenoe Director, Product Security, Adobe (MR HFiEER)
I'Making Compliance Count]
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(Adobe has learned a lot as one of the first major software vendors to commit its
entire business to the cloud. To help tackle the unique challenges that come with
such a commitment, Adobe invested in a robust Secure Product Lifecyle (SPLC) process
and Common Controls Framework (CCF) (now open source) to help make compliance
requirements more actionable. Our teams also developed several innovative programs
and tools to help automate complex tasks and ensure our existing efforts cover all
of our cloud services. This session will highlight these efforts enabling us to
scale as both customer and compliance requirements grow.)

Daniele Catteddu Chief Technology Officer, Cloud Security Alliance (EIEF&EER)
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compliance fatigue and continuous assurance: Let CSA help youl!) ]
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- European General Data Protection Regulations (GDPR)
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2 (This presentation will focus on three key issues of cloud governance, assurance

and compliance:

— The upcoming European General Data Protection Regulations (GDPR)

— The proliferation of security certification schemes

- Continuous assurance
Daniele will provide an overview of challenges related the compliance to GDPR and
the implementation of the principles of accountability and transparency, the
challenges related to the adoption of continuous assurance program based on
continuous auditing and the challenges related to the ever increasing number of
National, Sectorial and International certification and compliance scheme for c¢loud
security. After the definition of the challenges, Daniele will introduce the work
done by CSA to address these issues in order to support the community and make the
cloud market more effective and efficient.)
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