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[1] STRIDE Threat Model:
https://msdn.microsoft.com/en-us/library/ee823878(v=cs.20).aspx

[2] NIST Risk Management Framework (RMF) Overview:
http://csrc.nist.gov/groups/SMA/fisma/framework.html
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1. The Impact of a Data Breach Can Be Minimized Through Encryption
https://securityintelligence.com/the-impact-of-a-data-breach-can-be-minimized-through-en
cryption/

2. Dropbox and Box leak files in security through obscurity nightmare
http://www.techrepublic.com/article/dropbox-and-box-leak-files-in-security-through-obscuri
ty-nightmare/

3. Anthem’s Breach and the Ubiquity of Compromised Credentials
https://blog.cloudsecurityalliance.org/2015/02/09/not-alone-92-companies-share-anthems-
vulnerability/

4. Stolen Passwords Used in Most Data Breaches
http://www.darkreading.com/stolen-passwords-used-in-most-data-breaches/d/d-id/120461
5

5. Anti-Virus Firm BitDefender Admits Breach, Hacker Claims Stolen Passwords are
Unencrypted
http://www.forbes.com/sites/thomasbrewster/2015/07/31/bitdefender-hacked/

6. TalkTalk Criticised for Poor Security and Handling of Hack Attack

http://www.theguardian.com/technology/2015/oct/23/talktalk-criticised-for-poor-security-an
d-handling-of-hack-attack
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2.5. )JDO%

Attackers Scrape GitHub for Cloud Service Credentials, Hijack Account to Mine
Virtual Currency

http://www.forbes.com/sites/runasandvik/2014/01/14/attackers-scrape-github-for-cloud-servi
cecredentials-hijack-account-to-mine-virtual-currency/

2. Dell Releases Fix for Root Certificate Fail

http://www.bankinfosecurity.com/dell-releases-fix-for-root-certificate-fail-a-8701/op-1
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3.5. VD%

1. Insecure API Implementations Threaten Cloud
http://www.darkreading.com/cloud/insecure-api-implementations-threaten-cloud/d/d-id/11375
50

2. Web Services Single Sign-On Contains Big Flaw
http://www.darkreading.com/risk-management/web-services-single-sign-ons-contain-big-f
laws/d/did/1103454?

3. IRS Breach and Importance of Adaptive API Security
http://apigee.com/about/blog/technology/irs-breach-and-importance-adaptive-api-security

4. OWASP API Security Project
https://owasp.org/index.php?title=OWASP_API|_Security Project&setlang=en

5. Your API Authentication is Insecure, and we’ll tell you why
http://sakurity.com/blog/2015/03/04/hybrid _api_auth.html

6. Why Exposed API Keys and Sensitive Data are Growing Cause for Concern
http://www.programmableweb.com/news/why-exposed-api-keys-and-sensitive-data-are-grow
ing-causeconcern/analysis/2015/01/05
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http://www.trendmicro.com/cloud-content/us/pdfs/security-intelligence/reports/rpt-cybere

dge-2014-cdr.pdf

2. Magnified Losses, Amplified Need for Cyber-Attack Preparedness
http://www.trendmicro.com/cloud-content/us/pdfs/security-intelligence/reports/rpt-magni

fied-losses-amplified-need-for-cyber-attack-preparedness.pdf

Verizon 2015 Data Breach Investigations Report
http://www.verizonenterprise.com/DBIR/2015/
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5.5. )D&

1. Amazon purges account hijacking threat from site
http://www.theregister.co.uk/2010/04/20/amazon_website_treat/

2. Zeus bot found using Amazon’s EC2 as C&C Server
http://www.theregister.co.uk/2009/12/09/amazon_ec2 bot control channel/

3. Code Spaces RIP: Code hosting provider ceases trading after “well-orchestrated”

DDoS attack
http://www.cloudcomputing-news.net/news/2014/jun/19/code-spaces-rip-code-hosting-provid

er-ceasestrading-after-well-orchestrated-ddos-attack/
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6.6. )&

1. Insider threats to cloud computing
http://www.cloudtweaks.com/2012/10/insider-threats-to-cloud-computing/

2. Cloud’s privileged identity gap intensifies insider threats
http://www.darkreading.com/vulnerabilities---threats/clouds-privileged-identity-gap-intensifie
s-insiderthreats/d/d-id/1138974

3. Insider Threats to Cloud Computing: Directions for New Research Challenges
http://resources.sei.cmu.edu/asset_files/WhitePaper/2012 019 001 52385.pdf
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4. The Insider Threat in Cloud Computing
https://www.infosec.aueb.gr/Publications/CRITISCloud%20Insider.pdf
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1. Advanced Persistent Awareness.
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http://www.trendmicro.co.uk/media/misc/apt-survey-report-en.pdf

2. Current Trends in the APT World.
http://resources.infosecinstitute.com/current-trends-apt-world/

3. Carbanak: How Would You Have Stopped a $1 Billion APT Attack?
https://securityintelligence.com/carbanak-how-would-you-have-stopped-a-1-billion-apt-attac
k/

4. Managing Information Security.
http://csrc.nist.gov/publications/nistpubs/800-39/SP800-39-final.pdf

5. Understand and combat advanced persistent threats and targeted attacks.
http://www.trendmicro.com/us/enterprise/challenges/advance-targeted-attacks/#what-happen
s-during-an-attack
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8.6. 1 J D&

1. Cloud Computing Users Are Losing Data, Symantec Finds
http://www.investors.com/cloud-computing-data-loss-high-in-symantec-study/

2. Kill the Password: Why a String of Characters Can’t Protect Us Anymore
http://www.wired.com/gadgetlab/2012/11/ff-mat-honan-password-hacker/

3. Code Spaces RIP: Code hosting provider ceases trading after “well-orchestrated”
DDoS attack
http://www.cloudcomputing-news.net/news/2014/jun/19/code-spaces-rip-code-hosting-pro
vider-ceases-trading-after-well-orchestrated-ddos-attack/

4. Everything You Ever Wanted to Know About the Amazon EC2 Crash
http://siliconangle.com/blog/2011/04/29/everything-you-ever-wanted-to-know-about-the-a
mazon-ec2-crash/

5. Inside the Hack of the Century
http://fortune.com/sony-hack-part-1/
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9.6. VI
1. Technology: A lack of due diligence still a top threat in the cloud

http://www.insidecounsel.com/2013/12/06/technology-a-lack-of-due-diligence-still-a-top-t
hr

[FRE: RLAEHTY V9 EBAE L]

2. Due Diligence: 50 Questions for Cloud Computing Providers
http://www.techbridge.org/documents/TechBridge%20-%20Due%20Diligence%20-%2050%20
Questions%20for%20Cloud%20Providers.pdf [ER;E : URL WNESITY Y 2EN L LV]

3. With All Due Diligence
http://www.tierpoint.com/index.php/download file/364

4. Cloud Service Vendor Evaluation and Due Diligence
http://blog.itil.org/2015/01/itil/cloud-service-vendor-evaluation-and-due-diligence/

5. 1SO Standards Catalogue

http://www.iso.org/iso/catalogue_detail?csnumber=56269
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6. How long will big-name customers like Netflix put with Amazon cloud outages?
http://www.networkworld.com/article/2162488/cloud-computing/how-long-will-big-name-custo
mers-like-netflix-put-up-with-amazon-cloud-outages-.html

7. Summary of the December 24, 2012 Amazon ELB Event in the U.S.-East Region
http://aws.amazon.com/message/680587/?tag=viglink125435-20

8. Avoiding the Fallout From a Bankruptcy in the Cloud
http://www.cruxialcio.com/nirvanix-bankruptcy-2037

9. FTC Notifies Facebook, WhatsApp of Privacy Obligations in Light of Proposed
Acquisition
https://www.ftc.gov/news-events/press-releases/2014/04/ftc-notifies-facebook-whatsapp-priv
acy-obligations-light-proposed
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1. The DDoS That Almost Broke the Internet
https://blog.cloudflare.com/the-ddos-that-almost-broke-the-internet/

2. Password Cracking in the Cloud

http://www.networkworld.com/article/2194881/cloud-computing/password-cracking-in-the
-cloud.html

3. Hackers Sneak Back into AWS for DDoS Launch Hub
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https://vpncreative.net/2014/07/29/hackers-sneak-back-aws-ddos-launch-hub/

4. Praetorian Launches Cloud-based Password Cracking Service
http://www.securityweek.com/praetorian-launches-cloud-based-password-cracking-servic
e
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1. As Cloud Use Grows, So Will Rate of DDoS Attacks
http://www.infoworld.com/article/2613310/cloud-security/as-cloud-use-grows--so-will-rate-of-
ddos-attacks.html

2. Computerworld: DDoS is Cloud’s security Achilles heel (September 15, 2011)
http://www.computerworld.com.au/article/401127/ddos_cloud security achilles heel

3. OWASP: Application Denial of Service
https://www.owasp.org/index.php/Application_Denial_of Service

4. Radware DDoSpedia
http://security.radware.com/knowledge-center/DDoSPedia/
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5. DDoS Attacks, The Necessity of Multi-Layered Defense
https://blog.arbornetworks.com/ddos-attacks-the-necessity-of-multi-layered-defense/

6. Wave Of DDoS Attacks Down Cloud-Based Services
http://www.darkreading.com/attacks-breaches/wave-of-ddos-attacks-down-cloud-based-servi
ces/d/d-id/1269614

7. How New Types of DDoS Affect the Cloud
http://www.datacenterknowledge.com/archives/2014/10/22/as-apps-move-to-the-cloud-ddos-
attacks-take-new-shape/

8. Feedly Knocked Offline by DDoS Attack Following Evernote and Deezer Attacks
http://www.ibtimes.co.uk/feedly-knocked-offline-by-ddos-attack-following-evernote-deezer-att
acks-1452237
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1. EC2 Maintenance Update
https://aws.amazon.com/blogs/aws/ec2-maintenance-update/

2. The VENOM *“virtual machine escape” bug — what you need to know
https://nakedsecurity.sophos.com/2015/05/14/the-venom-virtual-machine-escape-bug-what-y
ou-need-to-know/

3. Escaping VMWare Workstation through COM1
https://docs.google.com/document/d/1slYgqrytPK-CFWfgDntraA Fwi20v-YBgMti5hdrYd4/pre
view

4. Seriously, get off my cloud! Cross-VM RSA Key Recovery in a Public Cloud
https://eprint.iacr.org/2015/898.pdf
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https://www.proofpoint.com/sites/default/files/proofpoint g4 threat report

-a4.pdf
- Page 18 — NetTraveler APT Targets Russian, European Interests

https://www.proofpoint.com/us/threat-insight/post/nettraveler-apt-targets-r
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h-virlock-ransomware

B 2016 9 R 2718

© 2017, Cloud Security Alliance. All rights reserved
62


https://resources.netskope.com/h/i/290799411-cloud-malware-fan-out-with-virlock-ransomware
https://resources.netskope.com/h/i/290799411-cloud-malware-fan-out-with-virlock-ransomware

Industry Insights
CLOUD SECURITY ALLIANCE The Treacherous 12 - Top Threats to Cloud Computing + Industry Insights

PIJ-0DRZV\E&E —
AT — TSI TR

5

FIFILDIBE R The Treacherous 12: Cloud Computing Top Threats in 2016 - Pg. 27

Xt E IR 2016 T 7T B.Verizon (& Yahoo DPRDTI/H —XvhBE%Z 48 BRILTE
IRTBCEILCEBLEDN ERODENRBINY T T ERZRI>TND.CDE
BLUE . Yahoo DEF2)TvICRETSD 2 DDEARBREBENBLHICHEDT
W2 R DEB—2013F 8 BICHRELEZEED—(E. 2016 F 12 BICHRS =
NE.CONETE N 10 BAOI—YSPHOINEEESTZ.RIED
EX-204 FOEICHEL 2016 F 9 BlCBRSESNEZ—IE5BADPH
DU REICEDE,

FADOBE. X2 )Ry — BFI2 TR ZLTHSHICI T
LERCHEZ2EFIT 1Y ISREDN T T+DTHOILECECWLT
BEIRIDEN LA O>TVNS. BB WEETTENEERMZEZLZDD ?
BHEIBRANDBSEMAENODN TN ZDA ? B EUBOEBEEZLES
LN CRFENTLNEZDD ?

ROBEBIAVNY Verizon DIEFHFEESB THD Craig Silliman [CHDT
HENTVWB: [ESHERIFRTCHENEARNTHDIEEL D2 EBN IR
ZBLTL\B.ZL T Yahoo "EIEDEREZTR I _EZKRDHTLND. BL
Yahoo NEBMHEBEITDIEOH. ZNEXLEITINEDN HD.

WEDIRELT.WHLE201TF 2 B 17 B. OB EHS5 31856 TR
LIS THFDEVNDEBERDERZRRLL. IZHBIFHD T TIE. Yahoo
ECNICNZ T HRERBBLVOEMBIESMSIZEER (SEC)DR/AEICH D
BEICEEZEDELTND.SOHIC.BIRA'TE I LIEEE. Yahoo [F3IEHE
S SEC LA DRAICRIDZBDU VICHZRECEL TIREESNDE=
BORDBICHOTEIBIDEIED 50%5%SISRTFDIEICED. FHEEW
(KA 20T FE 2 MFHADECH TR I IDEDERSNTLND.

1> https://en.wikipedia.org/wiki/Yahoo! data breaches

https://www.leahy.senate.gov/imo/media/doc/9-27-16%20Yahoo%20Breac
h%20Letter.pdf

http://fortune.com/2016/12/19/yahoo-hack-cyber-security/

http://www.nbcnews.com/tech/tech-news/your-yahoo-account-was-probab
ly-hacked-company-set-confirm-massive-n652586

http://www.reuters.com/article/us-verizon-yahoo-cyber-idUSKCN12D2PW
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https://resources.netskope.com/h/i/273457617-zepto-variant-of-locky-ran
somware-delivered-via-popular-cloud-storage-apps
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