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COPYRIGHT NOTICE

© 2017 Cloud Security Alliance — All Rights Reserved.

The Cloud Security Alliance (CSA) Code of Conduct (CoC) for European General Data Protection
Regula- tion (GDPR) Compliance and its Annexes (e.g. Annex 1: PLA Template, Annex 2: Statement of
Adherence Template (collectively, “CSA Code of Conduct for GDPR Compliance”) is licensed by the
Cloud Security Alliance under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0
International License (CC-BY-NC-ND 4.0).

Sharing
You may share and redistribute the CSA Code of Conduct for GDPR Compliance in any medium or
any format.

Attribution

You must give credit to the Cloud Security Alliance, and link to the CSA GDPR webpage located at
https:// gdpr.cloudsecurityalliance.org/. You may not suggest that the Cloud Security Alliance endorsed
you or your use.

Non-Commercial
You may not use, share or redistribute the CSA Code of Conduct for GDPR Compliance for commercial
gain or monetary compensation.

No Derivatives
If you remix, transform, or build upon the CSA Code of Conduct for GDPR Compliance, you may not pub-
lish, share or distribute the modified material.

No additional restrictions
You may not apply legal terms or technological measures that restrict others from doing anything that
this license permits.

Commercial Licenses

If you wish to adapt, transform build upon, or distribute copies of the CSA Code of Conduct for GDPR
Compliance for revenue generating purposes, you must first obtain an appropriate license from the
Cloud Security Alliance. Please contact us at info@cloudsecurityalliance.org.

Notices
All trademark, copyright or other notices affixed onto the CSA Code of Conduct for GDPR Compliance
must be reproduced and may not be removed.
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59 RFAEIZ, BEINECSPOERICOWTCTA—T AU IV ADERZRET S, Ch
[T, EUbITROZEFZED:

1 PLAEREBREZFEALT. V37 FEEE- (B) ERLRMEEEZET-N. T34 1\V—8B&
UT—42REICEALTY 5 FRRAEOEHZFH-IHE S HOFHE

2. CSPH, M LF-FE=FHFMED., BRI ANERAEFFMEAZRFLTLEMNE
2 A DB

3. CSPIZ&-TEESNEF1VTABEESIUERREICHT HARMEOFE, E=42 Y
THAB VTN L EEET 25 EDIEE

4. fRER
CSPIZE., Bt 23— EXDIEE. BL 2GR0, BELDZEBEEFLEFSALTWSAHSBICIE L TH AR
TEESEFIRETHENTES,

EHIT, RITHREE, RESNDV TV FF—EXNRET SRR EEEMZE. 77V FEEEIZLD
BAT—2DOREQOAEEEN. BLUVNEBSNLIZBAT -2 OEBEHEICT 5012, LEEHT
. FEEMOXEBIZTERT S EADH D, TDLOIWHERET, EYFLEHTY IV FFAELEDM
TEEINZITNEZE S,

EREBTLH. YRE—H—ERZH, Y—ERLRLTFTITIV—+*2F (SLA) F=EI 57 FY
—EXDE=HORHD—MTHHZDMDOXEDBEULGHEADSREITI> LI TED, HIZEE. BE.
SLAIZET—42 X2 )T/ ICHT HEHRAEENRTIS, XEFOBESRZIAT S EEF. V57
RFRIFAE LCSPORAICESTYEEL VY TNITT R EEZBRILTWVS (U537 FRIREEZRDES
EWS T ETREL) . HEELEHAENEETH D,
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AEOE2MIE. HBRBLPLAVI TV T L—FEEHETHRAEIAT=LY,

PLARBHRBEOEREFEDERICE TR, TANT—2EEBELLTDI SV FEEREIER
ShBJ/ERCITRL, T2 RBELLTDY 5V FEEEHISERASN D EZRZ[PITRL
ZOWMAITER SN SJ|EIX[CL&PITLOHT,
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1. O >7°5«(7>Z):§HBE§‘EE(:0L\'C®
CSPMDEH

CSPIEY 57 FRABIZHLUTOI L EEHRT S:
1. BAINBHEURNOT—2REEG O UICEMY - BNEF1) T DEFEZETT H, F1-.
TR EHRDENEE—TH—KRIZEYREST S, [C&P]
2. BRASNDZEURADT—RREELZIBTFLTVWSIEEZTRT CENTES GiBAEE) . [C&
P]

[fER]

FRBAEME (accountability) &1, T—2EEENMBLS EEEZITL. T2 RERBMNEK L LTIE
FENTWEIELEZHRTDIUBICHLILEHENDLLEBEME LIZRRBITH S, SRAFEIL.
T—AEBEN, AANXLETA Y A=V ATLEEALTAVITSATURETDHELED
2. BEBLR—MREDIETURZRHBTSHI LT, EBELURZETHIBRT—UHRILT—IxL
TESIBFERILETSHEEERL TS, (5IA: European Data Protection Supervisor (EDPS)
(2012), Glossary of terms, https://edps.europa.eu/data-protection/ data-
protection/glossary_en#accountability.)

CSPIZY 5 FRIAEZEIZLLTOEE*XNETRY:
3. CSPEE. BZi%(Section 3.3, “ERALETLE $H). £-IBLBEOEEENILTS47
VRERURIET B0, 959 RELEENREALRY S—DPFFEEZRELTLSN, [C&
P]

CSPIFUTZHRY 4:

4. LE@&%M#%E%?%E&&&%%E SHE R BEEIE, HaBWEREE D  BEEIC
& HERELEFMEIRA. F£=FEE (B : FBEE. FFM@EERA. > —Iiv) . BY . BEEIM. YA T L
RFPRER. LYU— &m&@mlﬁtészAﬁﬁb EFHEETICHILTONEBIREEDRE
BXELE, CNODBHEE, UTOLARVIZEWTRB]IT 2LENDS:

i. HBHAR) >—DOLRLIZEWNT, RYS—DBEETHEUTHSZ LEEZTRT;

i T2 FA—ILOLARNLIZENT., BULGERRIEBRASIATNS I EZTRT ;

i. ERALANLIZEWNT, 5HE ﬁuu>x%Aﬁﬁ@Ltu6:&€%To
BRLDLARNNICHET DM E LR LZBEDOHIE. T—2RECBET SR, V—IL. I—9ThHS,
[C &P]
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4. T—HREEXTE (DPO) DEKEDFHM. F/-(E. DPOMNWEZEWEEIX. FIRAENER
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5. BHtEFx1UT+EEE (ISO) DERKEDFM. £-1&. ISONVEWEEE, FIRAELNE
BETI. XU T A HEOEEEFEORODHM[C& P

(E&]
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ANl &8,

o T—ARH#EA T +H— (DPO) IZDULV\TIL. GDPR B4 [T—4REAF T4 H—] (FEI75&~E39
&) 12, T—HREA D4 —DIEL. i, RUVEBIZODVTHRESA TS,

3. T8 =BT SHE

3.1 —fRHI 7T EHR
TFT—REBETHACSPIE. ROBIZDONTY S5 FRHAFICHMEHREIZMHT 5

1. WBIZEETHIEAT—2DATIY;[C]

2. TARBEOERL-BME. BENLBAETEDOL S HREBEZETT 5-OICBLELREN
RHL[C]

3. TAOWMBEELIIM/{EDATI;[C]

4. AAT—E~DT7 I CRABLVBEFITHIBRZERT HEMN. T—2ERXRICETLLEOHIR
ZERT DIER. FLETFRNEBICRXT HEF. ZLTT—2DORREDEFZFET L L
[C]

5. &9 HIGAICIE. CSPHAE=EFIEEEREBICEANEREBELLS L LTLSHRKREICEL
THRMEEESILDNRZUTHDEDHMNBLNTLNENEWSERE, HLLIEFE+2E LLITHE
URRENITHON TR EWVWSFEHRE., TOAE—ZFZAFTLIFERLLLIEZOEFEBRNFZIONDS
SATICEEY 518, [C]

6. MAT—2MNRESNIHM. FHEHBEOBRRARARELIGEX. TOHMERET 510
[CEASINBEE, [C]

7. WEAREIZEOSVWTWSEE. BERIORECEDCNEOGEEICEEFEZ DI LHL.
FEZERYETHENDEFTE[C]

8. EEEMHE] (GDPRZFE4%K (21) ICEERINTULD) ICHFFIRET HHER;[C]

9. EAT—H2DREN. ENFLEFRZNLOBHETHI M. BHNE/HET I-OITBELREHR
THIMNIDOWT, T, T2 EARIMEAT—FDRBEEFITSATLEINE S,
L. BAT—2ZRETELVMERICEL S 28R, [C]

10 7R774 ) VT EEHEBIESNI-HEATOND L. BLUZOOD VY ICET 2EK
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DHHER. BOWITT—E2ERIZESOTODEDL S BNEBOEZEES VN EBESNLHHER,
[C]

1L EAT—E2BNRESNTOLSEMUNDBEHRDE=OICI 57 FEEENMEAT 2 2 5IC0E
LEDETHEE. HBZODELLHNBIZRI>TRESN S, TORDEHD-HDIER, [C]

12. BAT—EDBT—2EENGH/ONEIDTELEMERICIE, ZOEBRDAFIR., £LTEH
TRAHEEICE,. 2RADEHRENMTONEZLDONE S M, [C]

13. BBENIY 59 KY—EXDRBOLHIZE DN1TA BIZE, F—FRFL—D) | ¥
5% FRRBEOERTITOALAA BIAELHK— MEK) . CSPOA =7 F T THbIE
B Rvo 7y 7, SEEE. FETAE=2ULIRE) . [C]

(E&]

s BILITAREFEWMIZTDONTIE., GDPREIIEZERUVFEUAEZHIZHESIN TS,

e GDPREIFIZEWTIE, #HALiEE (A73Y)) OBAT—2ORYFVAEREESATINT, HET
— A FEWMYZSBEAICIIRAENDEICLZGE., TEE2ET S,

T—2NBETHDHCSPIE, ROELSLEREY SV FFBEICIRET S
14. 959 RHAEZETHAT—LAEEEN., CSPTHAT—ANBECHENDHDIETET
5 ENTEDEEALHR, [P]

CSPIE. 757 FRIAEZEICUTE#TRY:
15. BEET S5 50 FH—EXRICEAT 5. HEDELECHIBRLZEDEET HIERIZDONT, V3
D RFAFECEDESITEMT S, [C&P]

32 BANT—45 OFTEIHA

CSPIF. UT%Y 57 FRIRABIZRT:
1. EAT—2RREBINEZTRTOT—E2 U3 —FEZOMOT—2 NEBDOBFT (E&{L)
BLU, B2, T=E20RE. S5—U2T. "y o7y 7. BLXUERLNITHNS 157
(CNETOINFEREETOILFEOMAEEL) . [C&P]

33 RARETESE
CSPIZUUT #BHTRY %:

1 T—AREBZSMTERNES S VUBRRLELEE, T2 REZL4NE-ShTWVEIEE
HRICT B-ODHARTELEREEOERICTODVTOERZEZEL, [C&P]

CSPIXY 57 FRIAZEICUTZESY 4!
2. CSPIx, /57 FARAZEORENRIBEMNLEEICLHFHELG LIS, AMOLEBEZFERALGL
—&o [P

CSPIZY 57 FRIRAIZCSPAUT THHZ EEEET 5:

3. B (FIIMoHERIDHDEMITE) ITEY. CSPEISH FRAZEDORITED LN-D
LRFEDT— 2 RESH L MONEEICHLET, (2. EUNOBEREDERZH-TL5GA
ETHEUGHRTNES S UVHEBMBEEZERT S EOTRLERIEDIREZEZEDT; [P

4 HMONBEBENT—IREBRHLETLLEVGS. BRMOVEBZEORBFEORETIZOVT. V37
RRIAEICELIZEEZES ., [P]
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5, REEAEX(EF-IIBRALNEEDOEMELEIZHIZDONT, V59 FRAFIZEMT S1=
HDFIE, 777 FRAEIL. ZEDOEETO. ZHERTIHEFNZEICREFT S L, [C &
P]

34959 RFAEDVATLADYY I DT T7DA VR F—)L

CSPIEY 5% FRIREICLTZRT:
1. Y—EXRORBICH-T. V5D RMABOCRTLIZYI DT (TSI TS54 0%
E) DAVRM—IVERBLBELETENESH, [C&P]
2. TARERLIUVUTARAEX1ITAOEANLDEZRY I LI TODEE, [C&P]

35 T—HAMEEZE) (FXZTDMDHERNDH 5 ENTH)

CSPIFV S FRIRELLUTZHEYT 5:
1. 277 FHRABICKDOTCSPIZE>TETINLHINEEZREL. LEOBEMBSLUVHBZETE
O, BAT—E2BLUVT—2FEOATIVDAATEREL. V50 FFARBEOEBEH LU
HEFZEEOETILT—2NEZY (FLEZOMOHWERNHDENTE) o [P]

BELITFOMDEETIE, BICCSPAUTETI ZEERELTLS:

2. VS0 RAAENSDOXEBEEINEEBRINBH 2 BEDH. BAT—2E5WNETDHL, Th
[ZIE. BE=EFLIEEEEE~NOBEAT—20OBEGEEZEL, 2 LCSPARFINER LT HEUE
FIEMBEDOERICLE>TEREINTULWLRWMERIZR S, TDXSGIHEE. CSPIX. TDixE
NEELGAFEEORIWICESTERIRE 2R LT LH5EE0RE. VEFIICHZENERFZY S
D FRAEICEBHMT S L, [P]

3. BEAT—42ZUEBTIHERESZ ONEAYN, EUELIINMBEDEZETERINATVIWE
REOHEYVGENERZETLTWVWSI L. BLUI SV FFAENCDERERVTEAT
—RENEBLENI &, [P]

4. BRAINDJEUETERINDIIRNTOEEZLD L, [P

5. MDNBEZFRTIEHEEETEL, (LEM33 IREASLEE| 23R [P

6. T—ANBOMEEZZEELT. V57 FHAENT—2EROEMNTEERICIEZ DERERE
T3 52, AREREET, EYEERTNS L UCHABMEEBICL >TY 5 FHBAEEXIE
T52&, [P

7. TANBEOUHELT—FNEBEENFATRELERESELT. 77V FHIRAENUTOTAZ

T5C¢EZEBTAHIE T2 RBOEX1) TAICHATIEHRDETEREICTH L, BEE

LRADEAT—IREORE. T2 EARAOBAT—2EEOEM. T—F REFZET,

[P]

95 FFRAEORRICKY. T—FNEBICEET 52— ERDREENET LIz, IXTOE

AT—B ZHIBRFELITENT S L, FHREUFREMNBEROEENLZBAT —SDRELZE

RKLEWRY., BFEOIE—F%EIRT S L, (TROFE2HILE IT—20OBKR. RH., &

VHIR1 258]) [P]

9. BETHIT—IAREZFDETETRTOITDERTRTOEREY SV FRRAFICIERT S
Lo VIO FRRRAEFERIEI SV FFAENMEET 2HEBEANERRT HRELZED. BEEZZ(T
AN, BEEICHBATSHI L, [P

©
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4. SR DFEE

41CSPOT—REBED-HDILEEDRE

CSPOT—AREEEIL, V77V FAABICHLTUTZERT 5.
1. CSPOEREIZEWNT., T2 NEBEEXDTHEREL. BRUBOERBICKHLTRHETES X
S5 &, [C]

REEIUTOEREST

2. THAEBZEOANSLVEREDFM. F-&ETH5E8ICE. AT —2EHEE, T4
EHEEOREAN, T RETTEORANS L VEREDFM., [C]

. T—ANEOBM; [C]

4. T—REEOATITYEBAT—2DOHTIY DOER; [C]

5 BAT—20ORTREZEFEEIRATFEED AT, EZEF-IIEEEBEORREEZST,
[€]

6. ZLUTIHBEICIE. F=EFLEEFREB~AOBEAT—2 0B, F=EF(EEEMABOHE
AiEHRE B FPHEEZREBLI-XEZET, [C]

7. AEETHNIE. EEHATIVDOT—HZHEIRT HDICET HRAHH. [C]

8. THeTHNIL. HifTH, MBMLEX1 ) T4 AEDREMTER, [C]

42 TR WEZETHHCSPODT=HDELEFD REF

T—RWEETHAHCSPIE, V57 FRIRABICH L TUTZHEET 5:

1 F—AEBEIRh>TERT 5T 2 LBELENTATONTITY ORFEREIZL. BRUB
DEHICHLTRETESBLSI2TS L. [P]

RRIILUTOERES:
2. TARBERSLUVT—2UEBEEZRITI ST 2 EBEORAAEEREDFM. HD UL,
ZEYTHERICE, TARBEOREAN, T2 REFEEZEDORA L ERTDEFM; [P]
. TREBBEIIRL o TIThh ST —2WEDHTIY; [P]
4. FATHBEICE, EZEFLEEFREBE~OEAT—2 0%, EZEF-IEREBOH
A EBURTFHEEZRE L-XEZST. [P]
5. AIRETHNIE, HfTH, MBEHLEEF1) T AROBELEER, [P]

5. T—43 DEL
CSPIZRMDC & Z#HHTRT 5:

1 BEOBBREF-EIRIERICT—20OBE. NV ITvITEBLTIANUN, BEZBR
TiIThhd0h, [C&P]

HL., COESIBT—EBENEUNDERZERICEYFIREN TS L, ROZEEHTTH &
2. TABE (RIREMADTHEITRE~DEBERLEL) 275 FZMRN, PIZEEX. RNEES
[TLBTAMREL. ETLRN BRET -2 REFE, RRFOTHREL L IERBFEA B
ZRL, MEADHDEEDORERE (BCR) . TIANI—Y—)LEADSM, G L, [C&

P]
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BAT—2 DM BEEBOENANBEGINDIGE. BEREADE=ENt+2HEAT—2IRELANILE
BITHEEZRODTWHIEML BUINEES Icl:é-l- MEFETE) . CSPE LTRAT—2%2ENE=
EABEIELIONRT ZLITFERBIZEETHD,
BEETIHBICERSNA TV EVEON, BNEFEBEANDE=ZE~DE=ZFIZH LT, BAT—
REFEBEAREICT 5-0DHLNE1TAEEIT, BEAHIBRINLIBAT—2DFIERDEY
e BRADKA
HAES
FRET—4
A—)LT7 KLR
FoS54 VEMFIPT FLRIY v X—ERIF)
BiAR, £BEH, EEFH. BEN. BEN. X, tsnEEEICET 5ER

BRMNIZFFEIBIENANDBEAT— 2 BEIERAE L TEETH LN, BEANEHEZH L TLIEEE
BISRIICE I/ 5, BENMEEGHITRDAY,
s T—AERKIZKIBEOREE
s THAMREEZTLEOCHIBICMA. T34/ —2—)L R LIZXE~DBE
o JEAZVFLIA (Standard Contractual Clauses: SCC) AT ZE#EH] (Binding Corporate
Rules: BCR) DE{i(C & @Y L REREDEM

T8 2
B BB RIE2016FE7A12BICBAKR TS AN\ —— L FIZCEWTRDREERIRLTZ -

FCommission Implementing Decision (EU) 2016/1250 of 12 July 2016 | &, EXMEESH L VEES

TEUES (95/46/EC) | BERKRTSA NI —— LRIk >TRHFESh TS [F— 9ﬁ§®+“ﬁj
ICELCTWLAS (T C(2016) 41761 IZ& U XEEEShTWD) ., 2015510 A6 BN BERHIATIE. £—
IN—N—EICE > TRBINIREDO+HMHEICEDUVZEUIES (95/46/EC) #EL T S, 200047
A26Bft® TCommission Decision 2000/520/EC 1 NENTHDHIIGERA. BEEL-FAQ(OJ 2000 L
215, p. ) KEBEHEAHKIT SN TS (Judgment of the Court - 6 October 2015 Schrems Case C-
362/14)

6. T—A Xl TaiEE

CSPIF TRIARIRESNIZEUEEHICEWVWTHR Y b7V B L UPERVATLREMEOEVHBEKEDTZ®D
DIFEIZET 52016F7A6BF TEIMER H L VEEED(EV) 2016/11483EFDEETY SV Fa v E
A—TAVITY—ERET VAN —ERBEERLLTEOATWS| CLEFHPBEITRETH D,
A.29WP05/2012[2EDVT WS ALY S a VEFERIEHITHT=> T, CSPIF2016%F2H 16 AT+
ENISAHA FSA2EZBEL., £zl&. HA FSA VIS &S ITEBEIATWS, 612, T—42+€
Fa T4 BFOIRE. BEETHTHRES L UVRIMA D= XLIZR>TEET S50 TY 7 FFIA
FICIRHINBZEAHIFSN D,

REmMZI . REER. T2 LEOME. &FH. IRSLVEMZHEL. F-ERADEFNRTBE
HIZHT 2 EROATEMESE K VCRLSALET S A LEZEE L. CSPIE:
1 BEMELIGEXRCHE, BROBEL. HE. FEEA. TERE - FEFRT - FET7 I £,
ZTOMBZELGFRICE ST 2 NEMNGEANT -2 2F5-OORIMMEE. MEMEE. B
BEEZY 5V FRAEICATT 5. [C&P]

-

BEANFROREICEHT EFEOE_+FICE “EAFRIKREXREL. TORYESBAT—2DRAL.

BEFELIFESHEOHLEZOMDBEAT —2DREEED-OICBREN DB LGHEZE LG TNIE G L4
ERHSINTWD,
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DIEE) 757 FRAFEICHLTRY . [C&P]
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FALE. &, MIED=HDFIES LUK, [C&P]
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HE5VDIEHBODELGHEICEROCDRATLAICTV LR LAATELINREZHATELIHRNITH D,
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FEMGEEO—HE L TOARAN . KBELEDRBREFRIZE > TZLORBEECHMAS K ULRIHE.
EEHEIIEAT —IMERCT— 2TV CATEDBENRET HHREMENHY FI . CDBEXEEX
RELTEHT 23— ~ADT—300T—2L TN r— 3 ViEEET 5959 FY—EAN
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i, SR CSPARSMEENE S ICRIES 20 DHE (FEXE. Ave—SREHD
WEEFBE LV BB A NS XAILE BEAT— 5 DRE AR, BYBE. Ny
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<SHE>., VI RO TONYT, BEEORKE, ANIR<AOHE>HE, ) [C&P]
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ISO/IEC 13335-1 2004 (JIS Q 13335-1:2006) Tl&. 2] ZRO&LIICEET D, ‘BEDEHEIR
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jJ—G%éO

ii. HEM  CSPA. ZUMB AL OHEMZHR LB SN AMOANT—2IZT7 I &
ATEDHILEHREICT H-OICLEDFE, HIC. BERFSSLUREFOBEAT—2D
REIEE L UVEEE. RRBEADXLEIVRNLFRE. F-E2HOBREANS(E. CSP
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MiZE% |
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%, EbE. BAEZTELOOANERICTI ALY, BREMALLZYVTEIEMNT
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MHEZM ] OERICHE VT, PLATIEIAYMIDAEXRIZLTLVS, —A. ISO/IEC 13335-1 2004
(JIS Q 13335-1:2006)Tl&. TA#M FZHTIEEGL TZoT4 701 EVWSRABZEMADZ LIS
Ko T, #A#. AAH DO ITHHEXRIZLTLS,

iv. B BEAMEMIEL, AAEICKIEBFAEEICT 5-OIZCSPAEA L =1 e,
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G. Danezis, J. Domingo-Ferrer, M. Hansen, J.-H. Hoepman, D. L. Métayer, R. Tirtea and S. Schiffner,
“Privacy and Data Protection by Design - from policy to engineering,” European Union Agency for Network
and Information Security (ENISA), December 2014. P.7
https://www.enisa.europa.eu/publications/privacy-and-data-protection-by-design
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#L, BFEEE (MEZE281W) #CSAICRELABETAIELRSLL, &5IZ, CSAOCFI—x2 454
IW—TI2 & > THREEINCSAIZK > THRITEINI=CoCERIFIENEHICH 3G LETRIELR S0,

BFEEZICE. SHMEBOERLORKRELEHBESN -T2 REEZEE (DPO) OEZHNLE
THY. LILIT7ERAV + (BEFHMEER) FEEZFRHAOBKICESPLARBI T TL—~ (H
BE1ZR) ARG E LN,

GDPR#ESFT >~ 7L — k (GDPR Compliance Adherence Template) M7= ®MCSA CoCl%. PLA CoP
ICEFENIEHZT—IIBETELEHTS,

CSPEXUY ST FFIRAEIFX. IXTHOPLACoPZZERE L LETNIELE ST, BIRShfH Tty k
NHEEBFIIEEIFHELNEWVWS CEFBICHECLTEIMEFAIEESELY,

COoCEREIR ¥ —Ll&, COTERELETT H-ODEM. Hit, tHA. &HE. RA, BEH, 5&U0T
AtRZEHRT HEHIC, UTEEDHTLS:

(a.) fits nIE@iEIEI =] E’J
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by BEEIL—IILELHEA,

() BEEERTFIE;

d) XIMBLUVEFRLEDOEN,;
(e) FREEH.

COCEREER ¥ —Ll&, CSARREI7L—LT—V DERERTHY. STARTAY S L/ Open Certification
Framework (OCF;, FEEDMEEISE) THD ., CORXF—LIEX. 22O LANLORIEZE DT S:
1. fTEVREEM B M EEeR;
2. TEREDE=ERL.

LTFIZHET HHDIE. CSAPLAT—X 55 )IL—THCSAOCFI—F 255 )L—TFIZCoCEREER
—LDEEDNE=HIZIRHETE2ELDTH S,

1.2.1 CoC D £ 2 5FAfZF 87

CoCOECFHMBEIAAIE. V5V FEEEFERIZV 5 FRABMNCSA STARLU R b)) (MEE3ISE)
[CEEMNIZARTSHLDT. TOMHMBMNCOCICHEE L= E%E2RT, CoOCOEFEEE (MEE2) &
KUPLAT VT L—+F (MEZ1) #CSANRH L. STARLYCRXA RYAT7Ty TO—KLAKHT %, BT
SMEEEA 7O R TOTEIREL, M LI-ERDOHIE=ZFICLDBEEThONEL, PLATTL
— b ECoCESFEEEILX. CSAICIRHE I, THREDETHEEEZH LTSI L EZHIIL. PLA
COPEHIZELZICHAT 51=6HD THEL) BANTHONIzZ ENERIND, CSAIL, FREEN
BoNDIzIHA FETHHRE~DETFELHRLI-CLEZHERETH, — B, BELGEHELTRTHE:
SNTWB I ENRERINS L, CSAIL, BHEFICH L CHSFHMEIIBANDEE Y —Y 2459 5,

TEREOHCITMMEIIAZ RIBEEY—V (. ETELNL12y ARAN T, TOREHFITILENH D,
S blZCoCHBCIMIEEEAIE. FREDEET A HOERBERNLEEINSVITHETT 2LEND
60

FEIV— Y EFRYETEODOEHE EZEFEOHHBEAIZDONTIE, 3.3 TCoCT—Y DHIT. EFEEZENH
TELUEFEE) IZRREShTLS,

CSASTARL SR FYUADRAREFIEET—I DRITIZ. EEFHHOMRELDAEENHDZEITE
BET5H ¢,

1.2.2 CoCDE=ZFZFF
TEREDFE=FRIL. PLA COPEUY~DETFTERE LITSHREOEE/\— FF— (LUITIZFER)
DREIEERTWMBINS, RIETOERE, UTEERTSIILZBNELTLS:

s THHREOELMER BIRIE, T—2EEE/T—2LEEDN PLA CoP ADTRTOEI Y
AVERTLED, §RTOEI D AVICEFENDAVTUOYNT—ANES LS UVLEICET
ZELERERELTVLEN?) ;

s O—FIZEFNHFEHROERENE FHAIL, REMICEFEFN TV SERITEED. LI
EOTEMTFLNTLEN?) o

EEDLSIZ, WX, CSALD TEECOCEE/N—rF—2 v T2H (Qualified CoC Auditing
Partnership Agreement) | IZE& LB THIRECOCEE/N— rF—IC&>TETINEITNE
BHHEW, N—hrF—2y TEHDFEITARESERERDELYTHS:
o N—rF—IF, DHELKCEBINDRECICEEEZHERAT S
o N—bF—IF, EBEZHNPROBERSICOVWTAHEL ELIANDEECCEF 2 T7 4 EHMAR
ZRALTWLSD, FELTWDS, (ZOAMIECCHOREERETHLH D)
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ZE : COCEEN— M —DERDHAHCSAEEZEIL. CSAOWebH 1 MIEETHH NS,

HECOCEEEIE. ROEHZH-IEMRTHS:
T— R REDENETICET H2F L LORER. F-IXEET HEMER HIZIL. IAPP CIPP/E,
ECPC-B DPO Certification, CSA CoC training and certification) ZFriEL Tl 5,

BECCCEFaANTAIFRN—FI, UTOEHZRZ-ITEMARTHD (EHIE. EEXNRSHDOE
X)) TAREKRRICE->-TELS)
1. EBEEXNZREUALBEETIEREF) T4 (BIAIX. CSA STAR FREL/ERMEERA. I1SO 27001)
EEHoTW554
959 FREFXa) T4 ICELRERFANOENIZIHNIT IRIELIFEULORE., F-IIEET SEM
B (BlZIE. CSACCSK, (ISC)2 CCSP) #mMEEL TS &,
2. BEEXNZFEUHLIBEET H1EHREF ) T 4R (] : CSA STAR EBEI/EE@EERE. 1SO 27001) %
BEoTUWWRLMES -
BEY 2IEHMtExa ) T4 (HIAIE. ISACA CISA, CSA STAR Certification Auditor, ISO
27001 Lead Auditor) 25 C=¥EER - AR - BTG REIELULORER., F-IIEET HIL
BAE (IR, ISACA CISA, CSA STARZREIEEE. ISO27001FB&EE) ZAFL TSI L,

WELGEFHENTARTHEZSNIENEREINDS L. CSAR. THREDE=FBRAT—VETDRES
nr-FiH593 %,

THHREOE=FZA~Y—7(F. RITEIL1L25 AOEMHARZEEL. COHBRICEH T ILELNH S,
EoIC, ITHHREDE=FZAY—V L. FXEOAHOEBIEEINS-UITHETT HLENH D,

AN —VEFWMYHETE=ODEFHEEEFOLEBAAIZDOLTIX, 3.3 TCoCY—9 DHFEIT. EFFEEH
(Statement of Adherence) DFEITEEREE] ICRHEIAL TS,

CSASTARL A FYADRARERIEEY—Y DREITIZ. EEFHHEONRELDAEENH D ZEITTEE
LEFNIE S ALY,

1.3 fmIERE

REREEDIDRICOVWTIE, TiIOMEEZ4E2SEBNOI L,

1.4PLAB K UVOCFI—X 255 )L—TOREE

PLABELUOCF7—% 55 IL—TDBEZEIZDONTIE. FNEFNTREOMEESE LUHEZ6Z2SEBD
_&,

2. ANF U ADEH., &E. BE

PLACoCE L UZMa v R—x > b (PLAXEEMRE (Code of Practice) . FRilA%. MIEHRTE (Code of
Ethics) D#HHIEIRIIPLAT—FX 255 )L—T, OCFI—F 55 I —TECSADHERIERETH 5.

21PLAT—%25 5 )L—T (WG)

PLAD—F 2T IWL—T(WG)I&. HifiE#/RERE. 9742 5PLA Code of Practise (BR#E/N—2 3 >3,
PLA[V3)DEZE. &R, E%ﬁl HLTEEZEAS., COF—LIFFES., CoCEHDIHMEPLCoCRILICEAT S
EEMNCSAIZIRE INT-ZE. EMRELTOERZRMT S, PLAWGHOBEEIZ(Z. WGCH B, xt
REFH, A=y T, $§mta1£ FAEd HCSADWG L DR, ®HEE). BE. 332=45—>
AaVOAE, BERRETORR, FBE. £EY. FEHME. MOHEER) O —FRELTNS, &AY
N—IICoOCHDEREZRET DIEFIEZHT 5,
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PLAWGADSMITIARS VA2 Y R—RXT, BELEVWAIXBRAIZSMTE 3,

220CF7—x>5045)L—7

CDF—LIZCSASTARTOY S AIZHAFAENT-FBHARF—LOEREIZH LTEEEFE-> TS,
OCF WGIXCSA OCF/ISTART RS 5 LAADBREEDNRIER F—LICH L THE. REL. BEHOKR
T, HLWERER T — L (THDHBCoCRIERFT—L) IZxLTHEEET. REL. REZE1T5.

OCFWGOHBEE (MEZE6SHR) (X. WCHEM. MREH., A N\—1v T BREERE. BET D
CSADWG & DEEZR. x5 EE. BE. 2324 —>ar0AE. ERRETOER, FE. £HY.
SEEHIM. WCOHIMBTEER Y O—ZHEL TS, HAUIN—IECSASTARTOY S5 AIZHAAEN
RERAF—LOEEZIRET HIENEET 5,

23020 kX2 ) T4 7547 2 X(CSA)
CSAlE. STARTOY S LD—ETHHCoCRIMRF—LERMICHT CLORIBLERETS., TODE
FIZIIUTOEENH DI, CHNITRDERTIEGEL
s RIISNEPLARMEOAHIN-ERFBEROMBETE, ERITEL TERERUTOBFERS
WETHD : (VHEBOLFFEERBA. (i) PLAORRLEG DY —EXDAFREERA. (i) PLAOEER.
(V) LT-PLA CoCD/N\—2 3 Y (BTV3) . (VIIBHAZEOESEAR. (V)EE LM ELIE
EEEDEWN;
« ARPLAREEDLARIN-ERFHROMIFERE ;
« PLADaYtE T b, 770—F, HAMEEICETIBERE A K312, BLURHARAF—LOD
EHfTJoweR, EALREH SNWebH 1 FDHIFERE ;

« PLAECIMM@ZEEA (self-attestations) ZF v LTHR/IMNEHZHE LTSI LEZHERT S
E

s BREZTHITHEHEAOHBEE

s EBEEOHBLELELGHENORE Fl: LA FUMSDPLAZRZES K UEAZNEIKR. LA R
Mo DARBPLAEEHEDHIBRA &)

« BEOERRWICET ST F U ADRE

o T ENAY—H BRIERIN TS 4/ —1%% (European Privacy Association(EPA) ) & Lyo 1=
B THER) ZHMRL. CSAICH L TRIRF—LOEREERICOVNTXIET S (fl : PLAEE
DEHICHT IEHNEE. BEERBRICHATHIEHANF v Y. BHERELE)

o BEORARCRMRT—LOEHREERICBELT., EHMELELEZREFTEH L

« OCFBREZDHWETLEFTDKEE ;

* PLABEEDHRET &BRDAER

- RAMERAODRELRE

+ PLAREE gﬁﬁﬂﬁ%@@ﬂm;

c RTOUVSLOEEBIZHSETOFHHZOMDIA L ZONEICET 5 ARKTREDRRHE,

24T REEELAR EDHALS KL UXIEEH
PLA COCH/\F Y RAF—LlE, UTFOEHDEEIT, 759 FEOEAT—2 RHISET ZFECONT,
EO7— 5 REEBHESA)IH L THAB L UXBETI> 40 ET 5.

BB L TIE, EDSA, 295 T— 2 REEESHE. BMT—2REZELSDKROHIZIE L. PLA CoCH
NFUORF—LALIE, UTOZ EZRHET S -
s VS5O RAVEA—TAVIY—ERDFRAETHHITERVBEARITOLAA K54 B L UVUEH
EED
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« BET LT -AREEFICHTEIER Bl
DERRKRH) I22LTHT F/31 R,

EDSANT S B Z DD AHIEBEE~DIEE

FEICEALTIX, BDSA, 295 T — 2 REMFEEHE. BN T—2REZESOKRHICKE L. PLA CoCH
NFURF—LIF, UTOZ E#EBERHT S -

« PLABCHHMES K UPLARIIZEE LIz EICH LT, BDOSANTSHER (PLABCEHMES LU
PLAZRSIZHBLEEICH L CGERASN - —REECEESRE) ICHT2EHFS;

« EOSANPLARIITEICH L TREZTSEEICIE, SBEAFEICE L TCSANRET H1FHREET
MEEDSAIZIRHT E, COHEE. CoOCHNF U RF—LIFCSAIZH T 2ERBOEL LS,

s EOSAIZEYRFILTaBRESNEFHZEICIE. RELZITVD. BDELGIGSICIIPLAZEIZ
BYET,

3. ANFUORTAEARUVEEFE

THREOHNF R TOLRIE, IRTOTHREIVR—R O FO—BELE-EBTO R E#iET
B1=HIZ, HEIHREE FNICENT ILELAHLI—EDTHEDEREEET 5.

3.1 PLAEZERED L EA—TOER

PLAEERE (X, FXMNES (EU) OBEANEREECEET 2EZ0READERLZIT 508N H S 1-
., EHMALBLE 2 —DOxXRELSD, PLARERREDLE2—T O X(E, PLAWGHERIZHZLET S,

PLARBRED L E2—T O+t X(E, PLARBRBSHEOEHZRHTOBEET 5EFICEHEIRENEICE
DWVT, CSAQAZIAZTADIEEDAN— (RSTUTF 4T, BEA2/IN—, PLAWGD * 2 /N—7 E)
IZk->THREISN D,

PLAEKIRE VIO EHEFAILX. PLAWGA UN—[ZE->TElidh, REShDELDET S (BR
TiEDMEESOPLABREZIZEEE) .

SABEUPLAWGHD A U/\—[E, AEEHEBEHICH > TVWSHBD) RV ZHIRT 5701, PLAOE
FR2A L) —I2ThhbLS5(12F 5,

RIF/N—2 3 VOPLAEERE [V3]IX., ERD (EUE$95/46 | ECEEUMBEIZHIT2ER) LU
SHOMMES (EU) DEANEBERFREICET 5% (EUFRAI/ 679, GDPR) IZESZFLHTTLVS,

PLAWGHEBEZ(Z(Z. PLARKRGEOIRAEDHMEBMEFROILELEEN TS, PLAWGIEZE=, 0O
—NILLRILTDTSA N — T2 REZHICHET HTHREOEARLEEL TS,

3.2 ITEIREESILEA—T O X
OCFWGIE., TEHREFERF—LOBEZHIBTSEEHIC, BEERDIFMERDR., BEIN-ZE
HOEmBRFEEHHLTLS,

OCFWG A U\ —IE., TEIIRERII 22 CSASTARTOF S LANRIRF—LDEREZIZET HIEF
=859 5,

3.3CoCY—Y DHEIT. EFFHDERTHLIUVEFEEE
CSAlZ. CoOCHEI MR L UE=ZEFLDHET. BETFHEENRHEFHIIUVEEIT 3 EFEOERE.
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ABBLVEEZEL LTS, UTICELLCHREAT S ;

(i) CoCH 2 FHfiEEBA

CSAlF. BE=FEM L IRESIN/-CoCECFHIEIAR L UBEET IEREEETIEELHDH. AIEDES
CSAIXR/NEUMNB/INTWNESILZHRBTHLDET D, BEDEHE CSAliarﬁODIEé’riaﬁaEu
PLAWGHO 5 DIEFRICE DT, BUIBHEEZWMS LD LT D,

TUMFEDRNTIHND &, CSAIFXCoCHBEMIEIBAN A >S54 VCSAL SR MY IZASND T & ZREE
T230DET 5, REEEANFH-SNEWNEES., THEEBFRIEITHS EALEINBIFE. CSAIXRD
WIFhHhDTEIZIS :

a) CoCHCIMESIEADIBIEZERT 5.
E S
b) CSALYRbUMNLEHOFMEEHAZHIBRL. ((f5L1fz) ~—0 ZWMYET,

(i) CoC &2
CSAlX., BEBEENMTHIRGOBEEICEB L EFBMTDHE, STARLYU R MY ADCOCRIENHFH
TEEY48T 5,

CSAIZ. FEY 2 EFRFENRHE ESNBAICIE. CoCRIAERITLE-REEELICBHNT HERELE
2TW%, TDHE. CoCREZRITLI-REEERRIT. BREOERMZRIIL. CSAICHRE LB TNIE

EENENTHAEAEEINT-IEE. CoOCRIAZHRTLEREREERRIZ. —RBMICEIIEZELET Hh.
IEBRYESHITNIEES L, LEAST, CSAIK, LR MYMSERSTIAZHIBRL., ¥v— ’JEHXU
EEIHFNIEEZ S,

3.4 mERELEL—TOER

WIBHRSEOFAXIE. CSARMERESICLE>TEELEa—Sh, BEHFshnbd, FHAXOLTRIEZ. 3XTO
CSABIREICZESNIENET B,

3.5 PLAEOCFWGHREZLEa—7A+E R

CSAlLZ. OCF¢EPLABEZNDHELEBNERZARIET HEENH S,
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MEE 1. PLA[V3] TV TL—F

BERER

BR=E
/D

ayhka—
v

avhk
Aa—Ju
ID

B

1.avrs
AT7URE
BREAEEIC
2L TD

CSPOEHMH

DCA

1.avrs
AT7IRE
SREAEEIS
2L TD
CSPOEHMH

DCA-
1.1

1. BESHBEUAID T— X (RiEZ L 5 DIF T
B9 - BRIt F+1 ) T DREBEZEFS S, F
oo T—ELKDEFE—TH— FIZL Y RiE
78

DCA-
1.2

2. BFEHBEUAD T— X REZLFNEFL TL)
BCLFEFRT (HBEE) .

DCA-
1.3

3.CSPHE, BEZFH4(0 3233, “FiAk

FEE M), LI FELDEE,R T TS
A TFREF MR T E=0DIC, 057 FEEE
EALGRY S—PFIFFREL TOEHFEH
73,

DCA-
1.4

4 _LEEDEFIETFEHIT SaFHE 4 EFE,
MELBFEBL, HFLLOELEELSE - BIZE
BEEGH B AFEE, E=EEE (F - SB4F. FFABAF
8., >—/N) . O7, EBGH,. X TALRTFE
R, LY —MRRIGEFICET S X T LR,
EEHETIZH EE TDUIEEIEIEDTIREL
Eo CALDHEIEE, LITDLANLIZENDTLEE
T BBELDH B

(i) FEREAGRY S —D L NILIZE T, K1Y S—H7
BETENTHEC LF7T,
NITI2FO—IDLANIIZENT, BLEE
EORBINTHBCEFRT

(iii) B LAIAZH T, FEEYIZSX TLD
BELTOWECEFETRT, BEHELNIIZHIET
BEFHE 5 BEBEDBYE, T— X REIZET B
GE. =, ¥—OTHB,

2. CSPIZH
T 5 ERE
EZDERE

CAR

1. CSPIZFS
T 5ERL
EFD&EE

CAR-
1.1

1. CSPDEXIGH L BHEADFMEHTT S
& (B #2E. A, eX—ITF FLX, &
BE. RIH) ;

CAR-
1.2

2. CSPDEZMIZIZH T S CEE (H - EUAD
HIBE) [ZDIVT, FDEKISH & EHEEDFEMN
FHRTESE, (B #HE. (A eX—ILT
FLR, BFEEE. BTH) ,

CAR-
1.3

3. ST—HEHFLVZH 1 BCSP D 7— X (REIZE
T EREFHHFEIZCT S L, (FTHpE, T2k
Oo—3, ZEa> rOo—3>, Oty HEEEY
70t v HDF)

CAR-
1.4

4. 7—4 (R#EZ(FZ(Data Protection Officer,
DPO) DE#EDHMEH 7T S L, DPOLTF
HELLGVBEIE, BENERFIEHT EHELGH
TSANW—EDERZIC DD TERT S L,
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CAR- | 5. [E#Et+2 U 7+ EFZ( Information Security

15 Officer, ISO) DERIEDFMEF BT S L, 1SO
BHEELGVEEIL, BENEREFELT EHESE
LBtFal 7T+ EDEFTEIZDNVTENT S
Z &,

WWP 1. — B | WWP- | 7—4 EEEZTHBCSPIE, XDHEIZDIVTO S
iR 11 0 FFIfFE MR & e 5 5

1. MEIZET BN T—ZDHTT Y,
WWP- | 2. 77— MEBDERL -F89E. EFHEHET
12 FDLE S LGB FETT B /=D B EI R
WWP- | 3. F—X DIZEFE - ILRBEZD S 7T
1.3
WWP- | 4. A T—Z~ADF I R B L IEE E (15
14 FERT BHEF, T—FZHIZET SMEDHIR
FERT BHEF, EFF-lFT—ZMEIZRAT BHE
Fl, FLTT—2DARMDIEFEETE_ L

WWP- | 5. Z4F 3EE/Z/E, CSPAE=EE /- ILEEH
15 PICIEANEHEFBE L L5 L TOBKEEIZEH L
TEMNEERN S5 DELETHEEDHEHRSA
TOWEWEWWSEZE, & LIE+75E L <ILEL]
LREVITOATOEEVSEHRE, FDITE—
FAFTEFRE L ITEDEHHZRS N B5AT
1257 B 188
WWP- | 6. A T—ZH0RESH BSHE. F/-ILKF D8
1.6 FOTFAERIEE L. FDHEERET /=012
EHEEHSEE

WWP- | 7. A FEIZE DTV EEE. HEFIDEE
17 [CE DS MEDE EMICEEFEZ S LGS,

[EEFR Y ETHEFIDFFTE

WWP- | 8. ££#E] (GDPRZEAX (21) [CESZSSHh T
18 B) ICEIFEIRH T SHEF

WWP- | 9. A 7—X DIED. ZHGFE 1=IL22F9 L DEHF
1.9 THED. ZREHRET BLEDICBELGEMHTD
BHIZDUNT, HET., T—XELHPNT—H
DM FEZFDIFS5ATBEHOESHE, AT
—REFEETELVEEIZEL 5 3/BF
WWP- | 10. Fa 774 Y >0 F5dEEE S L4856
1.10 ThhdlE. BLUFDOS v O IZET 3EHK
DHEIEH. GE5UICT—ZEMHIZES>DTDED
L IGMBDEEZES IV HEEINEEE
WWP- | 11. A 7— X REZX A TLVE BHILISF D BHY
111 DEDIZO ST FEEENFANT—ZFX5/ZM
BLLESETEEES. HEDELSMEIZHT o
THEBREINE. FDFIDEBID-0DIEE
WWP- | 12. A T7—E8T— @D EEENEEDT
112 1ZLVBEIZIE, FDEHFEDAFERE. FLTHS
T EEEICIE. NEDEREL SEERT=EDH
ES5H
WWP- | 13. 8B3R50 FY—EIDIEEDEHIC
113 | toair-i78 (BAIL. T—EIFL—2) , 2
SO RFIBEDER CITOALITE (BIZILLF
— ~ERE) . CSPD1 =S FF I TITPALITE
(IWNwoFw D, KEEIR PETEE=FY>
oL
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WWP- | F— X MEEE THBECSPIE, KDL S LIEEHE D
1.14 S RFIFEICIERT S
14, 257 FRIFETHET—X EEZELH, CSP
TCHET—AMEEIZHEIDD BIETFET S
EHTEBEF L=t
WWP- | 15. Bl F 80 50 FH—EXIZET E. #EED
115 | R PHBLEDEET ZEEIZDIVNT, 257
FFRIFEIZEDL 5 IZBHT 5
2EAT— | WWP- | 1 AN T—EHOMBEINETNTDT—5EF
2 DFRTES 21 —F L FDMDT—ZBEDIZH (FHEM) »
Fir LU, HIZ, T—ZDRFE. SS—Y2T, /Ny
O Fw . BEVETHITPA S BBA (Zhlt
TEORNFREFETESZIINFERDEGEEEL) »
STEEE | WWP- | 1. 7— X ME/ZSMT BEHED S NEZTHAMN
& 31 BE, T—AREEMIH-IATIVES L EFHE
EIZT B DHIEL L EHEFDEHIZDL)
TDEHRESE,
WWP- | 2. CSP/&, 757 FFRIFEDIEEDXIEEZHG
3.2 ZEIZLBHFEGLIZ, FIDMEZFREHF LG
i
WWP- | 3. Z#) (F/-IEHDHEHIDH E:%8971748) 2k
3.3 Y, CSP,& oS50 RFIFZEDRITED 51D E
[EAEDT— R IREZHEEMDMBEEIZLFET, 5
12, EURAIDBEEDEMFH-F & 5% THE
UMD & DHAIHEE FZElT - DT+
ALIRADIERESH T, [P]
WWP- | 4. thDMBEN T — X IREZFZETL GV
3.4 B. LFMDMEEDEHFDETIZONT, 25
O RFFEICESICEFFRES,
WWP- | 5, FZAFBEEZF/-ILTBEZTHEMBEDEMFE -
3.5 (FEEIZDINT, 250 FRIFEIZEHNT S8
DFNE, 257 FFIFEE. ZEEDESZ O, 2ZH
ERT I EREEIZRIFTES L,
4959 K | WWP- | 1. #¥—EXDEEIZHE>T. 2570 FFIFZED
MAED> 4.1 SRTFALIZVIT DT T (TSHOFETST1 2%
ATLEA E) DARF—INFBEETEHNESH,
NDYIT b+
ITDAY | WWP- | 2. ¥— S RELLUT—FtF2 71 DEEH
A=l 4.2 5DLFZY T o FOEE,
5F—28 | WWP- | 1. 250 FRIFZEIZAPH > TCSP/ZL o TETSE
B8 (F 5.1 NBBEFHEL., BEDEHHL L VR FE
=X Z Dt D, FAT—BELUOT—ZEEDLITTUDH
DERIER A TEREL. U5 FRIFEDEHD L OHER
HEEST FEDETETINT—RMIEZER) (/=1L F DD
%) RN B BEHTE) o
WWP- | ZHE /(L FEDMDEETIL, $5ICCSPHLUT F
5.2 FFOCLFHELTLS
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2. 257 FRIFZED S DXEIL SN D >
EBEDH, BANT—XEFMETE-E, EAIC
1%, BEEF 1 (FEFEEA~DEAN T—5 DEE
FEL, 5 LCSPHMAHMIRE L BEUE (T
MEBEDFEEIZL > TERIATOEOEESICIR
Bo FDLSLHBE, CSPIE, FDERENEEL
LB EDIRHZE :ﬁ‘%/ﬁ#ﬁ%ﬁt FEUTEEEF
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MiERE 2. STATEMENT OF ADHERENCE TEMPLATE

cloud

CSA security

alliance?®

CSA Code of Conduct (CoC): Statement of
Adherence Self-Assessment

Name and URL/Address

Name
URL/Address

Services covered by the PLA Code of Practice (CoP)

Please provide a list with the name(s) of the service(s) covered by the PLA CoP will be provided
in the table below.

Service 1 name
Service 2 name

Service n name

Means of Adherence

| Self-Assessment

Scope of Adherence

ervices listed in (2) with

| Description

PLA Code of Practice version used

Version ID (e.g,v.3.0)

CSA Code of Conduct for GDPR Compliance © Copyright 2017, Cloud Security Alliance. All rights 45



6. Issue/Expiry date

Issue Date
Expiry Date

7. Legal representative/DPO signed by
By signing this statement of adherence, the organization/company confirms that:
a. As of this date, the services listed in (2) adhere to the CSA CoC requirements (see CSA

CoC section 3.3, “CSA CoC Marks issuing, Statement of Adherence publication and
complaints management”).

The CSA CoC self-attestation mark will have a validity of 12 months from the day of their
issuance and should be renewed after this period. Moreover, the CSA CoC self-attestation must
be revised every time there’s a change in the company’s relevant policies or practices.

Name
Title
Date

CSA Code of Conduct for GDPR Compliance © Copyright 2017, Cloud Security Alliance. All rights
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© 2017 Cloud Security Alliance — All Rights Reserved.

The Cloud Security Alliance Code of Conduct for GDPR Compliance and its Annexes (e.g. Annex 1:
PLA Template, Annex 2: Statement of Adherence Template (collectively, “CSA Code of Conduct for
GDPR Compliance”) is licensed by the Cloud Security Alliance under a Creative Commons Attribution-
NonCommercial-NoDerivatives 4.0 International License (CC-BY-NC-ND 4.0).

Sharing
gﬂgrmgy share and redistribute the CSA Code of Conduct in any medium or any format.

Attribution

You must give credit to the Cloud Security Alliance, and link to the Cloud Security Alliance Code of
Gigrbuttomebpage located at https:/gdpr.cloudsecurityalliance.org. You may not suggest that the Cloud
Security Alliance endorsed you or your use.

Non-Commercial

You may not use, share or redistribute the PLA Code of Conduct for commercial gain or monetary
compensation.

Non-Commercial

No Derivatives

If you remix, transform, or build upon the PLA Code of Conduct, you may not publish, share or distribute the
modified material.

NB 9@5iﬁ8ﬁ‘é?$estrictions

You may not apply legal terms or technological measures that restrict others from doing anything that this
license permits.

e FedPREions

If you wish to adapt, transform build upon, or distribute copies of the Cloud Security Alliance PLA Code
of Conduct for revenue generating purposes, you must first obtain an appropriate license from the Cloud
Security Alliance. Please contact us at info@cloudsecurityalliance.org

Sotivercial Licenses
All trademark, copyright or other notices affixed onto the Cloud Security Alliance PLA Code of Conduct
must be reproduced and may not be removed.

Notices

CSA Code of Conduct for GDPR Compliance © Copyright 2017, Cloud Security Alliance. All rights
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cloud
C" A sccurity

alliance®

CSA Code of Conduct (CoC): Statement of
Adherence 3™ Party Certification

Name and URL/Address

Name
URL/Address

Services covered by the PLA Code of Practice (CoP)

Please provide a list with the name(s) of the service(s) covered by the PLA CoP will be provided
in the table below.

Service 1 name
Service 2 name

Service n name

Means of Adherence

| 3 Party Certification

Scope of Adherence |

Please provide a description of the assessment scope for each of the services listed in (2) with
regards to the PLA Code of Practice.

Description |

PCACode of Pracrice version used

Version ID | (e.g.,v.3.0)

CSA Code of Conduct for GDPR Compliance © Copyright 2017, Cloud Security Alliance. All rights 48



Certification Body

| Name

Country of issuing

|Name |

Certificate number

Name

Issue/Expiry date

Issue Date
Expiry Date

10. Legal representative/DPO signed by
By signing this statement of adherence, the organization/company confirms that:

a. As of this date, the services listed in (2) adhere to the CSA CoC requirements (see CSA
CoC section 3.3, “CSA CoC Marks issuing, Statement of Adherence publication and
complaints management”).

The third-party certification compliance marks will have a validity of 12 months from the day of
their issuance and should be renewed after this period. Moreover, third-party certification must be
revised every time there’s a change in the company’s relevant policies or practices.

Name
Title
Date
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© 2017 Cloud Security Alliance — All Rights Reserved.

The Cloud Security Alliance Code of Conduct for GDPR Compliance and its Annexes (e.g. Annex 1:
PLA Template, Annex 2: Statement of Adherence Template (collectively, “CSA Code of Conduct for
GDPR Compliance”) is licensed by the Cloud Security Alliance under a Creative Commons Attribution-
NonCommercial-NoDerivatives 4.0 International License (CC-BY-NC-ND 4.0).

Sharing
gﬁgrmgy share and redistribute the CSA Code of Conduct in any medium or any format.

Attribution

You must give credit to the Cloud Security Alliance, and link to the Cloud Security Alliance Code of
Gisnbutctomebpage located at https:/gdpr.cloudsecurityalliance.org. You may not suggest that the Cloud
Security Alliance endorsed you or your use.

Non-Commercial
You may not use, share or redistribute the CSA Code of Conduct for commercial gain or monetary

compensation. .
Non-Commercial

No Derivatives
If you remix, transform, or build upon the CSA Code of Conduct, you may not publish, share or distribute the
modified material.

NB Q&&iﬁaﬁgﬁestrictions

You may not apply legal terms or technological measures that restrict others from doing anything that this
license permits.

NBAGRN RSP RSions

If you wish to adapt, transform build upon, or distribute copies of the Cloud Security Alliance Code of
Conduct for revenue generating purposes, you must first obtain an appropriate license from the Cloud
Security Alliance. Please contact us at info@cloudsecurityalliance.org

Notivewrcial Licenses
All trademark, copyright or other notices affixed onto the Cloud Security Alliance Code of Conduct must be
reproduced and may not be removed.

Notices

CSA Code of Conduct for GDPR Compliance © Copyright 2017, Cloud Security Alliance. All rights
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ME= 4. CODE OF ETHICS

1. Scope

This Statement of Ethics applies to all Board Members, officers, full-time and part-time employees, con-
tractors, or volunteers of the Cloud Security Alliance (“CSA Parties”).

2. Definitions

Board Member: a member of the Board of Directors of the Cloud Security Alliance in office.

CSA Party: a Board Member, officer, full-time or part-time employee, contractor, or volunteer of the
Cloud Security Alliance.

Volunteer: an individual who spends significant time advancing the mission of the Cloud Security Alli-
ance as a member of its Board of Directors or through service on an advisory committee to the Board of
Directors.

3. Ethics Principles

The CSA Parties, by virtue of their roles and responsibilities within the Cloud Security Alliance, represent
the Cloud Security Alliance to the larger society. They have a special duty to observe the highest stan-
dards of personal and professional conduct.

The Cloud Security Alliance requires all CSA Parties to comply with the following Ethics Principles:

« our words and actions embody respect for truth, fairness, free inquiry, and the opinions of others;

+ we respect all individuals without regard to race, colour, sex, sexual orientation, marital status,
creed, ethnic or national identity, handicap, or age;

» we uphold the professional reputation of others and give credit for ideas, words, or images origi-
nated by others;

» we safeguard privacy rights and confidential information;

* we do not grant or accept favours for personal gain;

« we do not solicit or accept favours where a higher public interest would be violated;

+ we avoid actual or apparent conflicts of interest and, if in doubt, seek guidance from appropriate
authorities;

» we follow the letter and spirit of the laws and regulations affecting the Cloud Security Alliance;

* we actively encourage colleagues to join us in supporting these laws and regulations and the
standards of conduct in these Ethics Principles.

4. Review and Acknowledgment of Statement of Ethics

Upon the entry into force of this Statement of Ethics, and thereafter for each calendar year before the
last day of January, each CSA Party shall be provided with and asked to review a copy of this
Statement of Ethics and to acknowle.qg.,in writing that he/she has read, understood and agreed to abide
by this Statement of Ethics.
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5. Entry into Force and Implementation

This Statement of Ethics is approved by the Board of Directors of the Cloud Security Alliance. This
Statement of Ethics will enter into force as of January 1, 2012. The Board of Directors directs the Cloud
Security Alliance Executive Director to ensure that this Statement of Ethics is given to and acknowledged
by all CSA Parties.

6. Oversight

The Board shall have direct responsibility for the oversight of this Statement of Ethics and for the estab-
lishment of procedures to support this Statement of Ethics.

7. Review and Changes

This Statement of Ethics shall be reviewed and updated as necessary, annually by the Board of Directors.
Any changes to the Statement of Ethics shall be communicated to all CSA Parties.
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EXECUTIVE OVERVIEW

Data protection compliance is becoming increasingly risk-based.! Data controllers and processors are
accountable for determining and implementing in their organisations appropriate levels of protection of the
personal data they process. In such decision, they have to take into account factors such as state of the art of
technology; costs of implementation; and the nature, scope, context and purposes of processing; as well as the
risk of varying likelihood and severity for the rights and freedoms of natural persons.? As a result, Cloud Service
Providers (CSPs) will be responsible for self-determining the level of protection required for the personal data
they process.

In this scenario, the PLA Code of Conduct gives guidance for legal compliance and the necessary transparency on
the level of data protection offered by the CSP.

Privacy Level Agreements (PLAs) are essentially intended to provide:
® Cloud customers of any size with a tool to evaluate the level of personal data protection offered by
different CSPs (and thus to support informed decisions)?
CSPs of any size and geographic location with a guidance to comply with European Union (EU) personal
data protection legislation and to disclose, in a structured way, the level of personal data protection
they offer to customers.

PLA Code of Conduct is designed to meet both actual, mandatory EU legal personal data protection
requirements (i.e., Directive 95/46/EC and its implementations in the EU Member States), by leveraging the PLA
[V2] structure, and the forthcoming requirements of the GDPR. This specific feature makes PLA [V3] a unique
tool that helps CSPs, cloud customers and potential customers manage the transition from the old to the new
EU data protection regime, and contributes to the proper application of the GDPR into the cloud sector. PLA [V3]
specifies the application of the GDPR in the cloud environment, primarily with regard to the following categories
of requirements:

e fair and transparent processing of personal data;

e the information provided to the public and to data subjects (as defined in Article 4 (1) GDPR);

e the exercise of the rights of the data subjects;

e the measures and procedures referred to in Articles 24 and 25 GDPR and the measures to ensure

security of processing referred to in Article 32 GDPR;

1See, e.g., Preamble 83 and Articles 25, 32, 33, 34 and 35 of the Regulation (EU) 2016/679 of the European Parliament and of the Council
of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such
data, and repealing Directive 95/46/EC (General Data Protection Regulation -GDPR)

2See, e.g., Articles 24, 25, 32, 35 and 39 of the GDPR.

3“All cloud providers offering services in the European Economic Area (EEA) should provide the cloud client with all the information
necessary to rightly assess the pros and cons of adopting such services. Security, transparency, and legal certainty for the clients should
be key drivers behind the offer of cloud computing services.” Article 29 Data Protection Working Party, Opinion 05/2012 on Cloud
Computing (“A.29WP05/2012"), p. 2; “A precondition for relying on cloud computing arrangements is for the controller [cloud client] to
perform an adequate risk assessment exercise, including the locations of the servers where the data are processed and the consideration
of risks and benefits from a data protection perspective.” p. 4 id. (http://ec.europa.eu/justice/data-protection/article-
29/documentation/opinion-recommendation/files/2012/wp196_en.pdf).
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e the notification of personal data breaches to supervisory authorities (as defined in Article 4 (21) GDPR)
and the communication of such personal data breaches to data subjects; and
e the transfer of personal data to third countries.

Additionally, PLA [V3] contains mechanisms that enable the body referred to in Article 41 (1) GDPR to carry out
the mandatory monitoring of compliance with its provisions by the controllers or processors that undertake to
apply it, without prejudice to the tasks and powers of competent supervisory authorities pursuant to Article 55
or 56 GDPR.

BACKGROUND

The Cloud Security Alliance (“CSA”) published in 2013 the “Privacy Level Agreement Outline for the Sale of Cloud
Services in the European Union” (PLA [V1]) and in 2015 the “Privacy Level Agreement [V2]: A Compliance Tool
for Providing Cloud Services in the European Union” (PLA [V2]).

Based on the work already created by the, i.e. PLA V1 and PLA V2, the CSA PLA WG will develop “Privacy Level
Agreement [V3] Code of Conduct. A Compliance Tool for Providing Cloud Services in the European Union” (PLA
[V3]) to address the upcoming change to the data protection laws of the European Union and Europe Economic
Area Member States to the General Data Protection Regulation, Regulation (EU) 2016/679 also known at the
GDPR.4

PRACTICAL USE

The PLA CoC is intended to be used as the structure for the creation of an appendix to a Cloud Services
Agreement that would describe the level of privacy and data protection that the CSP undertakes to commit to
provide and maintain with respect to the personal data that its customer will provide to the CSP and process
through the CSP’s service(s).

The PLA Code of Conduct provides a structure for CSPs to register the completed Privacy Statement developed
in accordance to the PLA Code of Practice [V3] with the CSA STAR Service that will be used as a custodian.

The adoption of the PLA CoC worldwide can promote a powerful global industry standard, enhance

harmonization and facilitate compliance with applicable EU data protection law.

4 http://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679&from=it.
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WORKING GROUP SCOPE AND OBJECTIVES

The working group is chartered to research in the area of privacy and data protection compliance for cloud
computing services at global scale and will pursue the following three goals.

Objective 1: Define a Privacy Level Agreement Code of Practice that addresses the requirements set forth in the
GDPR, based on the experience of PLA [V2].

Objective 2: Define a Governance Structure and mechanisms of adherence to the PLA CoC.
Objective 3: Participate in the implementation and management over time of the PLA CoC.
Objective 4: Monitor the legal and regularly landscape so to be able to update the PLA Code of Practice.

Objective 5: Provide expert opinion to CSA when complaints about PLA Self Attestation or Certification are
submitted.

Objective 6: Provide expert opinion to CSA Open Certification Working Group on the PLA CoC third party
certification scheme.

WORKING GROUP STRUCTURE AND FUNCTIONING
Co-Chairs

The working group will be led by co-chairs in addition to the selected leadership. The co-chairs will assist with
the leadership responsibility of the working group. The co-chairs may appoint others as necessary to assure the
effective execution of the defined research.

Sub-Work Groups

Ad hoc sub-working groups comprised of subject matter experts may be formed to plan or execute any related
outreach, awareness, or research opportunities. Such sub-working groups shall report directly to the PLA
Working Group.

The Working Group may also choose to allow resource sharing between cloud communities and other CSA
working groups to assist in the timely completion of projects, programs and other activities needed to

support/enable the working group’s defined body of work.

Membership

Any individual with the appropriate expertise can participate to the activities of the working group. The table
below provides an example of the organizations that CSA encourages to join the PLA Working Group.

© Copyright 2017 Cloud Security Alliance. All rights reserved.
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Community Purpose Example

International, Policy makers and supervisory - European Commission
Regional, National authorities who can ensure
Regulatory Bodies, appropriate alignment with legal
Agencies, Supervisory | and regulatory requirements - EDPS
Authorities, and
Institutions

European Data Protection Board

National Supervisory Authorities
ENISA

METI

IDB - IDA

USA FTC

Etc.

CSA OCF Co-Chairs To maintain the alignment with OCF | - OCF Co-chairs
and assess the feasibility of the
introduction of a privacy module /
seal in the OCF.

CSA GRC Stack WG Maintain alignment GRC Stack - Cloud Controls Matrix (CCM)
Co-Chair research initiatives Consensus Assessment Initiative (CAI)
CloudAudit

Cloud Trust Protocol (CTP)

CSA International Maintain alignment with ISC work - ISC Co-chairs
Standardization
Council

Internal Lead representatives from - Big Four (PwC, E&Y, Deloitte, KPMG)
Auditors/Consultants organization who provides internal
auditing services and consultancies.

Representatives of smaller Auditing
and consulting firms

Other research effort Representatives from ongoing - A4Cloud
research project with similar scope
to maintain alignment and
consistency between projects

Internet2
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CSA Corporate Representatives from cloud
Members (Cloud service/solution providers to
Service Providers validate applicability of the PLA4EU
Compliance and the feasibility of
the introduction of privacy
certification

Independent Subject Independent Subject Matter Expert - European Privacy Association (EPA)

Matter Expert . " .
P International Association of Privacy

Professionals (IAPP)

Cloud Representatives from corporate - EuroCio
Users/Consumers cloud provider and/or
representatives of users/consumers
organization to ensure alignment
with user requirements and needs

etc.

Alignments with Other Groups

The working group will share research and align with other CSA Working Groups, advisory groups, and industry
partners such as SDO’s.

Operations

Advisory

The PLA Working Group will be advised by the CSA Subject Matter Expert (SME) Advisory Council, International
Standardization Council (ISC), and CSA Executive Team to ensure that the research under the working group is
within the scope of the CSA and aligns with other industry partner research. The research will remain unique to
industry and make reference to any redundant or replicated works.

Research Lifecycle
The PLA Working Group will follow the development of the CSA research lifecycle for all projects and initiatives.

Peer Review
The PLA Working Group will seek CSA’s help in reaching out to peers for reviewing our charter, publications, and
other documented activities of the working groups.

Communications Methods

Infrastructure & Resource Requirements
The PLA Working Group will be composed of CSA volunteers; it will have co-chairs and/or committee(s). The
working group will require typical project management, online workspace and technical writing assistance.
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Working Group Meetings

The PLA Working Group will hold periodic conference calls. Attendance or participation in the online workspace
by the Principal or Alternate is required. The Alternate must have full authority to act on behalf of the Principal
if the Principal is absent. In-person meetings will happen in a location to be determined.

Decision-making Procedure

Decision shall be made by simple majority of the PLA Working Group members (including the Co-Chairs).

Definition of a majority

1. A majority shall consist of more than half the members participating in person or by phone, and
voting

2. In computing a majority, all members casting a vote for, against or abstention) shall be counted
and taken into account.

3. In case of a tie, a proposal or amendment shall be deemed rejected.

4, For the purpose under this Charter, a “member present and voting” shall be a member voting
for, against, or “no opinion” a proposal, including proxy representative. Proxy where authority is delegated
through a written statement or non-repudiated email will be declared and inspected for validity by a co-
chair before voting starts.

Abstentions of more than fifty per cent

When the number of abstentions exceeds half the total number of votes cast (for, against, abstentions),
consideration of the matter under discussion shall be postponed to a later meeting, at which time the matter
shall be further discussed, any documentation or decision reviewed and amended, and the revised proposal
shall be submitted again to a vote by the Working Group.

Voting procedures

The voting procedures are as follows:
1. By email sent to the co-chairs unless a secret ballot has been requested;
2. By asecret ballot, sent by mail to a trusted third party, if at least 20% of the members present and
entitled to vote so request before the beginning of the vote (online voting is applicable)

Before commencing a vote, the Chair(s) shall review any request as to the manner in which the voting shall be
conducted, and then shall formally announce the voting procedure to be applied and the issue to be submitted
to the vote. The Chair(s) shall then declare the beginning of the vote and, when the vote has been taken, shall
announce the results.

In the case of a secret ballot, the secretariat shall at once take steps to ensure the secrecy of the vote.
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Deliverable approval and endorsement process

PLA Working Group deliverables are subject to the approval and endorsement of CSA. The decision is based on
the advice of the SME Advisory Council.

DELIVERABLES

PLA CoC objectives, scope, methodology, assumptions and explanatory notes
Privacy Level Agreement [V3] Code of Practice

PLA Code of Conduct (CoC) Governance and adherence mechanisms

The PLA Template

The PLA Statement of Adherence template

Presentations and other awareness material

Procedure for complain management

PLA Code of Practice change management process

N AW

DURATION

This charter will be valid until 31 March 2019
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WORKING GROUP EXECUTIVE OVERVIEW

Mission

The mission of the Open Certification Framework Working Group is to develop, maintain, review, update,
support the implementation of all the certification schemes included in the CSA Security Transparency
Assurance Registry (STAR) Program. The OCF WG focuses on information security and privacy certification
schemes for processes and product in the areas of cloud computing and mobile.

Working Group Scope and Responsibilities

The Cloud Security Alliance has identified gaps within the IT ecosystem that are inhibiting market adoption of
secure and reliable cloud services. Consumers do not have simple, cost effective ways to evaluate and compare
their providers’ resilience, data protection and privacy capabilities and service portability.

The CSA Open Certification Framework (OCF) is an industry initiative to allow global, trusted certification of
cloud providers. It is a program for flexible, incremental and multi-layered cloud provider certification according
to the Cloud Security Alliance’s industry leading security guidance and control framework.

The objective of the program will be to harmonize with existing third-party certifications and audit standards to
avoid duplication of effort and cost.

The CSA OCF is based upon the control capabilities achieving maturity through continuous assurance as defined
within the CSA Governance, Risk and Compliance (GRC) Stack and Privacy Level Agreement research initiatives.

The CSA OCF will support several tiers, recognizing the varying assurance requirements and maturity levels of
providers and consumers. These will range from the CSA Security, Trust and Assurance Registry (STAR) self-
assessment to high-assurance specifications that are continuously monitored.

Discussions and decisions/changes proposed by the OCF and its working groups are considered privileged and
confidential and are not to be made public until either the proposed changes have been finalized or a vote has
been taken and so documented.

—
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Working Group Membership

Eligible members are of the OCF WG

e CSA enterprise customer corporate members (Enterprise Users)

e CSA solution provider corporate members (CSPs)

e International, Regional, National Regulatory Bodies, Agencies and Institutions (European Commission,
Article 29 Working Party, ENISA, METI, IDB — IDA, NIST, FedRAMP, USA DoD, USA FTC, etc)
SDOs and other organizations (e.g. ISO/IEC / JTC 1 /SC27, SC38, ITU-T, ETSI, W3C, ISACA, AICPA, JIPDEC,
JASA, etc)
Representatives of relevant research project not directly run under the auspices of the CSA, but relevant
to the activities of the OCF WG (e.g. Accountability for Cloud, CUMULUS, SLA Ready, SPECS, Internt2/NET+,
Cloud for Europe, etc.)
Representative of trade and users associations (e.g. EuroClO, etc.)

Working Group Structure

Co-Chairs

The working group will be led by co-chairs in addition to the selected leadership. Co-chairs must be members of
CSA, unless the CSA Executive Team has granted an exception. The co-chairs will assist with the leadership
responsibility of the working group. The co-chairs may appoint others as necessary to assure the effective
execution of the defined research. Responsibilities of the co-chair include:

Define the work plan for each year (e.g., meetings and expected deliverables)

Ensure progress of work according to the work plan

Report to the CSA Executive Team on execution risks and suggest possible solutions

Convene meetings when necessary and act as Chairperson of OCF.

Lead the preparation of draft deliverables, or identify a suitable person within the OCF who will take the

role of main editor/rapporteur of the deliverable

Ensure that guidance provided in the current OCF charter is followed

Ensure that relevant documents are circulated to OCF members

Committees

The working group may designate and organize subcommittees to aid in research with the initiatives pertaining
to the subject matter of the working group.

Sub-Work Groups

Ad hoc sub-work groups comprised of subject matter experts may be formed to plan or execute any related
outreach, awareness or research opportunities. Such sub-working groups shall report directly to the main
working group.
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Alignments with Other Groups

The OCF working group may also choose to allow resource sharing between cloud communities and other CSA
working groups to assist in the timely completion of projects, programs and other activities needed to
support/enable the working group’s defined body of work, on demand basis. The list other groups that the OCF
working group will be working closely with includes, but is not limited to:

® (SA Cloud Trust Working Group:

0 Specifically collaborating on the implementation of the OCF Level 3.
CSA GRC Stack Working Group:

0 Specifically collaborating on...
= defining “OCF compliance profiles” (e.g. subsets and addendum of CCM relevant to a
certain sector, service offering)
* ensure the controls and measures relevant to accountability are specified and
integrated
CSA PLA Working Group:

0 Specifically collaborating on the development of a scheme to certify organization against the

requirements included in the PLA Code of Conduct v3.
CSA MAST Initiative Working Group:

0 Specifically collaborating on development of a scheme (tentatively named CSA STAR Mobile) to
certify mobile applications against the requirements to be developed from the MAST
whitepaper

Additional groups:

0 CSA Cloud Audit Working Group
EC C-SIG
ENISA
ISO SC 27
NIST
AICPA
The German Federal Office for Information Security (BSI)
and other (e.g. ANSSI)

Operations

Advisory

The CSA Working Group will be advised by the CSA Subject Matter Expert (SME) Advisory Council, International
Standardization Council (ISC), and CSA Executive Team to ensure that the research under the working group is
within the scope of the CSA and aligns with other industry partner research. The research will remain unique to
industry and make reference to any redundant or replicated works.

Research Lifecycle
The CSA Working Group will follow the development of the CSA research lifecycle for all projects and initiatives:
https://downloads.cloudsecurityalliance.org/initiatives/general/CSA Research Lifecycle FINAL.pdf
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Peer Review
We will seek CSA’s help in reaching out to peers for reviewing our charter, publications, and other documented
activities of the working groups.

Communications Methods

Infrastructure & Resource Requirements
The working group will be composed of CSA volunteers; it will have co-chairs and/or committee(s). The working
group will require typical project management, online workspace and technical writing assistance.

Work Group Conference Calls and In-person Meetings

The working group will hold conference calls no less than bi-monthly. Attendance or participation in the online
workspace by the Principal or Alternate is required. The Alternate must have full authority to act on behalf of
the Principal if the Principal is absent. In-person meetings will happen in a location to be determined.

Decision-Making Procedures
A. Definition of a majority

A majority shall consist of more than half of the members present and voting.

In computing a majority, members abstaining shall not be taken into account.

In case of a tie, a proposal or amendment shall be considered rejected.

For the purpose under this Charter, a “member present and voting” shall be a member voting “for” or
“against” a proposal, including proxy representative.

Proxy where authority is delegated through a written statement or non-repudiated email should be
declared and inspected for validity by the working group leadership before voting starts.

B. Abstentions of more than fifty percent

1. When the number of abstentions exceeds half the number of votes cast (for votes, plus against votes, plus
abstention votes), consideration of the matter under discussion shall be postponed to a later meeting, at
which time abstentions shall not be taken into further account.

C. Voting procedures

1) The voting procedures are as follows:

a) By a show of hands as a general rule, unless a secret ballot has been requested; if at least two
members, present and entitled to vote, so request before the beginning of the vote and if a secret
ballot under b) has not been requested, or if the procedure under a) shows no clear majority

b) By a secret ballot, if at least five of the members present and entitled to vote so request before
the beginning of the vote (online voting is applicable)
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2) The Chair(s) shall, before commencing a vote, observe any request as to the manner in which the voting
shall be conducted, and then shall formally announce the voting procedure to be applied and the issue to
be submitted to the vote. The Chair(s) shall then declare the beginning of the vote and, when the vote
has been taken, shall announce the results.

In the case of a secret ballot, the working group leadership shall at once take steps to ensure the secrecy
of the vote.

Deliverables/Activities

The tentative deliverables include:

Alignment of OCF Level 2 (STAR Certification) with ISO/IEC 27017 and 27018.

Amendment of the STAR Certification scheme to better align with ISO/IEC 27006 current version.
Amendment of the STAR Attestation certification scheme (STAR Attestation Type 1 based on SOC 2 Type
1).

Definition and implementation of the OCF Level 3 — STAR Continuous.

Whitepaper outlining the benefits of CSA STAR Program.

Definition and implementation of the PLA Code of Conduct Certification scheme based on the
recommendation of the PLA WG.

Definition and implementation of the STAR Mobile Certification scheme based on the input of the MAST
WG.

Deliverables will be governed by CSA’s intellectual property rights policy.

Duration
This charter will be valid until 31 March 2019

Charter Revision History

November 2015 March 2016 Sept 2017

T — —
© Copyright oud Security Alliance. All rights reserved.

CSA Code of Conduct for GDPR Compliance © Copyright 2017, Cloud Security Alliance. All rights

69



