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1.0 Secure Computations in Distributed Programming Frameworks
2.0 Security Best Practices for Non-Relational Data Stores

3.0 Secure Data Storage and Transactions Logs

4.0 End-point Input Validation/Filtering
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CSA Big Data WG Proposed Charter ® Open Peer Review £ 17 (2015 4F 12 A 14
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1.0 Secure Computations in Distributed Programming Frameworks
2.0 Security Best Practices for Non-Relational Data Stores

3.0 Secure Data Storage and Transactions Logs

4.0 End-point Input Validation/Filtering
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CSA Big Data WG Proposed Charter @ Open Peer Review #&7 (2015 4F 12 H 14
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1.0 Secure Computations in Distributed Programming Frameworks
2.0 Security Best Practices for Non-Relational Data Stores
3.0 Secure Data Storage and Transactions Logs

4.0 End-point Input Validation/Filtering

2. BigData WG 2016 fEiGEEHAEIC DWW T

CSA Big Data WG Proposed Charter ® Open Peer Review % SEffiH (~
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The scope of BDWG will encompass:
o Risk and threat models for big data
o Big data analytics for security intelligence (for identifying malicious

activity) and situational awareness (for understanding the health of the system)

O Big data security science

@) Data—driven abuse detection
O Large—scale analytics

@) Streaming data analytics



o Review of technologies and frameworks that have been primarily
developed for performance, scalability and availability (e.g., Apache Hadoop, MPP
databases)

o Impact of social data revolution on security and privacy of big data
implementations

o Flexible policy management for accessing and controlling the data, for

example, through a language framework for big data policies

o Securing data stores
@) Communication protocols
@) Attack surface reduction

o Data—centric security to protect data regardless of where in the cloud it
is stored or accessed (e.g., through attribute—based encryption, operation—
preserving encryption, etc.)

o Big data privacy and governance

@) Data discovery and classification

@) Data masking technologies: anonymization, rounding,
truncation, hashing, obfuscation, differential privacy

O Data monitoring

@) Compliance with HIPAA regulations, EU data protection
regulations, APEC Cross—Border Privacy Rules (CBPR) requirements, and
country—specific regulations

@) Government access to data and freedom of expression
concerns

@) Potentially unintended/unwanted consequences or
uses

o Key management, and ownership of data, providing full control of the
keys to the data owner

o Data integrity and poisoning concerns

o Operating on the encrypted data (e.g., de—duplication, searching and
reporting)

o High—availability



Secure data aggregation

Security of big data infrastructure

Event detection

o Security of analytics results
Relationship to Cloud (TBD)
Deliverables/Activities
Q4 2015: 100 Best Practices Handbook
Q1 2016: Top 10 Crypto-Challenges
Q2 2016: <TBD>
Q3 2016: <TBD>
Q4 2016: Standardization of architecture for big data security and privacy
in particular contexts such as: Internet of Things Cryptographic protocols
standardization for big data

Q1 2017: Engage in a charter review.
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4.0 End-point Input Validation/Filtering
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1. CSA Legal Information Center Seminar
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+ M0392: Draft SP 15001 Volume 1: Definitions

* M0393: Draft SP 15002 Volume 2: Taxonomies

+ M0394: Draft SP 15003 Volume 3: Use Case & Requirements

+ M0395: Draft SP 15004 Volume 4: Security and Privacy

+ M0396: Draft SP 15005 Volume 5: Architectures White Paper Survey
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[ Be Prepared for Big Data and Internet of Things |
Hi: © [Technical Overview of Big Data and the Internet of Things |

[-¥4 7 —@] Dr. PA. Subrahmanyam, Co-Chair of the CSA Working
Group on Big Data

- 1992 £~1997 F D], IEEE Technical Committee on VLSI ® Chair %
WO 4803 % » . ISO/IEC JTC 1/WG 9 (Big Data) OXK[EXA v N—2 D
BEfR b B,

[»¥4 7 —(@)] Brian Russell, Chair of the CSA Working Group on Internet

of Things

%+ [FTC position on Big Data and Internet of Things |

[>¥4 7 —®@)] Laura Berger, Attorney, Division of Privacy and Identity

Protection, FTC
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2. CSA Big Data Working Group Meeting

HiF: 20164 H 21 H (k) P& 1K 15 0~ i% 3 K
235 ¢ PLI Center, 685 Market Street, San Francisco, CA 94103
{3 : Wilco van Ginkel, Co Chair for the CSA Big Data WG
(CSA # 7 v XX DRI FE <. HIEIX A F X D Verizon Enterprise
Solutions It F =2V T4 XA b T 7TV R e LCEHE, HROHERRD &
h)
s -
(1) Big Data Level Set
(2) Who are we?
(3) What do we do?

(4) What have we done so far?

(5) What are we working on?



6) Q&A
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- NIST Big Data Public Working Group ® [NIST Special Publication
1500-4: Big Data Interoperability Framework | "RE{EZ£ 2%, CSA Big
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(http://bigdatawg.nist.gov/V1_output_docs.php)

[Big Data Security and Privacy Handbook: 100 Best Practices in Big
Data Security and Privacy | ® 1 — 247 — 2 $gfit3g % 5] & fit & ZZEH,
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1. CSA 7 a — 3L d Big Data Security and Privacy 100 Best Practices
Handbook HKEEZHEICDOWT
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(2#) Big Data Security and Privacy Handbook ®# 7 7' v — 7' —&

Section 1: Secure Computations in Distributed Programming
Frameworks

Section 2: Security Best Practices for Non-Relational Data Stores

Section 3: Secure Data Storage and Transactions Logs

Section 4: End-point Input Validation/Filtering

Section 5: Real-Time Security/Compliance Monitoring

Section 6: Scalable and Composable Privacy-Preserving analytics

Section 7: Crypto-Enforced Access Control and Secure
Communication

Section 8: Granular Access Control

Section 9: Granular Audits

Section 10: Data Provenance
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* Sections 1 & 2
* Parts of section 3: 3.1, 3.9 and 3.10

* Section 6: missing content

* Section 7: lots of good info, but doesn't follow the 'why' and 'how'

framework.

* Section 10: quite 'heavy' in terms of paragraphs, compared to the

other sections.
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