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1. Overview

• Group

The Software Defined Perimeter (SDP) is a research initiative launched in December 2013 
with the goal to develop a solution to stop network attacks against application 
infrastructure. 

• Security Model

To solve the problem of stopping network attacks on application infrastructure the SDP 
Workgroup developed a clean sheet approach that combines on device authentication, 
identity-based access and dynamically provisioned connectivity. 

• Organizational Structure & Goals

The SDP Workgroup is a volunteer team that has two meetings per year usually scheduled 
around the RSA security conference and CSA Congress. In 2014 the SDP volunteers 
published a 1.0 Specification as well as hosted two Hackathon’s to verify its security 
model. For 2015, the SDP volunteers plan to develop an open source code base focused on 
DDoS.



2. SDP Working Group Members

Software Defined Perimeter Co-chairs

• Junaid Islam (CTO, founder of Vidder)

• Bob Flores (Co-founder and partner of Cognitio. 
Prior to this, Bob spent 31 years at the Central 
Intelligence Agency)

Software Defined Perimeter WG (Verizon)

• Jeff Schweitzer (Chief Innovation Architect of 
Verizon)



3. SDP Working Group Initiatives
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4. SDP Working Group (Japan)
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5. SDP Architecture Model
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6. SDP Competitors

1. 専用プライベート網の構築

2. 無線プライベート網の構築

3. IP -SEC/SSL （インターネット）

4. SDN を利用（インターネット）

5. SDPを利用（インターネット）

Private 
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Internet
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7. SDP Players
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Industry Experts Global OperatorsSolution ProvidersIndustry Leaders 

Nov 2016

Service in USA

Apr-Jun 2017

Service in Global

https://www.vidder.com/


8. SDP User Cases
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9. Next Action
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