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Guidance V1.0 v

- Section I. Cloud Architecture
* Domain 1: Cloud Computing Architectural Framework

« Section II. Governing in the Cloud
- Domain 2: Governance and Enterprise Risk Management
- Domain 3: Legal
« Domain 4: Electronic Discovery
« Domain 5: Compliance and Audit
- Domain 6: Information Lifecycle Management
« Domain 7: Portability and Interoperability

 Section Ill. Operating in the Cloud
- Domain 8: Traditional Security, Business Continuity and Disaster Recovery
« Domain 9: Data Center Operations
- Domain 10: Incident Response, Notification and Remediation
« Domain 11: Application Security
« Domain 12: Encryption and Key Management
« Domain 13: Identity and Access Management
- Domain 14: Storage
- Domain 15: Virtualization
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» Section I. Cloud Architecture
* Domain 1: Cloud Computing Architectural Framework

- Section Il. Governing in the Cloud
- Domain 2: Governance and Enterprise Risk Management
Domain 3: Legal and Electronic Discovery
Domain 4: Compliance and Audit
Domain 5: Information Lifecycle Management
Domain 6: Portability and Interoperability

- Section Ill. Operating in the Cloud

Domain 7: Traditional Security, Business Continuity, and Disaster Recovery
Domain 8: Data Center Operations

Domain 9: Incident Response, Notification, and Remediation

Domain 10: Application Security

Domain 11: Encryption and Key Management

Domain 12: Identity and Access Management

Domain 13: Virtualization
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“Security Guidance for Critical Areas of Focus on Cloud Computing”

£ 1%B Cloud Architecture 259 K- 7—%T9F % 2009.4.20.

Domain 1. Cloud Computing Architectural Framework 7—#%F4F+¥2L—L7—%
% 2#8 Governance in the Cloud 25 FDA/N\F R

Domain 2. Governance and Enterprise Risk Management #/3+>x&EYRHEE

Domain 3. IF_EJe_gaI Issues: Contracts and Electronic Discovery &#%.2#.EF8
bidkd

Domain4. Compliance and Audit Management ar 7547 R EEEDEE
Domain 5. Information Management and Data Security t&#B&®BET—2tF21) T

Domain 6. Interoperability and Portability #aEEmtt LB iErTaets
% 3&B Operating in the Cloud 257 K D&

Domain 7. Traditional Security, Business Continuity and Disaster Recovery
MEHtEF) T, FTEME. KFEIQ

Domain 8. Data Center Operations F—4t4—0EREE

Domain 9. Incident Response 1>y Fobxtit

Domain 10. Application Security 77y4s—>artxa)54

Domain 11. Encryption and Key Management iE5&8EE

Domain 12. |dentity, Entitlement, and Access Management 745757471 -#R-7%

%Illl

#n

tRAEE ~loud
Domain 13. Virtualization k81t P R
Domain 14. Security as a Service £%aYT4FXF7H—EZR ©CIA
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VersionfslDomain kb %

Version 4.0

Version 3.0.1

Version 2.1

Version 1.0

Section I. Cloud Architecture

1 Cloud Computing
Concepts and

Cloud Computing
Architectural Framework

1 Cloud Computing
Architectural Framework

Cloud Computing
Architectural Framework

Section II. Governing in the Cloud

Governance and

Governance and

Governance and

Governance and

2 |Enterprise Risk 2 |Enterprise Risk 2 |Enterprise Risk 2 |Enterprise Risk
Management Management Management Management
Legal Issues, Contracts Legal Issues: Contracts Legal and Electronic
3 . . 3 . 3 |-, 3 |Legal
and Electronic Discovery and Electronic Discovery
4 |Electronic Discovery
4 GOPINEE Ane Aell 4 GRIPIRNGEE e Al 4 |Compliance and Audit 5 |Compliance and Audit
Management Management
5 |Data Governance 5 Information MarTagement 5 Information Lifecycle 6 Information Lifecycle
and Data Security Management Management
6 Interoperability and 6 Portability and 7 Portability and
Portability Interoperability Interoperability
Section IIl. Operating in the Cloud
Traditional Security, Traditional Security, Traditional Security,
Management Plane and \ . \ .. . ..
6 . . . 7 |Business Continuity, 7 (Business Continuity, and | 8 |Business Continuity and
Business Continuity . . .
and Disaster Recovery Disaster Recovery Disaster Recovery
7 |[Infrastructure Security
8 [Data Center Operations | 8 |[Data Center Operations 9 [Data Center Operations
9 [Incident Response 9 [Incident Response 9 In0|.d.ent Response, 10 In0|.dlent Response,
Notifi—cation, and Notifi—cation, and
10 [Application Security 10 [Application Security 10 [Application Security 11 [Application Security
11 Data Security and 11 Encryption and Key 11 Encryption and Key 12 Encryption and Key
Encryption Management Management Management
Identity, Access, and Identity, Entitlement, Identity and Access Identity and Access
12 } 12 12 13
Entitlement Management and Access Managemen Management Management
14 [Storage
13 |Virtualization 13|Virtua|ization 15 |Virtualization
13|Security as a Service 14 |Security as a Service
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Version 4.0 Version 3.0.1
Dom Title Pom Title
ain amn
Section I. Cloud Architecture
] Cloud Computing Concepts and < ‘\'\ 1 Cloud Computing Architectural
Architectures > Framework
Section Il. Governing in the Cloud
2 Governance and Enterprise Risk < 2 Governance and Enterprise Risk
Management Management
3 Legal Issues: Contracts and Electronic < 3 Legal Issues: Contracts and Electronic
Discovery Discovery

4 |Compliance and Audit Management <€
5 ({Data Goverl@\ - __ 2 Information Management and Data

- [ 5 .
Al /" 2 6 Interoperability and Portability Y
6 WanJBusiness <- 73 Section Ill. Operating in the Cloud

Continuity \
7 frastructure@ vid e
8 |Virtualization and@ainer A
Incident Response, Notification and
Remediation

10 |Application Security

11 |Data Security and Encryption

4 |Compliance and Audit Management

~)

A\

Traditiona(S@urity, Business
Continuity, and Disaster Recovery
8 |Data Center Operations \Q

9 [(Incident Response ?
Application Security

11 |Encryption and Key Management
Identity, Entitlement, and Access

Managemen

13 |Security as a Service <\\ 13 |Virtualization
Related Technol@% 14

Identity, Entitlement, and Access

12

Management 12

Security as a Service
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Version4

D1: Cloud Computing Conepts and Architechtures

No. Title Contents AINEDL=NAREN
Domain1 DR E
Cloud Computing® %14
Domainl DINA
* Defining cloud computing:1.1.1
. * The cloud logical model :1.1.2 =
10 Introduction : Cloud conceptual, architectural, e
and reference model:1.1.3
+ Cloud security and compliance
scope, responsibilities, and models:
1.2
1.1 Overview RHELET
Cloud ComputingD#E% . EZ=MAEAN
NIST
111  |Defining Cloud ISO/IEC FLCERICEATHRBREEFIBNZHELTLD,
o Computing “cloud Consumer” FEZ& 301 MR ALEL
NIST SP500-292 Reference Model
~DEXR
112  |Definitional Model [NISTET )L, ISO/IECET L 3.0.1MD1.2%FIFFDFEFEHEE
Essential NlST@S#%’TE’é%;’%IZ%EfIO
1.1.2.1 - NISTD54%1 +ISO/IEC17788 3.0.101.4"Multi-Tenancy” [HIBRS . KYIZISO/IEC17788Ireferd 2T
Characteristics =1
—EfIHfMn TS,
NISTD SPI% f&iRIZ#T
SPIET )L O & iR 745 BA 3.0.1M1.4"Multi-Tenancy” TSPIIZET S, S RZER R, (XA (refer
1.1.2.2 |Service Models ISO/IECO) XaaS(e.g, Compute, Data  [#:L)
Storage) ~NDE & 3.0.1M1.5"Cloud Reference Model” TtF T4 EFESRE~DEREF
DZIFEIFERIR=DDEER A DA FEAELLEEST=,
3.0.1M1.5.1”Cloud Security Reference Model” 0 & 1 CZ iEmatrix M =8 .
PPCH& 2 MFRBAIFEL o
1123 Deployment Public, Community, Private, Hybrid 7#$.3.0.1M1.5.1"Cloud Se_curity Reff:rence Model” TldJericho BT LA
7% Models RER- 54ER. Public—Private D matrix[X ISO/IEC27002 Sec6.2~NDE B E ML,

BOITIIRFALUBA DED1.6 THE TDeployment model DEEER M5, Hi
BTOH—BEHIEVEL,
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3.0.1 Tl Architecture Modell$1.3 TRFEH DM ILEERL

113 Reference and A2y ET)L  1SO/IEC17788, 6. 1.5.1MJericho® % [ZCloud Model — Security Control Model —
™ |Acrhitecture Models  |[SP500-292#B 4t Compliance Model D BEER %15 T TN A &L Ao 1=,
2{KIZ, reference model R (XIFIZ2TMMICESTHZI SN TS,
1131 Infrastructure as a RAAYIETILELANV—DEESR o RAlaaSETILDERIfER (FBRAEHY)
"% IService T LR HypervisorX®VM, Storage. APIZZE DEERZALNTH=IZXRIR
1132 IPlatform as a Service AAYGETIE LAY —DES L X|PaaSETILOERER (ERRHY)
e T LR Hypervisorf2VM, Storage. APIZZE DR ERZAULVTH=IZRIR
1133 Software as a Service AAYDETINE LAY —DHEHR P X[SaaSET/LOERI R BREEL)
e T LIERE HypervisorX>VM, Storage. APIZE DR ERZTRAVTH=ICRE
R 7
Infrastructure ISR HEBRERET IILOHE
114 |Logical Model Metastructure : Mgmt Plane BEREMECEDEMERL AN (10 TF, A . TTU IER) IZHED L. 4
o & Components (2AR(TOrIV)EISIRDEHMEE R, ELRIEE LAY R DT
Applistructure DH
Infostructure
Cloud Security Scope,
1.2 Responsibilities, and  |RHELZIT ek
Models
Cloud Security and = . INER & .
1.2.1  |Compliance Scope and ifsfnﬁe%)t%@n R (provider vs e, VD152 8L NARIZESTULAM, SEalkFEFHLLE->TULNVS,
Responsibilities
Security ModelD#B4T 1) Xk
— Conceptual(Framework), Controls,
Ref. Arch., Design Pattern
CSA Enterprise Architechture
1.2.2  [Cloud Security Models (SABSA, ITIL, TOGAF, Jericho) %, FILLETILO KR,

CSA CCM

NIST SP500-299 (CC Reference
Architecture)

ISO/IEC 27017
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Cloud Security Mangement Process
Model

1. Identify necessary security and
compliance requirements, and any
existing controls.

A Simple Cloud 2. Select your cloud provider, service,
1.2.2.1 Security Process  |and deployment models. &, HLWLWETILDEER,
Model 3. Define the architecture.
4. Assess the security controls.
5. Identify control gaps.
6. Design and implement controls to
fill the gaps.
7. Manage changes over time.
Areas of Critical . . . 3.0.1M1.5.3 "Beyond Architecture: The Areas of Critical Focus” &% its o
1.3 Foeus Guidance & {A D domaint& L SOROX IS EDEFREE,
131 Governing in the GovernanceMdomains:2. 3. 4 5 R &L TIE3.0.1MTable 2a — Governance Domains& B L . DomainM #H A
~ Cloud e M TIEF—EEDHoT=,
132 Operating in the OperationsMdomains: 6, 7, 8,9, 10, 11, #EF &L TIL3.0.1MDTable 2b — OPerational Domains&[E L o Domain D #H &
> Cloud 12,13, 14 ITIE—#ZEDo1=,
14 Recommendations 618 B :NIST, CSA RefArch.. CCM,  [3.0.101.7 Recommendations& R H LIZHR ST 24, NBIF2< B2,
' CAIQ, Security Process 30ITIERLERBAX A HY . SPICEDERAFLH D,
3.0.1TI&X1.8 RequirementsM&H5HY, R EII4FHDERTHY . FEUDE
15 Credits EELHLE AT Trequirementsb LEED (7L,

BRELTIE?E o108, ToZYHEIBREG o=,
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https://github.com/cloudsecurityalliance/CSA-Guidance

o] Sty ity Al LS8, Sty skt ot il Arnisi oo Femia i i Clenied Cowmpnlivig d

cloudsecurityalliance / CSA-Guidance @watah | 30 | | |CSA Security Guidance for Critical Areas of Focus in
Cloud Computing v.&

¢» Code lssues 12 Pull requests 7 Prajecte 0 Fulsz Graphs
CSA Guidancz
F) 24 commits 171 branch £ 0 releases
Brarch: mastar~ | Mew pull request

rmagull Adding Domain 4 cutlne

B Images Full first draft with diagrams We need your feedbarl!

The Idea b5 to generate a dieaner and more conskstent document than possible by solely nelying on

- . - - ) . L I
[E Pomain 1- Clend Computing Concepts and Architectiures.... Addad inddent responss section grops o o thelr cwn sriting whe s e ool e of thee commaunity.

|2 Duomain 10- Applivation Seowily.md Adding durnain 10 culline All feedback and edies will be managed wa GitHub <o that all pares of the process are apen and public
Wou don't need to use any special command-ine: GitHubs tools for this project. GeHub's veeb interface
[E Pomain 11- Data Security and Facryplion.md Data sacurty saction will =|br;'1“"1ﬁ read documents, pravide feedback, and panticlpate. But feel fres to use git toaks if you
i o
= n . : )
[E Domain 12- Kdentity, Access, and Crtittement Managemen..  Added domain 12 How to use GitHub to provide feedback
EI Domain 13- Security 35 a Senica.md Adding Domain 13 + issumes are the best way to add comments. The authors can read and respond to them dinecthy. When
leaving an izsue. plexce st the line number for the start of any spedfic section you ane commenting
& Domain 2- Governance and Exterpnse Risk Management....  Added domain 2 . pudl are for edits. We carrt respond to allpull e our anly optiors are o
. . . Igrare 3 pull or merge the changes. For consistency’s sake, it ks weny hard to accept pull requests
[E] Domain 3- Legal lssues, Contiacts and Electronic Discover...  Adding legal domain directly. Al puil requests wil be reviewed, scme will be mergexd, and those we cannat directly merge
wiill be reated a5 an ssuefrommient and closed. This ks just a practical necessity, consicering how
B Duomain 4- Compliane and Audit Mansgementmd Adding Domain 4 oulline many people will eventually be providing feedback.
For wariting we are using the Markdown text format. If you want to editand send pull requests you sill
[Z Domain &- Data Covernance.md Initial zutline of domain & need tolearn Markdown fortunately its incredibly simpie). GiHub renders Markdown directly, so
unless you are aciually edifing content you won't need bo beam
[ Domain 6- Mznagement Planz and Business Concinuitymd  Initial —ommit of domain & Keep all feedback public, on GitHub. This Is essential for maintaining the iIndependence and objectiity
af this project Even Ff you know any of the authors or OS54 staff, please don't emall private feedback,
E Domain /- Infrastructure Securryemd adding bzl domamn / outhne which will e |gnored.
‘e will do our absolute best to respond o all feedback fwith the muoeption of pull requests, which we
f i - - rAlded incidn - P wrill review), but depend Ing on o lume we may need to combine: feedback (and we understand some
[E Domain @ Incident Responscmdown Addod inddent response section Suncthark will b ity
[E RCADML.nd RCADIMLmd typos.
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