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H 8 : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Figure 2, p.13
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>7FUTJL—Fk (A—RAH5—R) OBE1/3

(CRM D2.4)

Identification Title

UC name

SME Maturity
IR S RAAE

One or more of the following:

Novice: no knowledge, no experience

Basic: some knowledge, but no practical
experience

Experienced: some practical experience
{either good or bad)

Base Use Case (cf., Deliverable
2.2)

ETSI CSCO
A—RA—RXSHR

Reference Use Cases as taken from the ETSI CSC
report. One or more from:

—=
L]

— L]

L]
==

AP: App on a Cloud

CB: Cloud Bursting

5D: Processing Sensitive Data
Dl: Data Integrity

HA: High Availability

Please refer to D2.2 for more information.

Hi B8 : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, p.31
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>TFUTL—Fk (A—RAH5—R) OBE 2/3

FIEd>e IT1EF LY BAL L FUFE THIRRT S ST i Lt i .
Short description Short summary/user-story of the use case
highlighting applicable industrial sector
Cloud Actors List of involved actors/stakeholders from ETSI CSC:

—_— RY y s (Cloud Service Provider
257 FERE .

Cloud Service Customer

o (Cloud Service Partner
Please refer to Annex A for more information.
Cloud Service life-cycle phase Any of the following:

- = Acquisition
7 /r 7 'U"f /.7 )l/ . ':ID?E{EHGH

+« Termination
Please refer to D2.2 for more information.
Legal and Data Protection | List of legal and data protection requirements

compliance criteria associated to the use case

EH - T A REOE

- s

ASZ

Hi B8 : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, p.31
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BZHETIL (CRMD2.4)

\
/

>TUTL—F (A—RAH5—R) OBE 3/3

T W R BN Nl B et B R BB s D R el LR L e Rt Ll T

Security and privacy Summary of security requirements to be taken into
uirements account for the scenario
Additional preconditions and Assumptions made prior to the execution of the
requirements (e.g., case

Preconditions
and
Requiremen

t, :¥‘ I ) — rformance)
L 7 Existing SUA standards and best List of SLA standards/best practices to rely on:

70'5’(/{:/_'%5 rely on —e ISO/IEC 19086

* 5SMART 5LA Model

X C5CC Practical Guid Cloud 5LA
BT BSLMBSERAME | [ e

. > S — _* ETSICloud SLA template
N Z I\ 7 J 7 T 'f Z Please refer to Section 4 for more information.
Additional comments Add comments, remarks, suggestions, as you see fit
Summary Conclusions related to the use case analysed

Hi B8 : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, p.31
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6.1. AT—43 : A—RAT—R7H
6.2. [BE1] AAT—E~ADIVSREY) VTFEDEMA
6.3. [Rfg2] FIFRL—RT—RADYU T REZEIS
6.4. #HEFEZDREE [H11]

6.5. HEFEDREE [Hl2]
6.6. BE =

FETE SLALT 1« * R IERRFEDE,
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F6E HFHRA—RH5—AANDCRMH#EE

2 Recommendation process based on the
CRM and use cases

[EXFE 1]

. R P B# : ESHRREHDHRA T

CRM _E Clusterin.g }EIIIIJ':s CRM%{#@E%E%*”E
\ [EERE2] | - mm1 . mmLra—zr—=

]_F 00 o Business case v FHETFOMEBANELESE

ch) Reco:‘:wseeni:ation ™ CRM; > o
Surveys Use cases : EQBE 2 : ¥E¥E t y * Z $1§I]/\J:
P ST E . HIECRMZ B X

'“'H" « B :SMEIZ®L. ESRRE
BRI E L -BEERZIRHE

H{ B : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Figure 9, p.79
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6.4. #EEFEDEIE [15] 1]
6.5. #IEFEDIEFE [ 2]
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""75 SLAL T 4 * RI51EREFE D
71.SLAL T 1« R RIBEEANDENHEAT (+
7.2.CSPET7 R A b3 BEf
7.3. RRHICSPD LLERZT

C|

Ioud
e A "'l/" curi

irity
:DHJL. . Copyright © 2018 Cloud Security Alliance Japan Chapter https://www.cloudsecurityalliance.jp/ 32




F6E HFHRA—RH5—AANDCRMH#EE

6 1. AAT—4R : A—XF5—X
ANEHAR (XBERETE=1L)
o EARMIA—R4—RX (ETSI CSCOIEFEXITLEH)
» ApponaCloud (AC) : 95V FY—EXRETOITY FaA—HREITT
J) 44— 3 VB
» Cloud Bursting (CB) : B8V 7V FICBEBAKRET—4
> Processing Sensitive Data (SD) : EANIE#HRT EMMT —2 NED -8
M SaaSFIFH
> Data Integrity (DI) : T—2DTEHE (FUTLIZANLI TSI EAD
=BT 7 r—3 3 VT
> High Availability (HA) : KEFRORKRESPECHS TS0V A%

S¢European Telecommunications Standards Institute, “Cloud Standards Coordination Final Report”, November 2013, pp.10-14
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26.1. AAT—32 : A— A5 —RASOH

ANEHRAT GhARETE=ZL)

 TATHA DV IDEFE
=1 —R7— A DE AR
> Acquisition : EE A
> Operation : 2

> Termination : F24#J#& 7T

CRMEZH&RIDEZE|

= 3EBEOERAL AL
> High: &L AL
» Medium : FFL AL
> Low : EL AL

Xt
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> 6.2 [EBE1) AADT—EFADISRE)VTFEDER

Example of clustering representation

Estimated number of clusters: 3

20— ;
sl IR 5 S % . EB (U5R5) BITLEHO
HIRE R AL
8755 RTIHHBEMUET
e Y
ERTHE. 300524 %
“RET 5T TER

EDYSAFICHLEIYE TR
WHTREGIE, 1 SR

H B : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Figure 10, p.81
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> 6.2 [EBE1) AADT—EFADISRE)VTFEDER
DSRZ) T FEDETEH

e Partitioning Method —% 1) FEEBEIZ LY . X{ED
HREGZYEICRYoN=I SAEIAFYET

* Hierarchical Methods ARNT—RZ#EE (FHESEHD
B) ICKUBEINT-V S X BB~

 Density—based Method (DBSCAN) —TEmEE THRIA
OHEE FIRFHOE) LUV TRAFZEIRIITER
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> 6.2 [EBE1) AADT—EFADISRE)VTFEDER
DSRZ) T FEDETEH

* Grid-Based Method %/ 1J v FRADILAFREH %
FNYYT, RINBEOEILDOHFY T REIZFEDIT

* Model-Based Method ™ RX#ETETIL (EEFR7D )
&Y. FIREFOERESDEEZFE

* Constraint-based Method 4 5 X2 h\, FIREH|%E
BSELMVEDHAFNEHTOZEIZER

Ay A N
:?':AJI\" Copyright © 2018 Cloud Security Alliance Japan Chapter https://www.cloudsecurityalliance.jp/
lapan Chapter




F6E HFHRA—RH5—AANDCRMH#EE

> 6.2 [EBE1) AADT—EFADISRE)VTFEDER

FTRR 2

DBSCAN approach

=IN35 2

=151 A

Density—based Method (239 2 HHN

FED 1D (G THHEM)

HABEGIEDEHEZHELTI SR

2EEYHL

2 DMDINT A—F TFIEZHERK

> I RINOFHREL DI
Zm& KRIF

> VI RINOFHAEFBEOZRAK
HERE k E R

H{ B : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Figure 11, p.82
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> 6.2 [EBE1) AADT—EFADISRE)VTFEDER

DBSCAN approach

FIREHIN - i

=151 A

9 S5 RAZARNT, FFHHASHIRDEE
BIKLTELS

HHEHIB, C. RUNM L DEEEEIL
kEUKREL, YT RFARNTHL

Z DI TR/ mEBE D FHIREF A k LL
TOEHDIZEIZT A FADEH

H{ B : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Figure 11, p.82
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Clustering process

Step 1: Step 3:

Step 2: Clusters == Representative

iscoveri
discoverin sample
calculation

Dimensionality
reduction
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e 1EFE 2 : DBSCANFEIZK DIV TRFIDEIH L

- BFE3  KRMGHRBHITTFANY FILZEFE

H{ B : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Figure 12, p.83
X Jolliffe, Ian. Principal component analysis. John Wiley & Sons, Ltd, 2002

‘.'?':AJ:"_ T —— Copyright © 2018 Cloud Security Alliance Japan Chapter https://www.cloudsecurityalliance.jp/ 41
lapan Chapter




F6E HFHRA—RH5—AANDCRMH#EE

> 6.2 [EBE1) AADT—EFADISRE)VTFEDER

Example of representative vector for clusters
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-1.0F ’
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B -2 -1 0 1 2 3

H{ B : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Figure 13, p.84
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Clusters discovered for the SLA—Ready samples

S . ERTHEISRA1~3.
2 JAX \ 7‘7 3
- o RO/ A4 XERR

B3 T, AI—Y5REA
DEANY MILOFEHZEEE

TV TAZNT, KERHG
X Cusaer HREHZHE (RA)

H{ B : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Figure 14, p.85
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> 6.2 [EBE1) AADT—EFADISRE)VTFEDER

Clusters and representative samples for the SLA—-Ready samples
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(h5RB2) T LEEEE

H{ B : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Figure 15, p.85
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Hi B8 : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Figure 16, p.87
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>6.4. #EEF;
A— R —XDATIF

Base use case Life cycle stage

AP CB SD DI HA Acq. Op. Term.

YES YES YES NO NO NO YES NO

AEARXHA—RT—X (ETSI SCSHEAFIFIZ K D)
- FI)r—23 009 5 KT (AP)
- J—90—FRIZELC., BHD959 ROV E1—42&RNDBIT (CB)
- RIREEDEEFERICEY KL, BET—42 08 (SD)
SATHALAOINART—
BB —ERDARL—2 30055 K

H# . SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Table 32, p.88
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CRMelement | 1| 2| 3| 4| 5| 6| 7| 8| 9101112 |13 |14 |15
Recommendation

CRMelement | 16 (17 |18 |19 20|21 (22|23 |24 (25(26|27 28|29 30

Recommendation _

Red: high importance. Yellow: medium importance. Green: Low importance

« CRME3K28, 29,30[F. P EKEELLARNILTH S,
- BEDNEEGEFBHREWVOSHKET—FIFETEITLHLET—HT S,

H{ B8 : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Figure 17, p.88
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Base use case Life cycle stage
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H B8 : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Table 33, p.89
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>6.5. HRFEDOWKEE [/ 2)
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CRMelement| 1| 2| 3| 4| 5| 6| 7| 8| 91011 (12|13 |14 |15

Recommendation

CRMelement | 16 (17 |18 (19 (20|21 |22 |23 |24 |25 |26 27 (28| 29|30

Red: high importance. Yellow: medium importance. Green: Low importance
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H# : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Figure 18, p.90
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A 27 T LB EF{

SLA URL 0 0 0 1 0
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Roles and responsibilities 1 1 1 0 1

Cloud SLA definitions 1 1 1 1 1

Revision date 1 1 0 1 1

Freshness | Update Frequency 1 1 0 1 0

(FR) Previous versions and revisions 0 0 0 1 0

SLA duration 1 0 1 0 1

SLA language 1 0 0 0 0

hﬁ?”mmMmmmmmt 1 0 0 0 0

Nr. of pages 0 >1 >1 >1 1

support | Contact details 1 1 1 0 1

{su) Contact availability 1 1 1 0 1

Service Credit 1 1 1 0 1

Credits | Service credits assignment 1 1 0 0 1

(CR} Maximum service credits (Euro 1 1 0 0 1
amount) provided by the CSP

H# : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Table 34, pp.98-99
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H{ B : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Figure 25, p.100
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« CSP6 ~CSP9 # X 17 CLEET{H

Group item Name of CRM element/compaonents CSP6 CSP7 (CSP8 C8SP9
1 SLA URL 2 1 2 0
2 Findable 1 1 1 0
G?;EE?' 3 Choice gf"iaw- 0 0 0 0
: 4 Roles and respansibilities 0 0 0 0
& Cloud SLA definitions 1 1 1 0
B Revision date 1 1 1 1
Freshness 7 Update Frequency 2 1 2 2
(FE) 8 Previous versions and revisions 0 0 0 0
9 SLA duration 1 0 0 1
; 10 SLA language 1 1 1 0
R“[‘-’;;"'t’ 11 Machine-readable format 0 0 0 0
12 Nr. of pages 1 1 1 0

A3

H# . SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Table 35, pp.100-102
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« CSP6 ~CSP9 # X 17 CLEET{H

C5P6 C5P7 C5P8 (CSP9

Support 13 Contact details 1 1 1 1
(SU) 14 Contact availability 0 0 0 0
15 Service Credit 0 0 0 0

Credits 16 Service credits assignment 0 0 0 0
(CR) 47 |  Maximum service credits (Euro 0 0 0 0

nt) provided by the CSP

20 | Service Levels reporting

Reporting | 21 | Service Levels continuous reporting
(REP) 22 | Feasibility of specials & customisations
=23 General Carveouts

—lolo|o
- OO (S
—“|lolo|lo
—“lolo|lo

H 8 . SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Table 35, pp.100-102
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Group ltem Name of CRM element/components C5sP6 CSP7 C5P8 (C5P9

Specified SLO metrics (SM) 0 0 0 0

25 “Service monitoring 0 0 0 0

| 28 | | Accessibility 0 1 0 1

Sl JAvailability 0 1 0 1

| 28 | General | Termination of service 0 1 0 1

[ 29 | SLOs  [cloud Service Support | 0 1 0 0

[ao | &R Governance 0 1 0 0
Attestations,

31 certifications and 0 1 0 0

‘audits

Hi B8 : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Table 35, pp.100-102
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CSP6

Item csP7 CSP§8 (C5P9

Group Name of CRM element/components

IPR 0 1 0 0
Cloud Service
:I;g:; 39 Customer Data 0 0 0 0
Cloud Service Provider
(SL) 40 Data 0 0 0 0
41 Data Account Data 0 0 0 0
42 Man;l?;:ent Derived Data 0 0 0 0
43 (DM) Data portability 0 0 0 0
44 Data deletion 0 1 0 0
45 Data location 0 0 0 0
46 Data examination 0 0 0 0
47 h{::ra E:fnrcemant 0 0 0 1

H# . SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Table 35, pp.100-102
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Group tem  Name of CRM element/components C5P6 CSP7 CSP8 (C5P9
Organization of
4 Information Security 0 0 0 0
Human Resources
49 Setsirity 0 0 0 0
50 ‘Asset Management 0 1 0 0
51 Security  ¥"access Control 0 1 1 1
- SLOs — . .
52 (Sec) Cryptography 0 1 1 0
i Environmental Security
- | — Qperations Security 0 1 0 0
t # o ,r Communications 0 1 1 0
SEODHR BT oo
-T~ Systems Acquisition,
56 Development and 0 1 0 0
Maintenance
o7 Supplier Relationships 0 0 0 0
Information Security ;
i Incident Management 0 1 1 0
Business Continuity
i Management 0 1 0 _G
60 i 0 1 0 0

H 8 : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Table 35, pp.100—-102
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Group ltem  Name of CRM element/components CSP6 CSP/ (CSP8 (5SP9

61 Consent and choice 0 0 0 0

62 Purpose legitimacy and 0

' specification '

63 Collection limitation 0 0 0 0

64 Data minimization 0 0 0 0
Personal Use, retention and -

s Data disclosure limitation 0 0 0 0

66 Protection | Accuracy and quality 0 0 0 0

SLOs Openness,
67 (PDP) transparency and 0 0 0 0
notice

68 Individual participation 1

e and access

69 Accountability 0 0

70 Privacy compliance 0 1 0 0

H# . SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Table 35, pp.100-102
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H{ B : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Figure 26, p.102
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H{ B : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Figure 27, p.103
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H B8 : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Figure 28, p.103
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#% (UseCase16)

» Use Case 16  CRMJEX (1/4)

H B : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Table 21, pp.54-55
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Title CSP providing data services for the health sector
{Customer Back-Up and Encryption)
SME Maturity *  Novice
* Basic

Base Use Case (cf.,
Deliverable 2.2)

s SD: Processing Sensitive Data

s Dl: Data Integrity

Short description

An SME in the Health Sector who has built its 5aas
application on an laaS/Paas from the CSP. Anyone
in the health sector has to be compliant to
mandatory secterial standards and needs to have
certain certifications. Furthermore, since this SME
will process sensitive personal data, it alse needs
to encrypt the data in light of the applicable
personal protection regulations in the EU. Ewven
though many CS5Ps have such specific
certifications, encryption possibilities and back up
possibilities, in most cases the layers in the
provided laas%/PaasS where the customer of the
Saas CSP processes its sensitive and other data do
not fall under these certifications, or encryption
and back-up by default., This SME made the
mistake in trusting that the provided certifications
were applicable for that use, where it does not.

https://www.cloudsecurityalliance.ip/
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#% (UseCase16)

> Use Case 16  CRMJ/EX (2/4)

Cloud Actors Cloud Service Provider as laa5/Paas Provider, SME
as Cloud Service Partner and SME's customer as

Cloud Service Customer.

Cloud Service life- =  Acquisition
cycle phase s  Operation
Legal compliance Before loaking for appropriate |aaS/Paa% CSPs, and
criteria finding and assessing its certifications, terms and

conditions that may be applicable in the
relationship between such laaS/Paas CSP and the
SME Health Tech company, firstly this SME needs
to map the main legal compliance criteria it deems
relevant for the Health Tech Sector. Furthermaore,
as the health sector industry is high-regulated,
there are special requirements for vendors and

H# : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Table 21, pp.54-55
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#% (UseCase16)

» Use Case 16  CRMJEX (3/4)

their certifications, which include the right of the

authority to be able to audit the vendors in the
respective supply chain, Personal data is involved
of data subjects for which the customer of the
SME is primarily responsible as data controller, so
the personal protection regulations in the EU is
essential as well. These three main legal criteria
should be well-known to any Health Tech
company. The 5aa5 SME thereafter needs to make
sure it can and will take the appropriate measures
in order to fulfil all the sector specific
requirements with the help of the C5P they have

pre-selected.

Preconditions Security and privacy According to the applicable personal protection
and requirements regulations in the EU, a data controller needs to
Requirements make sure they take appropriate security

measures which are covered with certifications
and encryption measures.

H{ B : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Table 21, pp.54-55
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#% (UseCase16)

> Use Case 16  CRMJREX (4/4)

Additional Back-Up
preconditions and
requirements  (e.g.,
performance)

Existing SLA standards C-SIG SLA Guidelines
and best practices to

rely on
Additional comments M/A
Summary Many C5Ps have several backup, certifications and encryption offerings,

however please note that the SME should make sure their own environment
within that |aaS/Paas is also certified, encrypted and back-ups according to the
industry standard and policies. Never just tick the box and think it will all be

alright.

H# : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Table 21, pp.54-55
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> UseCase16DH < 1) —

(Use Case 16) CSP providing data services for the health

sector (Customer Back—Up and Encryption)
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57

B : CRM®"SLO&Metrics”

Service monitoring

Accessibility

Availability

Termination of service

Cloud Service Support

Governance

Attestations, certifications and audits

Organization of Information Security
Human Resources Security
Asset Management
Access Control
Cryptography

Physical and Environmental Security
Operations Security
Communications Security
Systems Acquisition, Development and
Maintenance

» Supplier Relationships

o Information Security Incident

Management
# Business Continuity Management
» Compliance

R

'» Service Resilience
* Customer data backup/restore
= Disaster Recovery

Specified SLO

General 5LOs metrics

SLO&
Metrics
Group

Security SLOs

Service Reliahility
SLOs

Data
Management
SLOs

Cloud Service
Performance SLOs

Personal Data
Protection SLOs

Figure 8. Components of the SLO & Metrics element of the CRM

IPR

Cloud Service Customer Data
Cloud Service Provider Data
Account Data

Derived Data

Data portability

Data deletion

Data location

Data examination

Law Enforcement Access

* Response time

Capacity
Elasticity

Consent and choice

Purpose legitimacy and specification
Collection limitation

Data minimization

Use, retention and disclosure limitation
Accuracy and quality

Openness, transparency and notice
Individual participation and access
Accountability

Privacy compliance

H B8 : SLA-Ready, “A Common Reference Model to describe, promote and support the uptake of SLAs — Final report”, Figure 8, p.22
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laaS/PaaS + Accessity
Jangs « Availability

Termination of service
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Service monitoring
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« Cloud Service Support
* Governance

« Organization of Information Security
* Human Resources Security

o Asset Management
« Access Control
« Cryptography

o Physical and Environmental Security

« Operations Security

+ Communications Security
« Systems Acquisition, Development and

Maintenance

« Supplier Relationships
 Information Security Incident

Management

« Business Continuity Management

« Compliance

* Service Resilience

« Customer data backup/restore

« Disaster Recovery

ok - XFFRD

H—F

« Attestations, certifications and audits

1

Specified SLO
metrics.

Qﬂ}/j
<=

Data
Management

Personal Data
Protection SLOs

CRM® SLO&Metrics

i Cloud service
Performance SLOs

RS THA I IDES
ARE— b7 v TEEXEEE DK

* IPR

* Cloud Service Customer Data
* Cloud Service Provider Data
* Account Data

* Derived Data

« Data portability

« Data deletion

* Data location

« Data examination

« Law Enforcement Access

* Response time.
« Capacity
o Elasticity

= Consent and choice
« Purpose legitimacy and specification
* Collection limitation
« Data minimization
« Use, retention and disclosure imitation
« Accuracy and quality
« Openness, transparency and notice
o Individual participation and access
Accountability
Privacy compliance

tXalTqa (FR- T340 —) BITEHD

FHAIUEEYT AN

Copyright © 2018 Cloud Security Alliance Japan Chapter

Information  Privacy
Security Security
Digital tech,

Healsh cgst gptimiz?tion

Big wave to
Override

Health tech,

A
Patient satisfaction
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> ERZFEC SLO&MetricsTLU AR EZERYFSE

—

Security SLOs
<{Sec>

Organization of Information Security
Human Resources Security

Asset Management

Access Control

Cryptography

Physical and Environmental Security
Operations Security
Communications Security

Systems Acquisition, Development and
Maintenance

Supplier Relationships

Information Security Incident
Management

Business Continuity Management
Compliance
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Security SLOs
<Sec> ~"DEHKE
A

High Health sector©

KD ondKE
(F5E)
Low
Low High >

Copyright © 2018 Cloud Security Alliance Japan Chapter

| ersonal Data Protection
SLOs <PDP>

& & ® & 8 & & & 8 B

Consent and choice

Purpose legitimacy and specification
Collection limitation

Data minimization

Use, retention and disclosure limitation
Accuracy and quality

Openness, transparency and notice
Individual participation and access
Accountability

Privacy compliance

Personal Data Protection
SLOs <PDP> ~DEH/E

https://www.cloudsecurityalliance.ip/
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> &CSP

SLAND
(1:52&EdHY . 0:EEHL L,)

=%

LA R

(S

Security SLOs

{Sec>

Z&D

Item  Name of CRM element/components C5SP6 CSP7 CSP8 (CSP9
Organization of

B3 Information Security 0 0 0 0
Human Resources

49 Socunty 0 0 0 0

50 ) Asset Management 0 1 0 0

51 | Securily  hccess Control 0 1 1 1

SLOs -

52 (Sec) Cryptography 0 1 1 0
Physical and

53 Environmental Security 0 1 g o

54 Operations Security 0 1 0 0
Communications

55 Sty 0 1 1 0
Systems Acquisition,

56 Development and 0 1 0 0
Maintenance

57 Supplier Relationships 0 0 0 0
Information Security

% Incident Management v 1 1 0
Business Continuity

i Management o 1 o o )

60 Compliance 0 1 0 0 |

S A N
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. Japan Chapter
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[ZL A KE] D
HIEEA L D5 LY

Personal Data Protection

SLOs <PDP>

J
ltem Name of CRM element/components CSP6 CSP7 (CSP8 (CSP9
61 Consent and choice 0 0 0 0
Purpose legitimacy and
62 specification 0 0 0 g
63 Callection limitation 0 0 0 0
64 Data minimization 0 0 0 0
Personal Use, retention and
£3 Data disclosure limitation 0 0 0 0
66 Protection | Accuracy and quality 0 0 0 0
SLOs Openness,
67 (PDF) transparency and 0 0 0 0
notice
Individual participation
59 and access 1 0 0
69 Accountability 0 0 0 0
70 Privacy compliance 0 1 0 0

- [0 (GB&L L) ) 7’2 <. CSPLE
- FABENZED A EIZ DUV TDHHHTFT+5

Copyright © 2018 Cloud Security Alliance Japan Chapter
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EREEFEOEXIVT/ORA FEREFRDEX LTI DORA

Bl : FDAENAIILEEYI+OTT Bl:TFORIANILRADEFD
HARSAY HARZAY

BREEERSBOEXITDHRA
f5l. -HIPAA ~HITECHEZ&EA~NDXti5:1) R 51l
(http://www.hhs.gov/ocr/privacy/)

NI oI 3—DEF21 )T/ DER
f5l. Federal Risk and Authorization Management Program (FedRAMP)
(http://www.fedramp.gov/)

R—LIUrFa) T4/ EERHRAVITDHR
f5]. Federal Information Security Management Act (FISMA)
(http://csrc.nist.gov/groups/SMA/fisma/index.html)

’ _ 
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« SLA-Ready, “Common Reference Model to describe, promote and support the

uptake of SLAs - Final report”, December, 2016 http://www.sla-

ready.eu/sites/default/files/d2.4 a-common-reference-model-to-describe-

promote-and-support-the-uptake-of-slas-final-report vfinal.pdf

« SLA-Ready, “Requirements emerging from a state-of-the-art analysis - Final

Report”, December, 2015 http://www.sla-

ready.eu/sites/default/files/D2.2 Requirements-emerging-from-a-state-of-the-

art-analysis-final-report.pdf

 SLA-Ready, SLA Repository http://www.sla-ready.eu/sla-repository
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Daniele Catteddu, Cloud Security Alliance, ““Tools” and Standards for Cloud-

SLA”, December, 2016 https://www.slideshare.net/SLAReadysocial/tools-and-

standards-for-cloudsla

Jesus Luna, Cloud Security Alliance, “Security and Privacy SLAs for Cloud

services”, December, 2015 http://slideplayer.com/slide/4582307/

Jesus Luna, Neeraj Suri, Michaela lorga, and Anil Karmel, “Leveraging the
Potential of Cloud Security Service Level Agreements through Standards”, July,
2015 https://ws680.nist.gov/publication/get pdf.cfim?pub id=917339
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