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A cryptographically secure, shared, transactional database...
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...everyone has a copy, no one entity controls it.
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ibuted database + public ledger + autonomous nodes

each node have everybody can no trusted third party
a copy of the data read transactions for validating transactions
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Blockchain is also called Bitcoin and Ethereum are “public”
(11 . . »” " " "
distributed ledgers implementations of blockchain
-~ A 'I/E:"OUC’ :
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BLOCKCHAIN FRAMEWORK

P “iniisie > oesion > swenatren > _impiamenc 3

1. DO PRE-CONDITIONS FOR 2. WHICH APPLICATIONS 3. DO WE NEED TO ENFORCE 4. WHAT BLOCKCHAIN WILL
USING BLOCKCHAIN ARE RELEVANT FOR US? CONTRACTS AUTOMATICALLY? WE USE TO IMPLEMENT OUR
TECHNOLOCY EXIST? SOLUTION?

= Multiple parties generate INCREASE TRUST THROUGH

transactions that change SMART CONTRACTS Permissionless blockchain for
information in a shared c & interoperability, open innovation,
repository enhanced sacurity, and access to
= Parties need to trust that greater, distributed computing
transactions are valid power to verify transactions
= Intermediaries are through proof-of-work. Public

inefficient or not trusted as blockchains currently handle

TRANSFER VALUE ] T .
sbiers of tkh Parties buy, sell, and transfer value without an TS T g aac
#  Enhanced security is intermedi [ dical claims data,
Sasdied 0 oriers gy of cryptocurrency ents, intellectual property, Permissioned or consortium
SRSy~ =c.) blockchaln for restricted access,

authorized innovation, and
greater number of transactions
If these conditions are not met, or per second, which are verified
PRSP ERT PRSI TRANSFER AND AUTHENTICATE INFORMATION through proof-of-stake.
database or other solution may Parties use the distributed ledger to validate whether data is valid.

be more suitable. (Note: this requires some trust that data ks accurately stored).

cloud
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[Blockchain: Opportunities for Health Care ] (20164E8 )  @.awanchoprer 217712
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*On Chain Data: \
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_ On Chain Dats Off Chain Data

Data Types s ‘Standardized deita fields contaifing summary o I:xpanswe medical details (c.g. notes) and
S Jr St abstract data types (e.g. MRI images, human
i g B information in text form (e.g. age, gender)

genome)
Pros e Data is immediately visible and ingestible to
all connected organizations, making * Storage of any format and size of data
blockchain the single source of truth
Cons ¢ Data is not immediately visible or ingestible,
requiring access to each health care
e Constrained in the type and size of data that organization’s source system for each record
can be stored *  Requires Off-Chain micro-services and

additional integration layers
*  Potential for information decay on the

blockchain
H{ B : Deloitte Development LLC
[Blockchain: Opportunities for Health Care | (2016488 ) cloud
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. On‘Chain Data X Off Chain Data
(FJavyyFz—2) ({51) Hadoop . NoSQL.
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[Off Chain Data]
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[On Chain Data] Data Acquisition

- Storage Quenrying System
3 & Analytics . QLS5" Query Language
) Y S & . :
0-:.::::. “:“."-& é:f: [ Cmd Line Interface ] [ Web Interface ]

Query Translation
[ HiveQlL Parser/Spatial Juery Translatcr J

Sratial

Query Engine

-~
‘ Global Spatial RESQUE
Ir dexes - -
Spatial Spatial

Feaaturas

9
Data Partitioning
)

Index Boundary

| Tile Spatial 1| Bjilger F'rggeesrgorl Handling
IFrdexes -

HDF S| Hadoop

H B2 : NIST Big Datainteroperability Framework

. cloud )
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CSA Blockchain Working Group @ B4

RESEARCH

Cloud Security Alliance > Research > Blockchain/Distributed Ledger

Blockchain/Distributed Ledger Working Group

Overview 4 Initiatives ol Join [E News & Downloads

Introduction to the Blockchain/Distributed Ledger Working
Group

More information coming soon.

Blockchain/Distributed Ledger Working Group Leadership

Blockchain/Distributed Ledger Co-chairs

Latest Initiatives

Observations and Recommendations
on Connected Vehicle Security -
October 27, 2016

Establishing a Safe and Secure
Municipal Drone Program - October 26,
2016

Quantum-Safe Security Glossary -
September 27, 2016

See All [nititatives

Arvind Tiwari

Arvind Tiwari is a Technical Leader in the CTO Group of Cisco
Intercloud Services. In his current role, Arvind is responsible for
helping Cisco Intercloud teams on Identity, Security, Access
Management, and Federation efforts. He is also involved in multiple
initiatives to make the Intercloud experience friendlier for Cisco
tenants and operational teams. He is involved in OpenStack
community for the Keystone and Barbican projects.

Upcoming Meetings

Quantum-Safe Security Working
Group Meeting

Tuesday, November 15th , 8am-9am PDT

Platform: Webex
Meeting ID: 193 688 094

Join here
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CSA IoT Working Group
Blockchain initiative D E¥#H

Blockchain Technology Research

Theblack Is
Avansio snd Thetransacion isresresaated e iczrosig SN
0 the newer

> Coming out of the loT WG (for

- m\\\w

> New Research Discussion =
> High Level Overview Research of — -
Blockchain et S pensena
]

2 Blockchain of Things (Market Intiatives) -

> Use Case Study L 4P -
pP Y. 7
baﬂ Capyright © 2016 Cloud Security Alliance www.cloudsecuritvalliance.org
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